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S ince 1949, the countries of the NATO Alliance have stood as one in 
defence of democracy, individual liberty, and the rule of law. Every  
Ally is committed to our solemn pledge to defend the citizens of our  
28 democracies.

Today, we face more complex and more dangerous challenges than 
we have faced for decades. In recent years, we have witnessed Russia’s military 
build-up, its illegal and illegitimate annexation of Crimea and its destabilising 
actions against Ukraine; violence and chaos across the Middle East and North 
Africa; terrorist attacks on our streets; and the continuing threat of cyber attacks, 
nuclear proliferation and the spread of ballistic missile technology. But as these 
threats have evolved, so has NATO.

At our last Summit in Wales, NATO leaders agreed to the biggest upgrading of 
our collective defence since the Cold War, and since then we have done what we 
said we would do. We have tripled the size of the NATO Response Force, creating 
a Brigade-sized Spearhead Force at its core, able to deploy to wherever it is needed 
within days. We have increased our military presence in the east of our Alliance, 
including with new headquarters, and we have increased our support for Turkey 
along its border with Syria. We have sped up our decision-making and significantly 
increased the number of military exercises. 

As a purely defensive Alliance, NATO does not seek confrontation with anyone, 
but we will always defend every Ally against any threat from any direction.

The Warsaw Summit marks the next phase of NATO’s adaptation to the new 
threats we face. At this Summit, we will take important decisions to modernise our 
collective defence and deterrence, and to project stability beyond our borders. 

To strengthen our collective defence, we will enhance our forward presence 
in the eastern part of our Alliance, and we will improve our resilience to hybrid 
warfare and cyber-attacks. We are developing our defence against ballistic missile 
attack from beyond the Euro-Atlantic area, we are improving our surveillance and 
reconnaissance capabilities with new advanced drones, and we will ensure that 
our nuclear deterrence remains credible and effective. All we do is proportionate, 
defensive and in line with our international obligations. 

At this Summit, we will assess the strategic implications of Russia’s recent 
actions. While tensions remain high, it is vital that, as well as strengthening our 
collective defence, we keep the channels of political dialogue open to reduce risk  
and avoid incidents.

At the Summit, we will also take another step towards realising our vision of a 
Europe whole, free and at peace. For the first time, Montenegro will take part in this 
Summit as an observer and will soon become our Alliance’s 29th member. NATO’s 
Open Door policy is a historic success. Together with EU enlargement, it has helped 
spread stability and prosperity in Europe. 

Safeguarding our security at home also means projecting stability abroad, 
for if our neighbours are more stable, then we are more secure. NATO’s maritime 

Jens Stoltenberg
Secretary General, NATO 

Welcome to the 27th NATO Summit, here in Warsaw
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deployment in the Aegean Sea, in support of Greece, Turkey and the European 
Union, is helping to manage the refugee and migrant crisis.

All 28 Allies already contribute to the US-led Global Coalition to Counter ISIL. 
But our most effective tool against instability is to strengthen our partners so they 
can better defend themselves from other nations or from terrorist groups such as 
ISIL. NATO is training Iraqi officers in Jordan and we expect to expand this. We 
support Jordan and Tunisia, and we stand ready to support Libya, if requested and 
as part of broader UN-led efforts. We are also working with Ukraine, Georgia and 
Moldova and, at this Summit, we will enhance our practical support. 

NATO is committed to the future of Afghanistan. To help defend their  
country and to push back violent extremists, we will continue our mission to train,  
advise and assist Afghan security forces, and contribute to their funding until 2020.

Close cooperation between NATO and the European Union is a vital part of 
our response to the threats we face. We are united in our approach to Russia, we 
are partners in the Aegean Sea and we continue to work together on missions in 
Afghanistan and in Kosovo. At this Summit, we will take our cooperation to a new 
level on a range of issues, from hybrid and cyber warfare to maritime cooperation. 

A strong collective defence and projecting stability in our neighbourhood are 
essential for our security, but they also require resources. At our last Summit, 
every Ally pledged to move towards spending 2% of GDP within a decade and many 
Allies have made good progress. After decades of falls in defence spending, defence 
cuts came to a virtual halt last year. The Warsaw Summit will be an opportunity to 
reconfirm our Defence Investment Pledge. 

Our world is changing, but NATO is changing with it. NATO will continue to 
do whatever is necessary to ensure the safety and security of our people, just as it 
has since its inception. NATO is the embodiment of the transatlantic bond between 
Europe and North America, and of the solemn oath to stand as one against any foe.

This NATO Summit is a summit of unity and solidarity, of agility and strength. 
Together we will take the decisions needed to keep our people safe and to protect 
the values we hold dear. 

At the 2014 NATO 
Summit in Wales, 
leaders agreed to  
the biggest upgrading 
of the Alliance’s 
collective defence  
since the Cold War
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Not all fast computers
reach Mach 2

#include<stdio.h>
 
int main() {
   int arr[30], element, num, i, location;
 
   printf("\nEnter no of elements :");
   scanf("%d", &num);
 
   for (i = 0; i < num; i++) {
      scanf("%d", &arr[i]);
   }
 
   printf("\nEnter the element to be 
   scanf("%d", &element);
 
   printf("\nEnter the location");

   scanf("%d", &location);

for (i = num; i >= location; i--) {

   root1 = (-b + desc) / (2.0 * a);

   desc = sqrt(b * b - 4 * a * c);
 
   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);
 
   return (0);
}

#include <stdio.h>

#include <math.h>

   desc = sqrt(b * b - 4 * a * c);

int rad;
   float PI = 3.14, area, ci;
 
   printf("\nEnter radius of circle: ");
   scanf("%d", &rad);
 
   area = PI * rad * rad;
   printf("\nArea of circle : %f ", area);
 
   ci = 2 * PI * rad;
   printf("\nCircumference : %f ", ci);
 
   return (0);
}

ci = 2 * PI * rad;
printf("\nCircumference : %f ", ci);

area = PI * rad * rad;
     

int rad;
   float PI = 3.14, area, ci;
 
   printf("\nEnter radius of circle: ");
   scanf("%d", &rad);
 
   area = PI * rad * rad;
   printf("\nArea of circle : %f ", area);
 
   ci = 2 * PI * rad;
   printf("\nCircumference : %f ", ci);
 
   return (0);
}

return (0);

arr[location - 1]

area = PI * rad * rad;

      scanf("%d", &n1);

      scanf("%d", &n1);

      scanf("%d", &n1);

      scanf("%d", &n1);

      scanf("%d", &n1);

if (arr1[i] <= arr2[j]) {

 /* Some elements in array 'arr1' are still remaining where as the array 'arr2' is exhausted */
 
 while (i < n1) {
  res[k] = arr1[i];
  i++;
  k++;
 }
 
 /* Some elements in array 'arr2' are still remaining where as the array 'arr1' is exhausted */

   float a, b, c;
   float desc, root1, root2;
 
   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");
   scanf("%f", &b);
   printf("\nEnter the Values of c : ");
   scanf("%f", &c);
 
   desc = sqrt(b * b - 4 * a * c);
 
   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);
 
   return (0);
}

//Create space at the specified location
printf("\nCircumference : %f ", ci);

scanf("%d", &rad);

int main()
int main() {

arr[i]);

#include<stdio.h>
 
int main() {
 int arr1[30], arr2[30], res[60];
 int i, j, k, n1, n2;
 
 printf("\nEnter no of elements in 1st array :");
 scanf("%d", &n1);
 for (i = 0; i < n1; i++) {
  scanf("%d", &arr1[i]);
 }

 int main() {
   float a, b, c;
   float desc, root1, root2;
 
   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");
   scanf("%f", &b);

area = PI * rad * rad;

int rad;

int rad;

  num++;

  num++;

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf(”:Enter the

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

 /* Some elements in array 'arr1' are still remaining where as the array 'arr2' is exhausted */

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

num++;

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

// Merging starts
 while (i < n1 && j < n2) {
  if (arr1[i] <= arr2[j]) {

//Displaying

// Merging starts

//Displaying

//Displaying

//Merging starts

//Merging starts

//Merging starts

//Merging starts

//Merging starts

//Merging starts

#include<stdio.h>
#include<math.h>
 
int main() {
   float a, b, c;
   float desc, root1, root2;
 
   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");
   scanf("%f", &b);
   printf("\nEnter the Values of c : ");
   scanf("%f", &c);
 
   desc = sqrt(b * b - 4 * a * c);
 
   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);
 
   return (0);
}

   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");

area = PI * rad * rad;

root2 =

if (arr1[i]

arr2[j])

scanf("%d", &rad);

   float desc, root1, root2;

#include<stdio.h>
#include<math.h>
 
int main() {
   float a, b, c;
   float desc, root1, root2;
 
   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");
   scanf("%f", &b);
   printf("\nEnter the Values of c : ");
   scanf("%f", &c);
 
   desc = sqrt(b * b - 4 * a * c);
 
   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);
 
   return (0);
}

   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);

   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);

   root1 = (-b + desc) / (2.0 * a);
   root2 = (-b - desc) / (2.0 * a);
 
   printf("\nFirst Root : %f", root1);
   printf("\nSecond Root : %f", root2);

root2 = (-b - desc) / (2.0 * a);

root2 = (-b - desc) / (2.0 * a);

int main() {

   float a, b, c;

for (i = num; i >= location; i--) {

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified 
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

for (i = num; i >= location; i--) {

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

desc = sqrt(b * b - 4 * a * c);  arr[location - 1]

  arr[location - 1]

  arr[location - 1]

  arr[location - 1]

  arr[location - 1]

  arr[location - 1]

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

   printf("\nEnter the magnitude of the pressure coefficient :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   

if (arr1[i] <= arr2[j]) {

   printf("\nFirst Root : %f", root1);
  desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

desc = sqrt(b * b - 4 * a * c);

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

   printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");
   scanf("%f", &b);
   printf("\nEnter the Values of c : ");
   scanf("%f", &c);

   desc = sqrt(b * b - 4 * a * c);arr2[j];

arr2[j]) {

(i = num;

arr[i] = arr[i -

arr[i -

arr[i -

area = PI * rad * rad;

int arr1[30], arr2[30], res[60];
 int i, j, k, n1, n2;
 
 printf("\nEnter no of elements in 1st array :");
 scanf("%d", &n1);
 for (i = 0; i < n1; i++) {
  scanf("%d", &arr1[i]);
 }

 
 printf("\nEnter no of elements in 2nd array :");
 scanf("%d", &n2);

(arr1[i] <= arr2[j]) {

   float desc, root1, root2;

   while (i < n1 && j < n2) {
  if (arr1[i] <= arr2[j]) {
   res[k] = arr1[i];
   i++;
   k++;
  } else {
   res[k] = arr2[j];
   k++;
   j++;
  }
 }

 while (i < n1) {
  res[k] = arr1[i];
  i++;
  k++;
 }

   printf("\nEnter the Values of a : ");

int main()

int main()

  i < n2;

  i < n2;

  i < n2;
  power

  i < n2;

  i < n2;

  i < n2;

  i < n2;

    v2 = 0;

    scanf("%d", &n1);

  }

  return v5;

}

return (0);

    v2 = 0;

    scanf("%d", &n1);

  }

  return v5;

}

    v2 = 0;

    scanf("%d", &n1);

  }

  return v5;

}

    v2 = 0;

    ZwClose(Handle);

  }

  return v5;

}

    v2 = 0;

    scanf("%d", &n1);

    v2 = 0;

    ZwClose(Handle);

  }

  return v5;

}

with Ada.Text_IO; use Ada.Text_IO;

procedure Traffic is

   type Aeroplane_ID is range 1..10;

with Ada.Text_IO; use Ada.Text_IO;

procedure Traffic is

   type Aeroplane_ID is range 1..10;

with Ada.Text_IO; use Ada.Text_IO;

procedure Traffic is

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

task type Aeroplane (ID: Aeroplane_ID);
   type Aeroplane_Access is access Aeroplane;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   protected type Runway is 
      entry Assign_Aircraft (ID: Aeroplane_ID);
      entry Cleared_Runway (ID: Aeroplane_ID);
      entry Wait_For_Clear;
   private
      Clear: Boolean := True;  
   end Runway;
   type Runway_Access is access all Runway;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);

   task type Controller (My_Runway: Runway_Access) is
      entry Request_Takeoff (ID: in Aeroplane_ID; Takeoff: out Runway_Access);
      entry Request_Approach(ID: in Aeroplane_ID; Approach: out Runway_Access);
   end Controller;

   end Controller;

   Runway1    : aliased Runway;
   Controller1: Controller (Runway1'Access);

   protected body Runway is
      entry Assign_Aircraft (ID: Aeroplane_ID)
 when Clear is
      begin
       Clear := False;
       Put_Line (Aeroplane_ID'Image (ID) & " on runway ")

   protected body Runway is
      entry Assign_Aircraft (ID: Aeroplane_ID)
 when Clear is
      begin
       Clear := False;
       Put_Line (Aeroplane_ID'Image (ID) & " on runway ");
      end;

   protected body Runway is
      entry Assign_Aircraft (ID: Aeroplane_ID)
 when Clear is
      begin
       Clear := False;
       Put_Line (Aeroplane_ID'Image (ID) & " on runway ");
      end;

      Clear := False;

      Clear := False;

      Clear := False;

      Clear := False;

      entry Wait_For_Clear
 when Clear is
      begin
         null;
      end;
   end Runway;

      entry Wait_For_Clear

      entry Wait_For_Clear
 when Clear is
      begin
         null;
      end;
   end Runway;

   New_aeroplane: Aeroplane_Access;

begin
   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

      delay 4.0;
   end loop;
end Traffic;

      delay 4.0;
   end loop;
end Traffic;

 int arr1[30], arr2[30], res[60];

   printf("\nEnter the Values of a : ");

float PI = 3.14,

   printf("\nEnter the Values of a : ");return (0);

return (0);

return (0);
return (0);

return (0);

//Print out the result

//Print out the result

//Print out the result

int arr[30], element, num, i, location;

int arr[30], element, num, i, location;

for (i = num; i >= location; i--) {

for (i = num; i >= location; i--) {

for (i = num; i >= location; i--) {

for (i = num; i >= location; i--) {

   //Print out the result of insertion

//Print out the result of insertion

int i, j, k, n1, n2;

printf("\nEnter the element to be inserted :");

#include <stdio.h>
//

int i, j, k, n1, n2;

#include <math.h>

#include <math.h>

#include <stdio.h> #include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

int i, j, k, n1, n2;printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");

printf("\nEnter radius of circle: ");

printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");

printf("\nEnter the Values of a : ");
   scanf("%f", &a);
   printf("\nEnter the Values of b : ");

   printf("\nEnter the Values of b : ");
   scanf("%f", &b);
   printf("\nEnter the Values of c : ");printf("\nEnter the Values of b : ");

scanf("%f", &b);
printf("\nEnter the Values of c : ");

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);

   printf("\nEnter the element to be inserted :");

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 

   printf("\nEnter the element to be inserted :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h>

#include <math.h> #include <math.h>

#include <math.h>

#include <math.h>

#include <stdio.h>

#include <stdio.h>

#include <stdio.h>

#include <stdio.h>

#include <stdio.h>

#include <stdio.h>

res[k] = arr2[j];

res[k] = arr2[j];

res[k] = arr2[j];

res[k] = arr2[j];

res[k] = arr2[j];

res[k] = arr2[j];

float a, b, c;

float a, b, c;

return (0);

location; i--) {

begin
   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

begin
   for I in Aeroplane_ID'Range loop
      New_aeroplane := new Aeroplane (I);
      delay 4.0;
   end loop;
end Traffic;

   New_aeroplane: Aeroplane_Access;

     printf("\nEnter the Values of a : ");

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

desc = sqrt(b * b - 4 * a * c);

int i, j, k, n1, n2;

int arr[30], element, num, i, location;

if (arr1[i] <= arr2[j]) {

   printf("\nEnter the Values of a : ");

printf("\nEnter radius of circle: ");
int i, j, k, n1, n2;

int i, j, k, n1, n2;

      Clear: Boolean := True;  

printf("\Provide the pressure distribution on the fuselage :");
   scanf("%d", &element);
 
   printf("\nEnter the location");
   scanf("%d", &location);
 
   //Create space at the specified location
   for (i = num; i >= location; i--) {
      arr[i] = arr[i - 1];
   }

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);
desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

root1 = (-b + desc) / (2.0 * a);

root1 = (-b + desc) / (2.0 * a);

   printf("\nEnter the Values of a : ");

 /* Some elements in array 'arr1' are still remaining where as the array 'arr2' is exhausted */
 
 while (i < n1) {
  res[k] = arr1[i];
  i++;
  k++;
 }
 
 /* Some elements in array 'arr2' are still remaining where as the array 'arr1' is exhausted */

return (0);

    int rad;
   float PI = 3.14, area, ci;
 
   printf("\nEnter radius of circle: ");
   scanf("%d", &rad);
 
   area = PI * rad * rad;
   printf("\nArea of circle : %f ", area);
 
   ci = 2 * PI * rad;
   printf("\nCircumference : %f ", ci);
 
   return (0);
}

    if (arr1[i] <= arr2[j]) {

desc = sqrt(b * b - 4 * a * c);

root1 = (-b + desc) / (2.0 * a);

  num++;

  &arr[i]);

  (-b + desc) /

     float desc, root1, root2;

     float desc, root1, root2;

     float desc, root1, root2;

    v5 = v4 == 0;

  } else {

  {

     float desc, root1, root2;

int arr1[

  int main()

  int main()

  arr2[j];

  (-b + desc) / (2.0 * a);

  int main()

  int main()

  int main()

  power     else {

  {
     else {

     else {

  } else {

  {

else {

  {

  } else {

  {

    if (arr1[i] <= arr2[j]) {

if (arr1[i] <= arr2[j]) {

//Merging starts

  int main()
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The NATO Alliance Ground Surveillance capability will be vital to the full range 

of Alliance missions—from force protection and counter-piracy, to border 

security and humanitarian relief. Relying on Global Hawk’s proven capabilities, 

NATO is working with Northrop Grumman and its European partners of 

Leonardo, Airbus and Kongsberg, among others, to provide the first fully 

NATO owned and operated capability for a truly transatlantic solution. 

That’s why we’re a leader in innovative Autonomous Systems. 

THE VALUE OF
 SEEING THE BIG PICTURE BEFORE 
BIG DECISIONS NEED TO BE MADE.

www.northropgrumman.com/natoags

Different Thinking for a 
Different World

NORTHROP GRUMMAN

Persistent ISR for multinational theatre operations, peacekeeping missions and disaster relief efforts 
are just some of the benefits of the strategically deployable NATO Alliance Ground Surveillance system. 
Northrop Grumman and key European partners, Airbus, Leonardo, and Kongsberg, are providing the 
proven Global Hawk high Altitude Long Endurance UAS and supporting ground elements to NATO.

COMPANY & CONTACT INFORMATION
Northrop Grumman is a leading global security company providing innovative systems, products and solutions 
in autonomous systems, cyber, C4ISR, strike, and logistics and modernization to government and commercial 
customers worldwide.  Please visit www.northropgrumman.com for more information.

Northrop Grumman 
Clareville House, Oxendon Street, London SW1Y 4EL
+44 207 930 4173
www.northropgrumman.com/natoags

Never before has there been a more complex 
threat environment. As we look ahead, the 
defence and security landscape is characterised 
by interconnectivity, interoperability, networked 
environments, pervasive ISR and the widespread 
use of unmanned systems. The key for the future 
is having the ability to be ‘eyes on’ through 
access to high grade intelligence, comprehensive 
surveillance capabilities, and to be able to convert 
data to information rapidly and seamlessly, and 
disseminate it to armed forces, national agencies, 
and other international partners.

Today, different thinking is needed to deliver the 
required defence and security effect at affordable 
cost and Northrop Grumman is at the forefront 
of providing that different thinking: from creating 
dynamic communications nodes in the sky, 
using lasers to defeat ground-to-air threats, and 
pulling through leading innovative aircraft radar 
technologies into ground-based air defence 
systems, to exploiting networks in cities for blue 
light service command and control, and taking 
unmanned air systems to un-paralleled levels.

Northrop Grumman has extensive involvement 
in a range of future game-changing defence 
and security programmes. Whether this is as 
a partner in the F-35 Lightning II providing the 
aircraft with much of its situational awareness and 
communications, as a leading specialist in large 
intelligence datasets, as a pre-eminent provider 
of High Altitude Long Endurance unmanned air 

systems, or as the natural ‘go to’ provider for 
truly open system architectures for battlespace 
networks, communications, and command and 
control, we have an unparalleled reputation as 
an innovator.  

Northrop Grumman is among the leading defence 
and security suppliers in Europe with 2,500 
employees and significant long-established 
businesses in the UK, France, Germany, Italy, and 
the Netherlands, We offer the best of our US and 
European R&D and technology to deliver solutions 
that help solve our customer’s defence and 
security challenges.

We play a key role in supporting NATO’s security 
and resilience requirements, and are committed to 
delivering advanced technology solutions, superior 
capabilities, and creating value in the defence, 
security and cyber sectors.

Calling on our global experience and 100-year 
European heritage, we provide everything from 
satellite payloads, to maritime command and 
control systems, synthetic training, special 
mission aircraft, land vehicle maintenance, repair 
and overhaul, unmanned air systems, tactical 
communications and much more for our customers 
in the UK and across Europe.

Northrop Grumman’s technology is all pervasive, 
as is our commitment to building strong European 
businesses to serve our customers for the 
long term.

Northrop_Grumman_placed.indd   2 24/06/2016   14:06



The NATO Alliance Ground Surveillance capability will be vital to the full range 

of Alliance missions—from force protection and counter-piracy, to border 

security and humanitarian relief. Relying on Global Hawk’s proven capabilities, 

NATO is working with Northrop Grumman and its European partners of 

Leonardo, Airbus and Kongsberg, among others, to provide the first fully 

NATO owned and operated capability for a truly transatlantic solution. 

That’s why we’re a leader in innovative Autonomous Systems. 
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 SEEING THE BIG PICTURE BEFORE 
BIG DECISIONS NEED TO BE MADE.
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Different World
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Persistent ISR for multinational theatre operations, peacekeeping missions and disaster relief efforts 
are just some of the benefits of the strategically deployable NATO Alliance Ground Surveillance system. 
Northrop Grumman and key European partners, Airbus, Leonardo, and Kongsberg, are providing the 
proven Global Hawk high Altitude Long Endurance UAS and supporting ground elements to NATO.

COMPANY & CONTACT INFORMATION
Northrop Grumman is a leading global security company providing innovative systems, products and solutions 
in autonomous systems, cyber, C4ISR, strike, and logistics and modernization to government and commercial 
customers worldwide.  Please visit www.northropgrumman.com for more information.

Northrop Grumman 
Clareville House, Oxendon Street, London SW1Y 4EL
+44 207 930 4173
www.northropgrumman.com/natoags

Never before has there been a more complex 
threat environment. As we look ahead, the 
defence and security landscape is characterised 
by interconnectivity, interoperability, networked 
environments, pervasive ISR and the widespread 
use of unmanned systems. The key for the future 
is having the ability to be ‘eyes on’ through 
access to high grade intelligence, comprehensive 
surveillance capabilities, and to be able to convert 
data to information rapidly and seamlessly, and 
disseminate it to armed forces, national agencies, 
and other international partners.

Today, different thinking is needed to deliver the 
required defence and security effect at affordable 
cost and Northrop Grumman is at the forefront 
of providing that different thinking: from creating 
dynamic communications nodes in the sky, 
using lasers to defeat ground-to-air threats, and 
pulling through leading innovative aircraft radar 
technologies into ground-based air defence 
systems, to exploiting networks in cities for blue 
light service command and control, and taking 
unmanned air systems to un-paralleled levels.

Northrop Grumman has extensive involvement 
in a range of future game-changing defence 
and security programmes. Whether this is as 
a partner in the F-35 Lightning II providing the 
aircraft with much of its situational awareness and 
communications, as a leading specialist in large 
intelligence datasets, as a pre-eminent provider 
of High Altitude Long Endurance unmanned air 

systems, or as the natural ‘go to’ provider for 
truly open system architectures for battlespace 
networks, communications, and command and 
control, we have an unparalleled reputation as 
an innovator.  

Northrop Grumman is among the leading defence 
and security suppliers in Europe with 2,500 
employees and significant long-established 
businesses in the UK, France, Germany, Italy, and 
the Netherlands, We offer the best of our US and 
European R&D and technology to deliver solutions 
that help solve our customer’s defence and 
security challenges.

We play a key role in supporting NATO’s security 
and resilience requirements, and are committed to 
delivering advanced technology solutions, superior 
capabilities, and creating value in the defence, 
security and cyber sectors.

Calling on our global experience and 100-year 
European heritage, we provide everything from 
satellite payloads, to maritime command and 
control systems, synthetic training, special 
mission aircraft, land vehicle maintenance, repair 
and overhaul, unmanned air systems, tactical 
communications and much more for our customers 
in the UK and across Europe.

Northrop Grumman’s technology is all pervasive, 
as is our commitment to building strong European 
businesses to serve our customers for the 
long term.
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A s President of Poland I am truly honoured to host the NATO  
Summit in Warsaw. And I am convinced that it will mark an 
important step forward for our Alliance.

We need to send a clear signal of our cohesion. We must 
demonstrate that we are ready to defend our freedom. There is one 

Alliance and all its members must enjoy equal security. However, as Allies, we also 
bear major responsibility for shaping security outside our borders.

In order to preserve our security we have to stay strong and united. The 
NATO Summit in Warsaw should have a universal agenda, offering response 
to the full spectrum of challenges, no matter which direction they are coming 
from. Three aspects of the comprehensive Warsaw Summit agenda seem to be 
critically important to me. First, we have to ensure absolute credibility of defence 
and deterrence. This is the bedrock of NATO and an indispensable foundation for 
any other activities undertaken by the Alliance. Second, we should remain open 
for dialogue even with those who do not share our values. While today a truly 
constructive engagement with such countries might be hard to achieve, we should 
still be striving for a more predictable coexistence with all European states. Third, 
we need to advance our open door and partnerships policy. Since the end of the Cold 
War, NATO’s outreach has been a real success story. We should keep the momentum 
and develop cooperative arrangements with all partners willing to work with us. 

      At the 2014 Wales Summit we decided to bolster NATO’s readiness and 
responsiveness. In Warsaw we should continue with this process. 

I hope that solutions worked out in Warsaw will be both militarily effective and 
politically acceptable for all Allies. And let me stress that in this endeavour Poland 
is not merely a recipient, but also a provider of capabilities aimed at strengthening 
NATO’s Eastern Flank.

It is also crucial for NATO to keep up and develop a full spectrum of measures 
to tackle complex challenges from the South. This should include adjusting NATO 
capabilities to deter non-state actors, but also continuing our engagement in crisis-
response operations, such as the one currently conducted in the Aegean Sea.

There is no doubt that the extraordinary engagement and commitment of the 
United States is crucial for European security. However, in Warsaw we should 
also take note of real progress in cooperation between NATO and the European 
Union (EU). I strongly believe that NATO and the EU should work hand in hand 
in addressing security challenges such as the migration crisis, terrorism, hybrid 
threats, cyber defence or energy security. 

I know that Warsaw is not the end of the journey. It is just a stage, not the  
final destination on the path of NATO’s strategic adaptation. Defence and  
deterrence, dialogue, as well as NATO partnerships, will continue to top our  
post-Summit agenda. 

Andrzej Duda
President of Poland

Keeping NATO strong and united
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S ixty years since the adoption of The Report of the 
Committee of Three on Non-Military Cooperation 
in NATO, authored by Ministers Gaetano Martino, 
Halvard Lange and Lester B Pearson, the Heads 
of State and Government of the Alliance gather in 

Warsaw for a summit that will represent a cornerstone in 
the NATO adaptation to the new complex security scenario. 

A 360-degree response is needed to cope with the 
interconnected threats emerging simultaneously from the 
Eastern and Southern flanks of the Alliance. Moreover, 
a similarly wide approach is necessary to combine both 
the political and military dimension of the Alliance and to 
effectively meet the extensive range of the new security tasks.

The Warsaw Summit will offer a vision of the future of 
NATO in 3D: Deterrence, Defence, and Dialogue.

Deterrence needs to be reconsidered in a modern way,  
on both its conventional and nuclear dimensions.

Defence of our free democracies, populations and 
territories is worrisome, as it is constantly tested by state 
and non-state actors, and by violent terrorist actions as well. 
Thus, a strengthening of collective defence is necessary, 
while a comprehensive approach is required to address 
the multifaceted security challenges of the present crisis-
management operations.

Moreover, new hybrid warfare tactics and asymmetric 
threats are emerging with unprecedented rapidity and must 
be confronted by high-readiness forces, a faster decision-
making process, and a genuine spirit of cooperative security 
with other partners and international institutions, first and 
foremost the European Union.

In fact, “No state, however powerful, can guarantee 
its security and its welfare by national action alone”. It 
appeared evident 60 years ago to the Three Wise Men, and it 
is particularly true in the present days affected by security 
challenges without borders, such as the cyber threat, migration 
and climate change. Yet, defence must be credible and needs to 
rely on modern capabilities sustained by stable defence budgets 
that cannot decrease anymore under 2% of national GDP.

Dialogue remains essential to improve cooperative 
security with partners, as well as to complement deterrence 
and defence. In 1967, Minister Pierre Harmel released a 
far-sighted Report on the Future Tasks of the Alliance, 
which effectively introduced the notion of deterrence and 

Fabrizio Luciolli
President, Atlantic Treaty Association 

NATO in 3D – Deterrence, Defence and Dialogue

dialogue, setting the scene for NATO’s first steps towards 
a more cooperative approach to security – a strategic move 
that should represent an inspiring model for restoring a 
partnership with the Russian Federation.

Besides an external feature of dialogue and its 
cooperative security approach, there is an even more relevant 
internal dimension of political consultation and cooperation 
among NATO members that can be further enhanced.

As stated by the Three Wise Men, “From the very 
beginning of NATO, then, it was recognised that while defence 
cooperation was the first and most urgent requirement, this 
was not enough. It has also become increasingly realised since 
the Treaty was signed that security is today far more than a 
military matter. The strengthening of political consultation 
and economic cooperation, the development of resources, 
progress in education and public understanding, all these can 
be as important, or even more important, for the protection 
of the security of a nation, or an alliance, as the building of a 
battleship or the equipping of an army”.

Since 1954, these are the very domains and tasks 
unremittingly addressed by the Atlantic Treaty Association 
(ATA) across NATO members and partner countries. At 
present, ATA has increased its outreach and is cooperating 
with countries in the Mediterranean and the Middle East 
on joint programs aimed at adopting common solutions to 
common security challenges.

In 1956, the Report of the Committee of Three 
acknowledged the importance of ATA’s role in forging an 
Atlantic community by promoting a better understanding of 
the Alliance and its enduring goals. Since then, with more 
than 500 programmes per year across 37 different countries, 
ATA and its youth division, YATA, is connecting NATO with 
the civil society and keeping new generations, experts, 
media, parliamentarians, and decision-makers informed and 
committed to maintaining an effective Alliance.

In fact, while military operations and exercises are the 
most visible aspects of NATO, the real strength and lifeblood 
of the NATO forces originates from the allied solidarity 
stemming from the political consultations and from a less-
visible, but vital, link with the civil society.

ATA remains steadfast in its commitment as in Warsaw, 
even more than 60 years ago, “A sense of community must bind  
the people as well as the institutions of the Atlantic nations”. 
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S ince the NATO Summit in Wales, progress has been made on a number 
of key decisions. However, new challenges have also arisen. The 
security environment has become increasingly unpredictable, with 
threats from both state and non-state actors emanating from NATO’s 
eastern and southern Flanks. While this arc of instability continues to 

challenge pre-existing security norms, NATO is adapting to continue to ensure it 
has all the necessary tools to defend any ally against any threat. 

NATO does not have the luxury of dealing with one challenge at time as it fulfils 
its core tasks of collective defence, crisis response and cooperative security. Current 
operations, missions and activities protecting the peace and security of NATO allied 
populations and territory are continuing, stretching from Afghanistan, Kosovo, the 
Mediterranean, the Aegean to the Horn of Africa. The future of NATO’s contribution 
to Euro-Atlantic security will be a blend of defence, deterrence and dialogue.

Significant progress in the implementation of the Readiness Action Plan has 
meant that NATO has tripled the size of the NATO Response Force. Furthermore, a 
Very High Readiness Joint Task Force that can be deployed within days has been set 
up, eight small headquarters have been established, and there is increased NATO 
presence in the eastern part of the Alliance via enhanced air policing, maritime 
patrols and robust rotational exercises. In addition, in the south we have agreed 
assurance measures for Turkey with Patriot batteries, AWACs surveillance planes 
and enhanced maritime presence in the eastern Mediterranean and the Black Sea. 
These concrete actions demonstrate that NATO remains the most powerful military 
alliance the world has ever known. 

In order to maintain this, NATO nations must have credible, capable and 
responsive forces that have exercised and trained together and that are well 
equipped to do their job. It is by exercising, training and learning together that we 
can increase interoperability so that in times of crisis we are sure of our capabilities 
and the response that can be delivered to a perceived threat. This is also why 
investing in our security is paramount, and why at the Wales Summit heads of state 
and government agreed to reverse the trend of declining defence budgets and make 
the most effective use of our funds. Allies have practically stopped cuts in defence 
spending and NATO is working with allies to determine funding priorities.

This is not to say, however, that NATO, or the military for that matter, are 
the only solution to every problem, but I would argue that NATO is part of most 
answers. Through our operations and missions we have built up a broad cooperative 
partnership network and this cooperation is a key component in dealing with our 
current and future challenges. By strengthening our cooperation with partner 
nations, international institutions and organisations such as the European Union 
and United Nations, we are able to address common challenges more holistically.

As we move forward, we must not allow today’s threats and misconceptions to  
change our overarching strategic focus. No one can predict the future. Nevertheless,  
by continuing to adhere to our values, maintaining capable armed forces and working 
together with partners, NATO’s role in preserving the freedom and security of almost  
one billion citizens and playing a vital role in global security can only be enhanced. 

General Petr Pavel
Chairman, NATO Military Committee

The evolution of modern defence
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F or nearly 70 years, the North Atlantic Treaty Organization has stood 
the test of time. Through the freeze of the Cold War and decades of 
demanding multinational expeditionary missions on different continents, 
the alliance has proven that it stands united and acts in solidarity.

Today’s complex security environment, with threats stemming from 
both state and non-state actors, from the south and from the east, makes this 
solidarity essential. This is particularly true as the Alliance faces fast-evolving threats  
such as cyber, and the hybrid nature of modern warfare. To meet these multiple 
challenges, the Alliance must have state-of-the-art capabilities readily available.

Equipping the Alliance with the right capabilities takes commitment and 
resources. With the NATO Defence Investment Pledge, launched at the 2014 Wales 
Summit, Allies committed to halt decades of cuts to defence spending and gradually 
increase spending to reach the goal of 2% of GDP over the next decade. Twenty 
per cent of this spending will be dedicated to major equipment acquisition, as well 
as research and development. Raising defence spending will not only make more 
resources available to invest in our security, but also underline Allied solidarity  
and our willingness to do what is necessary to ensure our security – both 
individually and collectively.

A credible Allied deterrence and defence posture requires essential capabilities 
and an appropriate level of readiness. We are making good progress on several key 
capabilities, such as ballistic missile defence, joint intelligence and reconnaissance, 
and federated mission networking; capabilities that increase our readiness to defend 
allies’ population, territory and forces, or that improve our ability to command 
and control our forces through improved situational awareness. These and other 
promising developments are worthy of support and sacrifice. 

Keeping the technological edge through innovation is also key. The military  
has a long history of promoting innovation. From the development of jet engines  
to the Global Positioning Satellite network and the creation of the internet, military-
led innovation has shaped the modern world. Today, innovation often comes from 
commercial entrepreneurs, as the cost of computing has plunged, access to markets 
has increased and new manufacturing technology has blossomed. The Alliance 
should therefore adapt, and look to both traditional and non-traditional sectors in 
order to identify those innovation opportunities that will strengthen the ability of 
Allies to deliver decisive military effect. 

The Warsaw Summit is about NATO’s future direction, as the Alliance adapts  
to ensure it remains fully able to deal with a changing defence and security  
environment. We will ensure that the Alliance maintains the full range of capabilities 
necessary to deter and defend against any threat to the safety and security of our 
populations, from wherever it should arise. We will help our partners enhance their 
defence capacity. And we will pursue deeper ties with international organisations, 
including the European Union, particularly on efforts to confront hybrid warfare 
techniques. We will continue to modernise our Alliance and to ensure that NATO 
remains robust, reliable and ready to meet the challenges of the 21st century. 

Patrick Auroy
Assistant Secretary General for  
Defence Investment, NATO 

NATO: providing for a safer future
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N ATO’s Summit in Warsaw marks a turning point for the Alliance 
amidst an era of instability and upheaval across the international 
community. Marking the second anniversary of the illegal 
annexation of Crimea, Russia continues its aggressive actions 
against Ukraine while engaging in a military build-up from the 

Barents Sea to the Baltic, and from the Black Sea to the eastern Mediterranean. 
Widespread and contagious turmoil across the Middle East and North Africa 
continues to fuel the biggest migrant and refugee crisis in Europe since World 
War Two. In close relation to this, brutal attacks by ISIL and other terrorist 
groups continue on our own streets, while nations continue to cope with 
increased cyber-attacks, nuclear proliferation, and ballistic missile threats.

As the Warsaw Summit brings together NATO Allies and Partners to determine 
and implement the best response to these threats, the key challenge will be in 
matching the need for rapid deployment with the need for rapid decision-making. This 
can only be achieved by matching contingency planning among decision-makers with 
encouraging resilience among civil society. This is where NATO’s relationship with 
the Atlantic Treaty Association (ATA) yields the highest added value. 

By working alongside diplomats, militaries, academics, industries, journalists 
and young professionals since 1954, ATA engages civil society by stimulating political 
consultation, dialogue and cooperation across the Atlantic and between generations, 
the ultimate goal of which is to promote transatlantic values among our populations.

ATA has a long history of assisting governments and institutions with the 
implementation of policy, while providing expertise and oversight of the civilian-
military relationship. Only by knowing and confronting our vulnerabilities can we 
ensure our own security. This means working alongside NATO and various ministries 
to modernise our capabilities, improve civil preparedness, strengthen Allied 
defences, while ensuring we have the right mix of military and civilian capabilities 
to meet evolving security challenges. All of this rests on the assurance that citizens 
understand the added value of NATO’s role in defence and recognise the need to 
enhance our own resilience, both within our own nations and collectively. 

NATO’s Summit in Warsaw is the key forum to advance reforms and implement 
new policies that will thwart Russian aggression, degrade ISIL’s capabilities, further 
cooperative security with our Partners and strengthen Euro-Atlantic solidarity.  

As more nations seek to join the Alliance to bolster their security and defence, 
many begin this pursuit with membership of ATA, as our role includes working 
with national stakeholders and civil societies to strengthen competencies and 
commitments to national, regional and international security objectives. 

The coming year can become a success for Euro-Atlantic security, but only 
through the careful decisions made through delicate diplomacy and military 
preparedness, due to the complexity of the crises we face. As a result, ATA’s role 
is increasingly active as we continue our mission to support the strengthening 
of peace and security by promoting educational, political, economic and military 
cooperation with hands-on initiatives throughout the Euro-Atlantic and beyond. 

Jason Wiseman
Secretary General,  
Atlantic Treaty Association

ATA’s role in strengthening peace and security
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I n the two years since the last NATO Summit, the Alliance has continued its 
process of transformation within a context of growing regional instability in 
Europe and the Middle East – the so-called ‘Arc of Crisis’. The new Secretary 
General, Jens Stoltenberg, has to grapple with many of the same challenges 
that preoccupied his successor, Anders Fogh Rasmussen, who stood down in 

October 2014 after a successful tenure as the Alliance’s 12th leader. 
Russia has reasserted itself in taking control of Crimea and is covertly 

supporting rebel forces in Eastern Ukraine, while overtly assisting President Assad  
of Syria. Islamic State stubbornly holds on to captured ground in Iraq and Syria, 
and a resurgent Taliban has started preparations for a new fighting season in 
Afghanistan. The pressure on NATO remains as high as ever. It is, therefore, vital  
that NATO Member States and Alliance Partners continue to invest in their 
collective security. For Alliance members, the 2% of GDP target for military 
spending, set in 2006, should be seen as an obligation rather than an aspiration. 

Addressing the challenges thrown up within the Arc of Crisis has meant 
another year of air patrols in the Baltic. NATO also agreed a raft of support 
measures for Ukraine at the 2014 Wales Summit, including ‘Trust Funds’ to bolster 
its defence capabilities, its ability to respond to emergencies and the development 
of its governance structures. The military campaign in Afghanistan has given way 
to continued assistance for the country under Operation Resolute Support. Legacy 
activities in the Mediterranean (Operation Active Endeavour) and the Horn of Africa 
(Operation Ocean Shield) to counter terrorism and piracy, and deployments in 
Kosovo (KFOR) to encourage peace and security, serve as tangible proof that NATO 
remains capable of, and willing to, support friends and partners across the regions.

As well as reviewing the progress on the Alliance’s security agenda, this 
Warsaw Summit publication also highlights some of NATO’s major equipment 
programmes, including the AGS (Alliance Ground Surveillance), ACCS (Air Command 
and Control System), TMD (Theatre Missile Defence) and MTDS (Mission Training 
through Distributed Training). This is done within the context of the support and 
supervision of the NCIA (NATO Communication and Information Agency), NSPA 
(NATO Support and Procurement Agency) and STO (NATO’s Science and Technology 
Organisation). I am extremely grateful for the help and support of these three 
organisations during the process of producing this publication. 

Our coverage of the industrial efforts to provide the Alliance with state-of-the-
art air, ground and sea situational awareness, as well as an ability to protect the 
European Member States from a range of missile and cyber attacks, combined  
with a synthetic training capability, underlines the technological advances that 
NATO is investing in to ensure it remains strong and able to bolster peace and 
security for its members. 

Simon Michell
Co-Editor, NATO Summit 2016 –  
Strengthening Peace and Security
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MAJOR GENERAL EARL D 
MATTHEWS (USAF RET) 

INTERVIEW

S ome 76 years after its 
creation, Hewlett Packard 
fi nalised its historic 
separation into two 
companies – Hewlett 

Packard Enterprise and HP Inc.  
HP Inc focuses on the printer and 
personal computer market, while 
Hewlett Packard Enterprise’s core 
activity is accelerating companies 
in four areas: transforming to a 
hybrid infrastructure, protecting the 
digital enterprise, empowering the 
data-driven organisation and 
enabling workplace productivity. 

Hewlett Packard Enterprise has, 
according to the Vice President of 
Enterprise Security Solutions, Major 
General Earl D Matthews (US Air Force, 
Retired), a foot in just about every 
industry vertical – from automotive 
and fi nance to transportation and 
defence. The company’s relationship 
with the defence and security 
sectors goes back over 70 years, and 
today it maintains major military IT 
infrastructure contracts on both 
sides of the Atlantic. 

“We deliver two of the largest and 
most secure defence infrastructure 
programmes in the world: the US Navy 
and US Marine Corps Intranet, and the 
UK Defence Information Infrastructure 
[DII]. We also have a range of key 
technologies that are certifi ed for use 
on defence government networks,” 
explains Matthews. 

STRATEGIC PARTNERSHIPS
The company has entered into a 
range of strategic global partnerships 
with organisations such as FireEye, 
Mandiant, Symantec and Tanium. 

The net result is a range of world-class 
cybersecurity products and services 
including ArcSight, Fortify and CATA. 
ArcSight detects and manages cyber 
threats, whereas Fortify and CATA 
help customers design and develop 
secure software coding. Matthews is 
also quick to point out another cyber 
innovation, SecureData, which 
provides an encryption capability that 
allows the user to process the data 
while it is still encrypted.

SUPPORTING NATO 
The relationship between NATO and 
Hewlett Packard Enterprise is very 
strong. Recently, Hewlett Packard 
Enterprise was one of four solutions 
providers down-selected from a 
fi eld of about 50 companies to help 
deliver cyber defence situational 

awareness to NATO. “I would say 
that our relationship with NATO is 
exceptional and it continues to grow. 
We are being very innovative in 
paying attention to NATO’s mission 
and, as NATO adapts to the challenges 
of the future, we too are adapting 
to enable us to continue to deliver 
technology to help them.” 

When asked what diff erentiates 
Hewlett Packard Enterprise from other 
cybersecurity providers, Matthews 

Hewlett Packard Enterprise’s Vice President 
Enterprise Security Solutions, Enterprise Services, 
US Public Sector, discusses the company’s wealth 
of cybersecurity services and partnerships

Our researchers are probably among 
the best and most distinguished in their 

fi eld. They have received some of the most 
prestigious honours in science and engineering

responds: “We have been on the 
front lines of cyberspace for a long 
time now. We make cybersecurity 
our mission so that our clients can 
focus on their mission.” Another 
important factor is scale – Hewlett 
Packard Enterprise has about 5,000 
cybersecurity professionals worldwide. 
It operates 10 security operations 
centres around the globe, based in 
strategically placed regional locations. 

LEADING TALENT
Hewlett Packard Enterprise also has 
access to an impressive array of talent. 
“Our researchers are probably among 
the best and most distinguished in 
their fi eld,” says Matthews. 

“They have received some of the 
most prestigious honours in science 
and engineering – the Springer Prize 

for applied physics, the Feynman 
Prize for nanotechnology. A lot of 
cybersecurity companies claim to 
be able to do things, but can they do 
things at scale?

“Hewlett Packard Enterprise can 
do just about anything at scale,” says 
Matthews. “We do it for ourselves 
on our own corporate network that 
supports over 220,000 users in 187 
countries. We have the critical mass, 
knowledge and talent.” 
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NATO and its members 
must address the threats 
arising from North Korea 
and other countries that 

are  increasing their 
military capacityN
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T he central reality of an alliance of democracies 
– as opposed to an alliance of authoritarian 
dictatorships – is that it will always be facing 
the dynamics of democratic variations. Some 
governments will tilt to the right, others to the 

centre or left. Some will be awash in austerity while others 
experience and facilitate enhanced liquidity, and some may 
be more isolationist than others. Such is the nature of the 
democratic dynamics at the intellectual and philosophical 
core of NATO. In the Kremlin, this may well be seen as a 
weakness that dilutes NATO’s coherence and resolve.

But democratic variations across the Alliance simply 
underline the central political goal of NATO: to protect 
democracy, freedom, the right of dissent and the ideal of 
strength through diversity. This sets NATO apart from  
Russia and China in important ways – ways the citizens  
who live under the NATO umbrella are well advised to 
understand and promote, and never take for granted.

THE LESSONS OF HISTORY
The fall of the Berlin Wall; the United Nations action in Korea 
against totalitarian aggression; the liberation of Kuwait; the 
stabilisation of a democratic, if imperfect, Afghanistan; the 
securing of a non-violent Bosnia; the naval dilution of piracy: 
these are all events in which NATO or NATO members were 
engaged and from which lessons are clear. Clarity and unity 
in support of freedom from fear is the best way to secure  
that freedom for millions of our fellow human beings, both  
at home and abroad. Weakness, disunity and vacillation 
merely encourage forces that are deeply opposed to any 
entrenched democratic ideal.

Dialogue between NATO, NATO members and 
interlocutors such as China, Iran, Russia, the Gulf Cooperation 
Council and members of the Shanghai Cooperation Council 
should be consistent, engaged and ongoing. It must also be 
based on a genuine desire from NATO to reach a constructive 
middle ground and a readiness to deploy as necessary to 
discourage and restrain aggression and protect the millions 

who live in NATO countries. This notion is secured by the 
mutual protection contract at the centre of NATO existence.

The NATO Warsaw Summit comes at a pivotal point 
in global dynamics. Russia’s determination under present 
leadership to weaken Europe – whose beacon of economic 
and political freedom, however imperfect, is problematic for 
the Kremlin leadership – is undiminished. Fiscal and political 
disputes within Europe, while not helpful, are still wildly 
more constructive than the economic challenges within 
Russia itself for average citizens, pensioners and workers. 
China’s aggressive littoral naval posture, which stands very 
much against the principle of liberty of navigation, combines 
with aggression by Russia in Crimea to underline the risks 
that a world without NATO would face. 

The Warsaw Summit: a chance 
to reinvigorate the Alliance
As NATO members gather in Poland, the Alliance has an 
opportunity to reaffirm and renew common financial, 
technological and security commitments, says Hugh Segal

Secretary General of the Gulf Cooperation Council Abdul Latif Bin 
Rashid Al Zayani and NATO Secretary General Jens Stoltenberg met 
earlier this year for constructive discussions on deepening ties
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Sergey Lavrov, Russian Minister of Foreign Affairs, met with NATO Secretary General Jens Stoltenberg in 2015 to discuss, among  
other things, the situation in Eastern Ukraine. Maintaining a consistent and open dialogue is crucial to foster peace and security

In light of these modern challenges, 
air and sea-based deterrent capacity 
worldwide is now more important 
than ever before. Surveillance support 
for Turkey, bolstered cybersecurity 
and deployment around the Alliance, 
enhanced deployments to Eastern Europe and enhanced 
training for allies and partners are all vital instruments 
for global peace, freedom and security. And while some 
politicians in all NATO member states will rail against 
military and defence investment, there has never before been 
an assessment on the real cost of not investing. The price to 
pay is hefty, and includes the inability to deploy and creating 
space that the enemies of freedom can move into and occupy.

DEFENCE SPENDING
At the NATO Wales Summit in 2014, members of the Alliance 
agreed to commit a base level of 2% of GDP to defence 
spending. This must be enforced with a clear focus on what 
the costs would be to the free world if member states were 
unable to deploy when necessary. It is crucial that Canada 

and others that have fallen behind in this commitment make 
concrete plans for regaining the 2% defence threshold over a 
proximate and reasonable time frame.

Russia, China and North Korea continue to re-arm and 
increase their military capacity. That acceleration in military 
power, combined with isolationist and meagre defence 
budgets elsewhere, are serious issues that NATO and its 
members must confront. Addressing these challenges during 
the Warsaw Summit will add up to important steps taken 
towards reinvigorating the Alliance. 

The Honourable Hugh Segal is chair of the NATO Association 
(Atlantic Council) of Canada and a former chair of the Foreign 
Affairs Committee of the Senate of Canada

In light of modern challenges, air and  
sea-based deterrent capacity worldwide  

is now more important than ever before
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TONY COLE
INTERVIEW

“C yber breaches are 
inevitable. It is how 
an organisation 
deals with a breach 
that can prevent 

it from causing signifi cant damage 
and recurring,” says Tony Cole, Vice 
President and Global Government 
Chief Technology Offi  cer at FireEye. 

“At FireEye we have discovered 
that misplaced trust in legacy IT 
security infrastructure is putting 
organisations at enormous risk.” 
He backs this up by pointing to the 
numerous intelligence reports released 
by the company that reveal how foreign 
governments have relied on (and 
continue to rely on) this “misplaced 
trust” to enable them to attack 
corporations, other governments, 
alliances and agencies, including 
NATO and the OSCE (Organization for 
Security and Cooperation in Europe).

MARKET DISRUPTOR
FireEye prides itself in being a market 
disruptor. It is one of the reasons it 
acquired Mandiant back in 2013, after it 
became famous for its report revealing 
attacks against Western companies and 
organisations were being perpetrated 
by the Chinese People’s Liberation 
Army Unit 61398 in Shanghai. 

“Mandiant kind of changed the 
industry overnight,” explains Cole. 
“They had also been undertaking 
incident response for companies 
around the globe that had suff ered 
major breaches. And, without doubt, 
the people who know best about 
what’s happening in cybersecurity 
are those who go out and clean up 
the mess after a breach. That adds 
an enormous amount of contextual 
threat intelligence.” 

A more recent acquisition has 
added to their knowledgebase. “We 
have revamped the company with 
the purchase of iSight Partners. 
They give us a deeper focus on being 
an intelligence-led cybersecurity 
company,” says Cole. “FireEye is now 
the fi rst company able to supply 
nation-state-grade intelligence to 
customers – be that government, 
military or large enterprises.” 

What marks FireEye out 
particularly is the company’s focus on 
gathering intelligence at the attacker’s 
life-cycle. “We look at the threat 
environment from a pre-, during and 
post-attack perspective,” expains Cole. 

“We have 350 researchers out 
there around the globe gathering 
intelligence about attacks before they 
take place. They infi ltrate themselves 
as part of the attack-planning phase 
to fi nd out what is being developed. 
They help us document this information 
so we can brief our customers and 
protect them before they are attacked.” 
All this invaluable information is 
continually loaded into the multi-vector 
virtual execution engine, the MVX, 
which is used to thwart attacks.

Another signifi cant characteristic 
of FireEye is the way it looks at 
the threat environment from the 
perspective of the adversary, as well 
as that of the victim, in an eff ort to 
ease the burden on in-house cyber 
security departments. “This dual-
aspect helps us to employ techniques 
like security orchestration to minimise 
the deluge of alerts that a security 
operations centre experiences on a 
daily basis,” says Cole.

NATO PARTNERSHIP
According to Cole, FireEye fully 
understands and supports what 
NATO provides to the transatlantic 
community. It has, therefore, been 
an active participant in the NATO 
Industry Cyber Partnership.

“We make recommendations 
to NATO and many of its member 
nations on cyber acquisition policy, 
and assist with developing a cyber 
strategy,” he concludes. “We also 
make recommendations to help NATO 
combat cyber attacks that are taking 
place against many of the NATO 
Member States and their partners 
around the globe.” 

FireEye’s Vice President and Global Government 
CTO explains the company’s intelligence-led 
approach to cybersecurity and its participation 
in the NATO Industry Cyber Partnership
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T he North Atlantic Treaty of April 1949 induced 
the transatlantic bond. The preamble of this 
treaty states as its purpose to safeguard the 
freedom, common heritage, and the civilizations 
of their peoples with political and, if necessary, 

military means. The political means are democratic 
principles, individual liberty and rule of law. Military 
means include crisis management and collective defence. 

The North Atlantic link has provided peace and security 
for its North American and European members for more 
than 65 years. It has confi rmed the superiority of democratic 
legitimated governments guaranteeing individual liberty and 
the rule of law over ideologically guided governments that 
commonly oppress unwanted ideas. The Western values are 
the glue of our societies and the source 
of the Western world’s economic 
and political strength. The principle 
of political and economic competition, 
human rights and the rule of law 
are indispensable prerequisites for 
economic success, which in turn is the 
basis for a state’s political strength and 
attractiveness for its citizens. No wonder several 
former Soviet Union member states were eager to join 
NATO and the European Union (EU). 

NATO’S CENTRAL ROLE
Quite a few observers and pundits predicted NATO’s decline 
after the collapse of the Soviet Union, yet it did not happen. 
It took some time for former Eastern Bloc countries to shift 
from autocratic to democratic systems, and they subsequently 
turned to the West by either joining or cooperating with 
NATO and/or the EU. The political ramifi cations of the 
enlargement of the Western sphere turned into severe 
security challenges, as shown by the Ukraine confl ict and 
the European refugee situation. Today, NATO is of equal 
importance for Western countries as during the Cold War, 

although the security challenges and the Alliance’s approach 
diff er vastly from the Cold War scenario. 

Nowadays, in a far more complex world than during the 
Cold War, NATO has to cope with challenges and problems 
caused by destabilising forces and diff erent methods of force 
employment such as hybrid warfare, cyber war, non-state 
actors and terrorists. The destabilisation of the Mediterranean 
area, along with the ensuing refugee crisis, and the ongoing 
Ukraine confl ict after the annexation of Crimea, require 
credible reactions by the Alliance and forward-thinking. 
The security of NATO members in Eastern Europe must be 
reassured by NATO’s policy and operational capabilities.

The 2014 Wales Summit declaration lists 113 items 
concerning the prevailing policy to address strategic and 

operational issues. The 2016 Warsaw Summit needs to 
decide how to respond to new developments and will 
certainly address the challenges from the east, the 
hybrid warfare issue and challenges from the south.

Even the educated public works hard to follow the 
developments of our security environment. It is imperative 
that we deal with the illegal annexation of Crimea and we 
must consider the confl ict in Eastern Ukraine as far from 
being settled. However, information published in the media 
does not suffi  ce in order to understand all aspects of the 
problem and potential responses. Hybrid warfare is a 
newly conceived means in military confl icts and deploys 
a mix of diff erent military and non-military elements. This 
new type of modern warfare requires eff ort from the general 
public to be fully understood.

The transatlantic bond
Linkages in the North Atlantic region have long provided peace 
and security, and as the face of modern warfare changes the 
Atlantic Treaty Association is acting in the interest of peace, 
cooperation and solidarity, as Christian Schmidt explains
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The principle of political and economic 
competition, human rights and the rule 

of law are prerequisites for economic success
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NATO must employ 
forward-thinking 
in reacting to the 

destablisation of the 
Mediterranean area and 

the ensuing refugee crisis
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This is where the Atlantic Treaty Association (ATA) 
comes in. The association is chartered “to educate and 
inform the public, and in particular the younger generations 
concerning the missions and responsibilities of the North 
Atlantic Treaty Organisation”. This includes research 
activities and dialogue with former Soviet Union members 
and countries bordering the Mediterranean and in the Middle 
East that are interested in cooperation with the Alliance, as 
well as the promotion of solidarity among NATO and NATO 
Partnership for Peace member countries. 

TO EDUCATE AND INFORM
ATA is a non-governmental organisation headquartered 
in Brussels, Belgium. ATA members are national non-
governmental organisations in NATO member and partner 
states, limited to one organisation per state. Associate 
members are national organisations from partner countries, 
while ATA can grant the status of Observer Member for  
non-NATO and partner countries.

ATA Headquarters liaises with various divisions of  
NATO and acts as an interface between the Alliance and 

national ATA organisations. ATA supports its members, 
associate and observer organisations by providing  
political, financial and operational support to national 
associations seeking to engage their respective leaders and 
communities. In addition, ATA headquarters is tasked to 
support the Youth Atlantic Treaty Association, making ATA  
an active international communication platform across 
nations and generations. 

The national associations, such as the Deutsche 
Atlantische Gesellschaft, communicate directly with their 
officials, militaries and publics in various formats designed to 
further national and international security objectives.

As an active ATA member, Germany and its fellow 
members continue to support the communication between the 
Alliance and their respective publics and policymakers. This 
serves to re-emphasise the importance of the transatlantic 
partnership in a rapidly changing world, with the ultimate 
aim of strengthening the transatlantic bond. 

Christian Schmidt is President of the German Atlantic 
Association, and Federal Minister of Food and Agriculture. 
From December 2013 to February 2014, he was Parliamentary 
State Secretary to the Federal Minister for Economic 
Cooperation and Development. In the eight years prior to that, 
Schmidt held the same office at the Federal Ministry of Defence

ATA President Fabrizio Luciolli (centre) welcomes Deputy  
Assistant Secretary General of NATO Public Diplomacy Division  
Ted Whiteside (right) and former President of the Islamic Republic  
of Mauritania HE Mohammed Ould Vall (left)
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I n an era when growing unconventional and asymmetric 
threats in the globalised and hyperconnected world 
tend to defy the prosperity and stability of states, the 
NATO Alliance is torn between two fronts. It is also torn 
between the demands and expectations of its member 

states in prioritising where to place its focus. 
The current waves of insecurity, reflected in Russia’s 

expansionist politics in the East and the rise of Islamic  
State (IS) in Syria and Iraq – which has resulted in large 
migrant flows along NATO’s southern borders – have had  
destabilising effects that are felt in both the eastern and 

southern flanks of the Alliance. This has generated an  
‘Arc of Crisis’ stretching from the Middle East and the 
Caucasus to NATO’s eastern borders. Given the indivisibility 
of the security threats and their propensity to cause  
spillover and cascade effects, they have unequivocally 
challenged the Alliance’s efforts to deal effectively with  
the current threats to security.

NATO’s evolution within 
the ‘Arc of Crisis’
The destabilising effects of shifting politics and threats  
from terrorism are being felt across the Alliance, and  
NATO is being challenged to respond effectively to  
this new security environment, say Ismet Ramadani,  
Ilija Djugumanov and Marija Jankuloska

Members of the Russian armed forces stand guard in Ukraine. 
Russia’s expansionist politics in the East have had destabilising 
effects that are contributing to the current ‘Arc of Crisis’
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The way in which NATO member countries perceive the 
threats greatly affects the capacities, resources and efforts 
that will be invested in responding to them. Differences 
between NATO member states when it comes to threat 
perception are evident. On one hand, the countries of NATO’s 
eastern flank, such as Poland and the Baltic Countries, are 
mostly concerned with the threats that derive from Russia. 
The Kremlin’s recent revanchist policies and annexation of 
Crimea have intensified these anxieties. 

On the other hand, the countries from NATO’s southern 
flank (among which are Italy, Spain, Portugal, Greece and 
Turkey) perceive threats stemming from the Middle East and 
North Africa (MENA) region – especially those transpiring 
from the expansion of IS, migrant influx and the spread of 
violent extremism – as the most imminent threats to their 
security. In such circumstances, NATO is found at odds with 
the demands and expectations of its member states, and there 
is a necessity to address comprehensively the dual challenges 
that it is currently facing.

A COMPREHENSIVE APPROACH
However, bearing in mind that security is indivisible and 
interdependent, the effective and successful response  
should not address these challenges partially, but rather 
as a whole. As the United States Air Force’s General Philip 
Breedlove expressed during his speech at Belgium’s Royal 
Military Academy on the importance of avoiding competition 
between the allies, “Success in each region depends on 
success in the other”.

It could be argued that any success in achieving greater 
security hinges upon reducing vulnerabilities throughout the 
Alliance. Speaking on this issue, NATO Secretary General Jens 
Stoltenberg asserted that “NATO does not have the luxury 
of choosing between either responding to the challenges 
stemming from the south or the challenges stemming from 
the east, we have to do both at the same time”.

     But any proactive engagement in a certain region 
requires a combination of political, civilian and military 
instruments, which involves the use of both financial and 
physical resources. In a period of economic crisis and fiscal 
challenges, when the effectiveness of addressing several 
security challenges simultaneously is seriously questioned, 
due attention should be paid to how resources are allocated 
and what alternatives can be applied in order to balance the 
real necessities and the resources available. 

PRESERVING UNITY
To that end, certain points should be taken into consideration 
in order to settle these issues of concern. Firstly, the reliance 
on a unified and comprehensive approach should be  
regarded as imperative in relation to any potential reaction 
to these challenges. Given that security cannot be achieved 
alone, the cohesiveness and unity within the Alliance should 
be preserved. Coordination efforts among the allies should  
be encouraged in order to achieve coherence and efficiency  
in their actions.

Secondly, the utility of defence spending should not be 
underestimated. The imbalance in capabilities that exist 
between member states can largely hamper the efforts in 
attaining comprehensive and effective security. The Smart 
Defence Initiative that was introduced in 2011 was a leap 

The expansion of Islamic 
State and violent conflict 
is behind large-scale 
migration in the Middle East 
and North Africa region
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forward in achieving greater security with less money. 
Despite that, the Wales Summit Declaration saw states  
pledge to spend 2% of their gross domestic product on  
defence and 20% of defence budgets on major equipment  
by 2020. At the moment, only a few member states meet  
the 2% requirement, among which are the United States, 
United Kingdom, Estonia, Greece and Poland. 

In this regard, measures should be undertaken in order 
to ensure that the decisions and agreements made during 
the Wales Summit are effectively implemented. At the same 
time, given that the mismatched capabilities among the allies 
can be a major drawback, a set of mechanisms needs to be 
implemented that will manage imbalances among allies and 
make member states capable and self-sufficient in responding  
and countering the threats to their security.

Finally, introducing new forms of cooperation is 
important in the sense of increasing the preparedness and 
responsiveness of NATO members. The Readiness Action 
Plan that was introduced at NATO’s Wales Summit is an 
advancement in this area. It uses two types of measures 
directed at addressing the threats arising from the east and 
south. They consist of short-term assurance measures and 
adaptation measures aimed at achieving long-term objectives. 

The short-term assurance measures are envisioned as 
important tools directed at hindering Russia’s assertiveness, 
while the long-term adaptation measures appear to be more 
salient in mutually addressing diverse threats and in terms of 
ensuring the sustainability of NATO’s goals. The training and 
exercises, along with the other cooperation mechanisms, are 
set to ensure long-term interoperability as a prerequisite of 
attaining long-term security. 

COOPERATIVE SECURITY
Another aspect that should be taken into account is the 
cooperative security initiated in the 2010 Strategic Concept. 
The partnership strategy has fitted perfectly into the new 
security reality, where the mechanisms for cooperation in 
implementation and confidence-building beyond NATO’s 
borders can be construed as key factors for stability. In this 
vein, the partnership policy can be seen as advantageous in 
strengthening dialogue, capacity-building and cooperation at 
times when resources are scarce and insufficient – if taken 
alone – to address the variety of threats and challenges that 
the world currently faces. 

Over the years, NATO has succeeded in evolving and 
adapting to the new security reality. Instead of solely 
preserving its military-based objectives, the Alliance has 
adopted a flexibility that continues to be developed to 
reduce expenditure and focus on cooperation, dialogue and 
diplomatic strategies. Proceeding in this direction is crucial 
in order to respond effectively to the new security dynamics 
that have been generated by the current Arc of Crisis. 

Ismet Ramadani is President of the Euro-Atlantic Council 
of Macedonia (ATA Macedonia) and a former member of 
parliament; Ilija Djugumanov is President of ATA Macedonia, 
President of YATA Macedonia and former Vice-President 
of YATA International; Marija Jankuloska holds an MA in 
International Law and International Relations, and is a 
Researcher and Member of YATA MacedoniaCE
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Cybersecurity in the modern world
Secure collaboration, information exchange and operations are crucial for any organisation. In the case of the 
North Atlantic Treaty Organization (NATO), lives depend on it to safeguard the freedom and security of the 
28-country alliance.

Today’s members face an uncertain landscape in which they must ward off cyberattacks from all angles while 
navigating budgetary pressures. Despite these challenges, NATO cannot waver in its focus on safeguarding 
members through political and military measures. 

Defence organisations must make sure of the confidentiality, availability and integrity of today’s sensitive 
information and mission-critical data. Fiscal constraints place stress on their fighting forces and resources.  
They require military technology that delivers greater security, efficiency and defence capability. 

To meet these challenges, Cisco puts innovative technologies to work to harness the Internet of Everything  
(IoE) and strengthen cybersecurity. Through more effective cybersecurity and the ability to consolidate and 
modernise disparate networks, Cisco delivers better performance and operational effectiveness with security 
that is simple to deploy and operate. This ultimately enhances the protection of national and collective  
defence and security interests.

Cybersecurity
Nation-state-backed attackers demonstrate a level of sophistication and professionalism that challenges an 
organisation’s or country’s ability to cope. Cisco knows this and delivers Integrated Threat Defence that detects 
more threats and responds to them more quickly.

What makes Cisco unique is our unparalleled presence in the network, in the cloud and on end devices, laying 
the cornerstone for having visibility everywhere.

We take advantage of this and translate visibility into intelligence to stop more threats than anyone: 19.7 billion 
threats daily, some 2.5 blocked threats a day for every person on earth.

Cisco uniquely gives organisations greater security capability for the ultimate cybersecurity visibility, 
effectiveness and responsiveness.
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Internet of Everything
The IoE connects previously unconnected devices, people, processes and data. By enabling defence 
organisations to automate the interconnection of devices across multiple systems, the IoE helps reduce  
costs and increase operational and support efficiency.

How does IoE benefit defence?

● Connected intelligence, surveillance and reconnaissance underscore strong intelligence  
production effectiveness through shared situational awareness, rapid indications and warnings  
and real-time intelligence support.

● Connected operations strengthen operational availability and mission effectiveness with  
connected battlespaces, soldiers and maritime operations, along with better communications,  
simulations and trainings.

● Connected logistics reduce operational downtime and cost efficiencies through simplified asset and 
energy management, leaner logistics and access control.

● Connected bases and ships spark cost and operational efficiencies and enhanced security through 
automated physical security, efficient energy and parking management in bases, smart buildings and 
secure wireless access.

With Cisco, innovative technologies are harnessed to improve national and collective defence and security 
interests. NATO and its member states are afforded the most effective cybersecurity for secure information 
exchange and operations and the ability to simplify and modernise technology with the IoE. The ultimate results 
are superior performance and operational effectiveness to achieve global missions.  

Cisco_KA-v2.indd   3 24/06/2016   13:51



48

THE ALLIANCE PERSPECTIVE

NATO SUMMIT 2016 STRENGTHENING PEACE AND SECURITY

B eyond Article 5 of the Washington Treaty is an  
equally important political commitment: NATO’s 
Open Door Policy, enshrined in Article 10. NATO 
Foreign Ministers discussing the Policy last 
December stated that NATO’s door is “open to all  

European democracies which share the values of our alliance,  
which are willing and able to assume the responsibilities 
and obligations of membership, which are in a position to 
further the principles of the Treaty and whose inclusion 
can contribute to the security of the North Atlantic area.” 

Decisions on enlargement are for NATO itself to decide. 
However, this year will bring in the Alliance’s 29th member: 
Montenegro. Foreign Ministers continue to congratulate the 
country on this historic achievement and affirm that its NATO 
membership will strengthen security in the region and for the 
Alliance as a whole. Montenegro will become the 29th member 
at this year’s Warsaw Summit.

Former US Ambassador to NATO Robert E Hunter asked 
the question, “Should the Republic of Montenegro be invited 
to join the North Atlantic Treaty Organization?” and answered 
himself by stating: “The simple answer is ‘why not?’”.

Montenegro has undertaken a wide-ranging programme of  
structural and institutional reforms. The instruments available  
within the Partnership for Peace programme greatly assisted 
in this process. Initially, the country chose to strengthen the  
reform focus of cooperation by developing an Individual 
Partnership Action Plan (IPAP) with NATO in 2008. It moved  
through a successful IPAP cycle from 2008-10, before shifting 
in the autumn of 2010 to an Annual National Programme 
within the Membership Action Plan (MAP) framework. 

Montenegro’s membership to NATO will be a clear 
message to Russia that it cannot veto the Alliance’s expansion 
– but Russia has said it will retaliate. A spokesman for Russian 
President Vladimir Putin said that Montenegro’s accession 
would result in “retaliatory actions”.

The more Balkan countries we see in NATO, the more 
agitated Russia will become, regionally and internationally. 
Russia can exploit political links, intelligence penetration, 
financial means and, most crucially, its energy relationships. 
Moscow has heavy influence in Serbia’s energy sector and has 

its sights on neighbouring Croatia’s state energy company, 
which could give it command over the flow of natural 
gas from the Adriatic Sea into Central Europe. Moreover, 
Montenegrin officials expect tourism from Russia to plunge 
in direct retaliation to its staunch pro-Western stance. 
Regardless, NATO membership of Montenegro is inevitable. 

After Montenegro, the question is when will other key 
aspirant countries become members of NATO?

At the Bucharest Summit in 2008, NATO leaders launched  
the MAP for Montenegro, Bosnia and Herzegovina and the  
Former Yugoslav Republic of Macedonia. They also agreed that  
Georgia will eventually become a member of NATO, provided 
it meets all the necessary requirements for membership. 

The MAP is a NATO programme of advice, assistance and 
practical support tailored to the individual needs of countries 
wishing to join the Alliance. Participation in the MAP does not 
prejudge any decision by the Alliance on future membership.

Macedonia has thus realised 16 MAP cycles, currently 
completing its 17th. The country’s Defence Minister, Zoran 
Jolevski, underlined that “the 2008 Bucharest Summit 
reaffirmed that Macedonia meets NATO membership criteria, 
but we failed to get an invitation due to well-known reasons. 
I hope our southern neighbour will respect the ruling and 
recommendation by the International Court of Justice at the 
Warsaw Summit. Since 2008, Macedonia has significantly 
increased its contribution to international peacekeeping 
missions and regional cooperation, along with intensified 
defence reforms.” The question of Macedonia’s membership 
remains interlinked with its ongoing dispute with Greece. 

IN MONTENEGRO’S FOOTSTEPS
Since late 2014, NATO has taken the initiative to boost its 
support to key partners by implementing the Substantial 
NATO-Georgia Package. The measures in the package aim to 
strengthen Georgia’s defence and interoperability capabilities 
with the Alliance, which will help Georgia advance in its 
preparations for membership. 

Given that a MAP was never on the table, the Wales 
Summit agreed on an enhanced security package to increase 
capacity-building and promote interoperability. This 

NATO’s Open Door Policy
This year, Montenegro will join NATO’s ranks, demonstrating 
the openness of the Alliance to democracies that share and 
uphold its values, write Vasil Sikharulidze and Rati Bakhtadze



49

THE ALLIANCE PERSPECTIVE

NATO SUMMIT 2016STRENGTHENING PEACE AND SECURITY

gives Georgia access to operational planning, streamlined 
participation in exercises and regular political consultations 
for NATO’s closest and most interoperable partners. NATO 
also agreed to expand its liaison office in Tbilisi.

On 27 August 2015, the NATO-Georgia Joint Training and  
Evaluation Centre was inaugurated by Georgian leaders 
and NATO Secretary General Jens Stoltenberg at its new 
headquarters in Krtsanisi. It is now part of Georgia’s Training 
and Military Education Command. 

Furthermore, in 2015 Georgia became the fourth non-
member state to join NATO’s Response Force. The force is 
made up of highly trained and technologically advanced 
multinational troops, tasked to defend any ally and deploy 
anywhere in the world to combat threats. In his speech, ex- 
Prime Minister Irakli Garibashvili stated at the Peacekeeping 
Summit: “We will be the fourth non-member country in the 
NFR, which indicates the high level of cooperation between 
the Georgian Armed Forces and the Alliance. Today, the NFR 
reserve includes 130 Georgian soldiers.”

Georgia is becoming increasingly integrated with NATO 
with each passing year. The country is participating in NATO 
missions and training, and its capabilities are no less than any 
other member country of NATO. Georgian Minister of Foreign 
Affairs Mikheil Janelidze said at an Atlantic Council event 
on NATO enlargement: “Out of Warsaw, we are expecting a 
very clear signal of the integration process of Georgia and 
membership integration process, and also clear signals about 
the practical ways [in which] to strengthen... our cooperation 
and partnership with the Alliance.”

NATO Secretary General Jens Stoltenberg, during a 
meeting with Georgian President Giorgi Margvelashvili, 
stated: “At the Warsaw Summit next month, we will further 
strengthen our package of support for Georgia.” 

RUSSIAN OPPOSITION
The prospects for further NATO enlargement, especially to 
the East, have been repeatedly opposed by the Kremlin. In 
May, Russian Envoy to NATO Alexander Grushko warned that 
Georgia’s bid to join NATO carries colossal risks and would be 
a blow to European security.

Equally important is that NATO expansion is of particular 
interest to many Members of US Congress, who argue that 
continued enlargement would send an important signal to 
aspiring members that NATO’s Open Door Policy will not be  
scaled back in the face of Russian opposition. They add that  
Russia would be less willing and less able to take the aggressive  
actions it has in Ukraine, Georgia and elsewhere in its near-
abroad if these countries were members of the Alliance.

While there is no membership checklist for interested 
nations, NATO has made clear that candidates for membership 
must meet the following criteria:

 ~ Uphold democracy, including tolerance for diversity;
 ~ Be progressing towards a market economy;
 ~ Have their military forces under firm civilian control;
 ~ Be good neighbours and respect the sovereignty of other 

nations; and
 ~ Work towards interoperability with NATO forces.

Again, while these criteria are essential, they do 
not constitute a checklist leading automatically to NATO 
membership.

With the NATO Summit in Warsaw coming at a landmark 
moment for the allies – demonstrating yet again that security 
of the Euro-Atlantic region is stronger when matched with 
political unity – the Open Door Policy and its realisation of 
membership for Montenegro will be a key political outcome 
for the Alliance. 

Vasil Sikharulidze is currently Chairman of the Atlantic 
Council of Georgia. In 2006-08, he was the Extraordinary 
and Plenipotentiary Ambassador of Georgia to the United 
States, Canada and Mexico. In 2008-09, he served as Georgia’s 
Minister of Defence. Rati Bakhtadze is Executive Director 
of the Youth Atlantic Treaty Association of Georgia, serving 
leadership roles in YATA activities for the past three years

Milo Dukanovic, Prime Minister of Montenegro, shakes hands  
with NATO Secretary General Jens Stoltenberg. Montenegro will 
become the Alliance’s 29th member at this year’s Warsaw Summit
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N ATO today operates within a system that 
is built on cooperative security, as was 
introduced by the Lisbon Strategic Concept 
in 2010. The Alliance established a network 
of security partnerships that enable it to 

fulfil its tasks effectively. In April 2011, it took the notion 
of cooperative security further by adopting a partnership 
policy document entitled Active Engagement in Cooperative 
Security: A More Efficient and Flexible Partnership Policy. 
But this was not the first example of partnerships within 
NATO. In fact, the establishment of Alliance partnerships 
dates back to a time when NATO itself was at a crossroads.

After the collapse of the Soviet Union and the end of the 
East-West conflict in 1989, NATO had to readjust its strategic 
orientation, and debates began on how to best deal with the 
new security political environment. In 1990, at the NATO 
Summit in London, the leaders of the Alliance decided that 
it would ‘stretch out the hand of friendship’ to its former 
enemies in Central and Eastern Europe and the Soviet Union. 
This paved the ground for the establishment of the North 
Atlantic Cooperation Council (NACC) in December 1991, a 
forum that would bring together NATO and its new partners 
to discuss issues of common concern. 

Similarly, a new Strategic Concept was adopted that 
opened up the Alliance’s then narrow approach to security. 
Dialogue and cooperation were considered essential parts  
of the approach required to manage the diversity of those 
challenges faced by NATO. 

CONFLICT AVOIDANCE
With the end of the Cold War, the new main tasks and 
challenges were to reduce the risk of conflict arising out 
of misunderstanding and to better manage crises affecting 
the security of the allies; to increase mutual understanding 
and confidence among all European states; and to expand 
the opportunities for genuine partnership in dealing with 
common security problems. In the immediate post-Cold War 
period, NACC consultations focused on residual Cold War 

security concerns, such as the withdrawal of Russian  
troops from the Baltic States. Political cooperation was 
also launched on a number of security and defence issues. 
It focused on multilateral political dialogue, but lacked the 
possibility for each partner to define and develop individual 
cooperative relations with NATO.

Despite the kind of strategic partnerships between NATO 
and the European Union, as well as with Russia and Ukraine, 
multilateral partnerships proved to be of high importance for 
adapting NATO to 21st-century needs.

Over the course of time, the Euro-Atlantic Partnership 
Council (EAPC), the Mediterranean Dialogue (MD) and the 
Istanbul Cooperation Initiative (ICI) have played an important 
role in strengthening the Alliance. Important anniversaries 
were marked in 2014: 15 years for the EAPC, and 10 years  
each for the MD and the ICI. 

The EAPC was formed as the political frame for the 
Partnership for Peace Programme (PfP), aimed at establishing 
partnerships with Central and (South) Eastern European 
Countries, through the Caucasus and into Central Asia. Aside 
from being a forum for political consultation, the PfP has 
mainly contributed in preparing some of these countries on 
their road to NATO membership, improving interoperability 
and common deployment in NATO-led operations, but also 
contributing to non-military projects such as training, 
education or demining. The majority of its members saw  
the PfP as a first step towards membership in NATO. 
However, due to an enlargement fatigue within NATO,  
the attractiveness and thus also partly the raison d’etre  
of the PfP is in question.

The Mediterranean Dialogue (MD), which comprises 
Israel and six important North African countries, has also 
experienced complications. As the MD is a framework that 
brings together countries directly affected by the turmoil 
in the Middle East and North Africa (MENA) region as a 
consequence of the Arab Spring, a genuine approach is hard 
to find due to the variety in national interests in the region. 
Based on good bilateral relations, bilateral agreements have 

Support  
to partners
Cooperative security is at the core of NATO operations, and this 
concept has been preserved in partnerships and agreements 
throughout the Alliance’s history, says Dr Arnold Kammel
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been negotiated to establish a platform of political exchange, 
modernise the defence establishment and address pressing 
security challenges, such as clearing minefields. NATO is 
also helping these countries to modernise their defence 
establishments by making them more affordable, more 
accountable and better able to work with one another –  
efforts that are all the more relevant during a time of 
democratic transition in many countries. NATO works  
with its MD partners to address some of their biggest  
security challenges, including, for 
example, border security in Tunisia. 
From an operational side, all partners 
contribute in one way or another to 
NATO-led operations and missions. 
Contrary to the PfP, membership of 
the Alliance is not a feasible overall 
vision for the MENA partnerships, both 
because of the geographical location of partners and  
because NATO and its members are not willing to provide 
Article Five security guarantees to states in the region.  

COMMON PROGRESS
Looking at the ICI, progress has been made and the situation 
continues to improve. On a bilateral basis, cooperation 
between NATO and ICI countries is good. Focus is on 
supporting reform and mutual understanding, as countries 
have agreed on specific NATO facilities leading to common 
training and education on areas of shared interest. These 
areas include language training, cultural awareness and 
security consultation. This will have a positive impact in the 
future, bringing deepened bilateral security cooperation with 
more advanced agreements. 

NATO has more partners than members, and those 
partners are providing significant political support to the 
Alliance, as well as contributing substantial military  
forces to NATO-led operations. The goal is to reach mutual 
benefit for both the Alliance and the partner countries.  
The need for, and the importance of, partnerships will 
increase in the future, especially when it comes to meeting 
emerging security challenges, but also with regard to 

addressing historic challenges that require broad  
cooperation. It is necessary to provide broader strategic 
direction and harmonisation when making the most of  
NATO’s broad partnership portfolio. Having such a vast 
number of partners requires constant re-examination  
and restructuring of this portfolio, and the use of new  
approaches to bring the most benefits.

One important step in this direction was the elaboration 
of Host Nation Support Agreements with partners, such as 

Sweden and Finland, which aim to sustain NATO-led forces 
in, or supported from, host nations during operations. This 
brings a new dimension to the partnerships and allows 
for a more tailored approach on a bilateral basis. However, 
the Alliance should not overstretch itself with bilateral 
approaches, and must keep a keen eye on coherence  
within these partnerships.

Undoubtedly, the more than 20 years of partnerships 
have proved their added value, yet there is room for 
improvement on both sides. The Alliance and its partner 
countries must continue moving towards the vision of a 
Europe that is whole, free and at peace. To achieve this,  
NATO and partners must put words into action. 

Dr Arnold Kammel is Vice President of the Atlantic Treaty 
Association and Secretary General of the Euro-Atlantic 
Association of Austria, as well as Secretary General of the 
Austrian Institute for European and Security Policy. Dr 
Kammel holds a Doctor of Law degree from the University of 
Graz, as well as a Master’s degree in Political Science from 
the University of Vienna. He also obtained a Master of Arts in 
Business from the University of Applied Sciences in Eisenstadt 
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NATO has more partners than members, 
and those partners are providing 

significant political support to the Alliance

The Euro-Atlantic Partnership Council was formed as the political frame for the Partnership for Peace Programme, which seeks  
to establish partnerships that bring benefits to all. Many of its members viewed the PfP as a first step towards NATO membership
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R ussia’s illegal annexation of Crimea and 
continued aggression against Ukraine has 
fundamentally challenged the notion of a Europe  
that is whole, free and at peace. As a consequence,  
NATO has, during the past two years, undergone 

the fastest transformation in its 67-year history. 
This process was, in part, initiated by the adoption of the 

Readiness Action Plan by the heads of state and government 
at the NATO Wales Summit in 2014. When the allies meet 
again at the Warsaw Summit in July 2016, the focus will be on 
continued adaptation toward credible deterrence and defence. 
Yet all measures taken aim to be defensive, proportionate and 
in line with NATO’s international obligations.

As the Alliance has redirected political attention and 
focus to its core mission of collective defence, the difference 
in status between membership and partnership has become 

more obvious. In the end, Article 5 and the NATO Defence 
Planning Process that underpins it are, of course, only 
accessible to the signatories of the Washington Treaty. 

This has also become all the more apparent as a 
consequence of Russia’s aggression against Ukraine and 
Georgia – two Partnership for Peace countries that have  
both had their territorial integrity violated. In both  
instances, NATO declared strong political support for  
Georgia and Ukraine, in line with internal law and  
established norms on international behaviour. Yet, at the 
same time, the Alliance made it very clear that it is only 
committed to defend its members. 

Growing partnerships
Effective partnerships are a useful tool in achieving global 
peace and stability, and focus in this area has been behind a 
marked transformation within NATO, says Dr Pål Jonson

Swedish Defence Minister Peter Hultqvist shakes hands with  
NATO Secretary General Jens Stoltenberg. In late 2014, Sweden 
signed a Host Nation Support agreement with NATO
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However, securing the allies' homeland is not just about 
defending NATO’s external borders. It is also about projecting 
stability beyond those borders. If NATO’s neighbours are 
more stable, the allies are more secure. Thus, even as NATO 
has refocused on collective defence, it has also developed 
stronger partnerships with countries that may not be willing 
or able to become members for the time being. The reason for 
this is simple: the nature of the new security environment 
means that effective two-way partnerships are essential 
components to a safe and stable security order in Europe. 

for partnerships. In fact, partner countries have 
approximately 1,400 different activities in which they 
can engage with the Alliance. These range from political 
dialogue to participation in NATO-led missions, but also 
include defence capacity-building, exercises to improve 
interoperability, and assistance on civil-emergency planning. 

In the South, the deteriorating security environment that 
followed the Arab Spring has helped shape these partnerships 
to be focused on capacity-building. NATO’s Mediterranean 
Dialogue programme, as well as the Istanbul Cooperation 
Initiative, have been instrumental in these endeavours. 

In the East, Ukraine, Moldova and Georgia face pressure 
from Russia, aimed at limiting their sovereignty. In many 
instances, they are exposed to various forms of hybrid tactics 
and directed measures aimed at weakening their critical 
infrastructure protection. In order to mitigate threats and 
vulnerabilities, efforts have been devoted to enhance the 
resilience of these countries. Due to NATO’s long-lasting 
experience in civil-emergency planning within the territory 
of the Alliance, it has become instrumental in projecting skills 
related to forward resilience to the countries in the East. 

DEEPENING PARTNERSHIPS
In the North, Sweden and Finland have also taken a number 
of measures to deepen their partnerships with NATO. 
Both countries have recently signed Host Nation Support 
agreements, which address issues related to the provision of 

Securing the allies' homeland 
is not just about defending 

NATO’s external borders. It is  
also about projecting stability 
beyond those borders

As new threats, risks and vulnerabilities are looming, 
both in the Southern and Eastern Flanks, NATO can combine 
its 360-degree approach to security with long-lasting 
partnerships on a regional, as well as a global, basis. Today, 
NATO pursues various forms of cooperation with more than 
40 partner countries and engages actively with international 
organisations on numerous different security-related issues.

Yet there can be no one-size-fits-all approach to 
partnerships, and so NATO has developed a big toolbox  

A bilateral meeting between Finland's Minister of Foreign Affairs, 
Timo Soini, and NATO Secretary General Jens Stoltenberg
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civil and military assistance to allied forces located on, or  
in transit through, their territory in peacetime, crisis or 
war. In addition, they have received the status of Enhanced 
Opportunities Partners, which have given them better  
access to political consultations, as well as participation in 
various NATO-led exercises. 

WELCOME PRESENCE
It is also important to note that they have strongly welcomed 
NATO’s increased presence in the Baltic Sea Region, and 
both countries have moved closer to the Alliance after 
Russia’s aggression in Ukraine, even though they, of course, 
technically remain militarily non-aligned. The driving force 
behind this growing relationship with NATO is arguably  
based on an awareness that they are part of the same 

security complex as NATO, and undoubtedly would be 
affected if a military conflict emerged in the region.

In essence, the continued evolution of NATO towards 
a stronger emphasis on collective defence has made the 
difference in status between membership and partnership 
more apparent. Yet the Alliance has not fallen into the  
trap of being inward-looking. Effective partnerships as 
a means to project stability have indeed contributed to 
international security and stability at a crucial time for  
the European security order. 

Dr Pål Jonson was elected Secretary General of the Swedish 
Atlantic Council in December 2014. Among other positions, 
Jonson has served as Special Advisor to the former Swedish 
Minister of Defence, as an Analyst at the Swedish Defence 
Research Agency and as Director of Communication for the 
Swedish Defence Industry Association

Marines from Finland are among the forces that take part in the 
annual multinational BALTOPS exercise in the Baltic region
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NATO’s London 
Declaration responded 
to the changing security 
environment that 
followed the fall of  
the Berlin Wall in 1989 PO
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N ATO’s Declaration on a Transformed North 
Atlantic Alliance issued at the London Summit 
of 5-6 July 1990 was a pivotal moment in the 
history of the Alliance, marking the start of 
a transformative period that has seen NATO 

work with all the countries of Europe to create enduring 
peace across the continent.

The London Declaration was NATO’s response to the 
dramatic changes in the security environment that followed 
the fall of the Berlin Wall in November 1989. After the 
announcement of a major new transformational approach, 
the seeds of NATO’s Cooperative Security policy were sown 
during the Rome Summit that took place on 7 and 8 November 
1991. The Rome Declaration on Peace and Cooperation that 
was published after the meeting announced the creation of 
the North Atlantic Cooperation Council (NACC), the forum 
that for five years served as the focal point for cooperation 
between NATO and its new partners. 

The NACC met for the first time on 20 December 1991, 
the same day that the Soviet Union ceased to exist. The NACC 
was established as a forum for dialogue and cooperation with 
NATO’s former Warsaw Pact adversaries, and was a tangible 
manifestation of the ‘hand of friendship’ extended at the 

July 1990 summit in London. Eleven former Soviet republics 
of the newly formed Commonwealth of Independent States 
(CIS) were invited to participate in the NACC. Georgia and 
Azerbaijan joined in 1992, along with Albania, and Central 
Asian republics joined the council soon after.

The consultations within the NACC focused on its first 
years of life on post-Cold War era security concerns, such 
as the withdrawal of Russian troops from the Baltic States. 
Regional conflicts that were breaking out in parts of the 
former Soviet Union, as well as in the former Yugoslavia, 
were also under the attention of the NACC during those 
years. Political cooperation was launched on a number of 
security and defence-related issues and military-to-military 
contacts and cooperation were initiated. The NACC was a 
pioneer body in many ways. Multilateral political consultation 
and cooperation helped build confidence in the early 1990s, 
preparing the launch of the Partnership for Peace Programme 
(PfP) in 1994. The PfP offered partners the possibility to 
develop practical bilateral cooperation with NATO, choosing 
their own priorities for that cooperation. Initial invitations 
to join the PfP were addressed to all states participating in 
the NACC and other states participating in the Conference 
on Security and Cooperation, which in 1995 became the 
Organization for Security and Cooperation (OSCE).

DEEPER COOPERATION
The PfP was launched to transform the relationship between 
NATO and participating states, going beyond dialogue and 
cooperation towards deeper linkages. It came about as a 
result of the NACC expanding the scope of its activities. The 
Euro-Atlantic Partnership Council replaced the NACC in 1997, 
and this change reflected the desire of NATO allies to build 
a cooperative security forum for the increasingly complex 
relationships being developed with partner countries. Many 
partners at the time demonstrated a keen eagerness to 
deepen their cooperation with NATO, particularly in support 
of defence reform and the transition towards democracy.  
At the same time, several partners in those years were 
already supporting the NATO-led peacekeeping operation  
in Bosnia and Herzegovina.

Cooperative security for all
The complexity of today’s peace support operations calls for 
a comprehensive approach, and NATO is actively engaged in 
cooperative security activities with partners around the world, 
writes Dr Federico Yaniz

The North Atlantic Cooperation Council was established as a 
forum for dialogue with NATO’s former Warsaw Pact adversaries
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Many of NATO’s formal partners, as well as  
non-member countries, offer substantial 

capabilities and support for Alliance operations

NATO’s cooperative relationships today are not limited 
to PfP countries. For example, the Alliance’s Mediterranean 
Dialogue (MD) was launched in December 1994 by the North 
Atlantic Council, which currently involves seven non-NATO 
countries of the Mediterranean region: Algeria, Egypt, Israel, 
Jordan, Mauritania, Morocco and Tunisia. The MD aims to 
contribute to regional security and stability, achieve better 
mutual understanding between its members and dispel 
any misconceptions about NATO among member countries. 
Building on this momentum, the Istanbul Cooperation 
Initiative (ICI) was launched at NATO’s Istanbul Summit 
in June 2004. It aims to contribute to long-term global and 
regional security by offering Middle Eastern countries 
practical bilateral security cooperation with the Alliance.

RELATIONS WITH RUSSIA
NATO-Russia relations started after  
the end of the Cold War, when Russia 
joined the NACC and the PfP, though 
the formal basis for its relationship 
with the Alliance was established by 
the 1997 NATO-Russia Founding Act. 
Dialogue and cooperation were strengthened in 2002 with the 
establishment of the NATO-Russia Council (NRC). For more 
than 20 years, NATO has made significant efforts to build a 
partnership with Russia, developing dialogue and practical 
cooperation within areas of common interest. Cooperation  
has been suspended in response to Russia’s military 
intervention in Ukraine, which the allies have condemned 
in the strongest terms. Political and military channels of 
communication remain open, and the NATO-Russia Council 
met on 19 April for the first time since June 2014.

NATO-Georgia relations started after the end of the Cold 
War, when newly independent Georgia also joined the NACC 
and the PfP. Today, the NATO-Georgia Commission provides 
the framework for close political dialogue and cooperation 
between NATO and Georgia in support of the country’s 
reform efforts and its Euro-Atlantic aspirations.

NATO maintains relations with partners across the globe 
and cooperates with a number of countries that are not part 
of its formal partnership frameworks. As a whole, the Alliance 
pursues dialogue and practical cooperation with 41 partner 

countries and engages actively with other international actors 
and organisations on wide-ranging security-related issues.

NATO’s 2010 Strategic Concept identifies cooperative 
security as one of three essential core tasks. It states that the 
promotion of Euro-Atlantic security is best assured through 
a wide network of partner relationships with countries 
and international organisations around the globe. Many of 
NATO’s formal partners, as well as non-member countries, 
offer substantial capabilities and political support for Alliance 
operations and missions. A focused effort to reform NATO’s 
partnerships policy was launched at the Lisbon Summit 
to make dialogue and cooperation more inclusive, flexible, 
meaningful and strategically oriented. This resulted in a new 
partnership policy, which was endorsed by NATO Foreign 
Ministers at their Berlin meeting in April 2011.

INCLUSIVE DIALOGUE
At the Wales Summit in 2014, the allies launched two 
initiatives to deepen NATO’s security cooperation with 
partners. One of them is the Partnership Interoperability 
Initiative, which aims to maintain and deepen the ability 
of partner forces to work alongside allies, and recognises 
the essential role that partners play in addressing security 
threats. The other initiative is the Defence and Related 
Security Capacity Building Initiative (DRSCBI), which builds 
on NATO’s extensive record in supporting, advising, assisting, 
training and mentoring countries requiring capacity-building 
support. NATO agreed to extend this initiative to Georgia, 
Jordan and Moldova. DRSCBI is aimed at reinforcing NATO’s 
commitment to partner nations and helping the Alliance to 
project stability without deploying large combat forces. 

NATO’s partners cooperate with the Alliance across a 
broad range of security-related areas and, when taking part 

in a NATO cooperation programme, they can take advantage 
of a Partnership Cooperation Menu comprising approximately 
1,400 activities. A significant number of initiatives are open 
to all partners, allowing them to cooperate bilaterally with 
NATO beyond existing regional partnership frameworks. 
The cooperative initiatives focus mainly on interoperability 
and building capabilities, and include supporting defence and 
security-related reform activities. Hundreds of meetings take 
place every year with the participation of partners in many 
different NATO bodies at all levels. 

Dr Federico Yaniz is on the Board of Directors of the Atlantic 
Council of Spain. After a long career in the Spanish Air Force, 
he was promoted to General in 1997 and appointed Chief of the  
Second Division of the Joint Staff. In June 2001, he joined the  
International Military Staff as Assistant Director for 
Cooperation and Regional Security. He is a lecturer and a 
writer, and has written more than 300 articles related to 
strategy, aeronautics, economics and history

Georgia’s President Giorgi Margvelashvili shakes hands with NATO 
Secretary General Jens Stoltenberg. Relations between the former 
Soviet state and the Alliance began after the end of the Cold War
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Syria and Islamic State 
The Syrian civil war and the ongoing presence of Islamic State 
has led to the need for intensified intelligence, surveillance and 
monitoring, say Tanju Sümer and Funda Keskin Ata, and NATO 
is taking steps to achieve this

A t this year’s Warsaw Summit, NATO leaders 
are expected to take decisions on the next 
steps in ensuring the Alliance’s collective 
defence. The civil war in Syria and presence 
of Islamic State (IS) as a security threat are 

expected to be prevalent topics, since the situation in Syria 
is both a threat to Turkey’s security and European member 
states due to the refugee crisis.

The most serious challenges that NATO has faced since 
the end of the Cold War continues to be regional threats 
beyond the borders of the Alliance, the most notorious 

one being IS. NATO identified terrorism as one of the risks 
affecting security in its 1999 Strategic Concept, and the 
Alliance launched its first operation against terrorism in 
October 2001 as a response to the terrorist attacks conducted 
against the United States on 9 September 2001. Moreover, in 
the 2002 Reykjavik meeting, NATO Foreign Ministers decided 
that the Alliance would operate when and where necessary 
to fight terrorism. At the Prague Summit in the same year, it 
was decided to develop a military concept for defence against 
terrorism. NATO’s new Strategic Concept adopted in 2010 
recognises that terrorism poses a direct threat to the security 
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of the citizens of NATO countries. It states that the Alliance 
must deter and defend against emerging security challenges 
where they threaten the fundamental security of individual 
allies or the Alliance as a whole.

THE EMERGENCE OF ISLAMIC STATE
Turkey has had to deal with problems caused by the civil war 
in Syria from the beginning. Nevertheless, these problems 
have changed and multiplied by the emergence of IS in 2013. 
Turkey had used military force against the armed forces of 
Syria several times before and after 
2013. The North Atlantic Council (NAC) 
expressed its support to Turkey after 
Turkey responded against the artillery 
fire on the border town of Akcakale in 
October 2012. After that, IS emerged in 
Syria in 2013, crossed the border into 
Iraq in January 2014 and seized several 
key cities such as Mosul before June of that year. In 2014,  
it was estimated that IS fighters totalled somewhere  
between 20,000 and 31,500, with the group funding itself 
mainly through oil production and smuggling. In addition,  
the emergence of the group and the role it played in the 
Syrian civil war has led to millions more displaced civilians 
and turned them into refugees in neighbouring countries.

Responses came in varied forms as the US began 
air strikes against IS in Iraq at the request of the Iraqi 
Government. However, as these air strikes continued in Iraq, 
IS captured more territory in Syria. On 22 September 2014,  
a US-led coalition began air strikes against IS in Syria as well. 

These operations were well-received by the international 
public. According to the US, more than 60 countries have 
helped in the fight against IS in Iraq or Syria. Moreover, in 
August 2014, the United Nations Security Council adopted a 
resolution that called on states to take measures to suppress 
the extremist group.

Therefore, the question becomes: what role is there 
for NATO? It is obvious that NATO would become a party 
whenever Turkey needs help against attacks originating 
from Syria, whatever the source is. The Turkish Government 
requested that NATO augment Turkey’s air defence 
capabilities to defend its population and territory back in  
2012. On 4 December 2012, NATO Foreign Ministers agreed 
to this request. Nevertheless, its goal was to restrain the 
adverse effects of the civil war in Syria, as the threat of IS 
was not as pronounced at that time. 

Moreover, the refugee crisis originating from Syria has 
put many NATO member states in a difficult position. By 

NATO’s new Strategic Concept recognises 
that terrorism poses a direct threat to the 

security of the citizens of NATO countries

Syria’s largest city, Aleppo, has been the target of both Syrian  
and Russian air forces, and neighbouring Turkey has had to  
take measures to cope with the resulting influx of refugees
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end of October 2015, 700,000 people had travelled along the  
Western Balkans route from Greece to Central Europe, 
according to a European Commission report. In addition 
to this influx of refugees, Turkey currently accommodates 
between 2.7 million and 3 million Syrians fleeing the civil war.

TO PROTECT AND DEFEND
In response to the instability along NATO’s borders, as well as 
with the ongoing refugee crisis, then NATO Secretary General 
Anders Fogh Rasmussen announced that the Alliance would 
protect and defend Turkey under the North Atlantic Treaty  
if necessary. This assistance would, and continues to,  
involve providing military equipment and/or personnel. 
Following this announcement and along with the refugee 
crisis deal that was made, on 7 March 2016 NATO decided  
to intensify intelligence, surveillance and monitoring along 
the Turkish-Syrian border. 

NATO Defence Ministers decided to assist the member 
states by deploying a maritime force in the Aegean Sea 
for monitoring purposes and intensified intelligence at the 

Turkish-Syrian border. It was also decided to complement 
assurance measures for Turkey – which were agreed to in 
December 2015 – that pledged aircraft and ships to Turkey to 
strengthen Ankara’s air defences, along with airborne early 
warning and control systems and an increased naval presence 
in the eastern Mediterranean.

These developments demonstrate that NATO has 
contributed to the security of Turkey and other members 
by sending equipment and personnel when necessary, and 
providing intelligence in the face of the threats originating 
from the protracted civil war in Syria. The existence of  
IS is only contributing to the problem, although it is a 
considerable and significant contribution. However, it is  
not possible to eliminate the threat from IS as long as the  
civil war continues. 

Tanju Sümer is President of the Atlantic Council of Turkey. 
He is a graduate of the Faculty of Law, and joined the Turkish 
Foreign Ministry in 1975. He has served as an ambassador 
in the Philippines and Switzerland; Funda Keskin Ata is 
a professor of international law at the Faculty of Political 
Science, Ankara University, and a member of the Board of  
the Atlantic Council of Turkey

As a measure to counter threats originating from the protracted 
civil war in Syria, a wall was constructed along the border  
between the country and Turkey
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A s Iraqi Security Forces press home their 
campaign to drive Islamic State (IS) from  
Iraq this summer, among the very first people 
to enter recaptured territory will be experts 
trained in the safe removal and disposal of 

mines and explosives: Iraqi experts. Countering improvised 
explosive devices (IEDs) and carrying out explosive 
ordnance disposal (EOD) are two tasks on a key list of skills, 
agreed between NATO and the Iraqi Government, that 
are being transferred under a NATO training and support 
programme and now actively bearing fruit against IS. 

The counter-IED and EOD capabilities are visible evidence 
of a NATO commitment to bolstering Iraq’s security services 
– a commitment ultimately pledged to the delivery of Iraqi 
self-sufficiency – via the provision of education and training 
support in areas where NATO can deliver best value. 

Under a Defence Capacity Building Package for Iraq 
signed in July 2015, six further areas of NATO/Iraqi Security 
Forces (ISF) support were agreed: advice on security sector 
reform; civil-military planning; cyber defence; military 

medicine and medical assistance; military training; and civil 
emergency planning. All are designed to complement efforts 
by the Global Coalition against ISIL, the European Union and 
the United Nations, as well as bilateral efforts against IS.

This year, ISF officers began training in Jordan in key 
priority fields outlined under the capacity-building package. 
These included countering IEDs, military medicine, civil-
military planning and advice for Iraq’s ongoing security  
sector reform initiatives. Two dozen Iraqi officers started 
receiving training in April at the King Abdullah II Special 
Operations Training Centre in Amman with support, inter 
alia, from NATO’s Counter-IED Centre of Excellence. This is 
a ‘one-stop shop’, based in Spain, that shares, collects and 
disseminates lessons learned from across NATO’s 28 member 
states in the field of counter-IED measures.

In addition to helping a valued partner achieve self-
sufficiency in its military and security needs, NATO sees  
this kind of capacity-building as an important means of 
projecting stability beyond the borders of its member states. 
Some 350 ISF officers are expected to be trained by NATO in 
Jordan during 2016. 

NATO’S TRAINING MISSION IN IRAQ
The origins of NATO’s formal relationship with Iraq date  
back to June 2004, when Alliance leaders agreed to assist 
Baghdad with the training of its security forces in the 
aftermath of the 2003 Iraq conflict. Under the NATO Training 
Mission in Iraq (NTM-I) programme, the first NATO teams 
arrived in August of that year to begin the training and 
mentoring of mid- and senior-level Iraqi security forces 
personnel. The NTM-I programme was expanded in 2008 to 
other areas, including navy and air force leadership training, 
police training, defence reform, defence institution-building 
and standardised officer education and training. 

The NTM-I mission continued until the end of 2011,  
when the mandate to provide legal protection of NATO in  
the conduct of its training mission expired. 

Iraq:  
building defence capacity
Nick Cook, a defence consultant with extensive knowledge  
of the Middle East, reveals how the Defence Capacity Building 
Package for Iraq will help the country gain the upper hand 
against Islamic State and deal with the legacy of war

For over a decade, NATO has assisted Iraqi security forces following 
the Iraq conflict, and discussions between Secretary General Jens 
Stoltenberg and Iraqi President Fouad Massoum continued this year
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NATO had meanwhile granted Iraq ‘partner status’ –  
an arrangement focused on fighting terrorism, critical  
energy infrastructure protection and combating cross- 
border organised crime. This paved the way for the  
Alliance’s renewed training and support commitment  
to Baghdad earlier this year. 

Following an official visit by NATO Secretary General 
Jens Stoltenberg in March, during which he held wide-
ranging discussions with Iraqi Prime 
Minister Haider Al-Abadi, further 
NATO assistance may be provided in 
the not-too-distant future. This would 
include in-country training support 
and the provision of intelligence data 
from NATO platforms, such as AWACS 
aircraft. All this, however, will have to 
be formally requested by Al-Abadi’s government. 

IRAQI VICTORIES
As a counter to the string of victories that saw IS capturing 
large swathes of Iraqi territory in 2014 and 2015, the Al-Abadi 
government – in office since September 2014 – has pledged, 
alongside the Global Coalition, to rid Iraq of the military 
threat from IS. A campaign by Iraqi security forces that began 
in earnest last year culminated in a significant victory this 
year with the ISF’s recapture of Ramadi in February and Hīt 
in April. A campaign that began in May to retake Fallujah 
from IS was ongoing as this article went to press. 

For these victories to be sustained, however – and 
if anything like a lasting peace is to follow – cooperation 
between the ISF and its coalition partners, including 
NATO, will be essential. If requests are made by the Iraqi 
Government that are agreed and ratified by its allies, it is 
possible that NATO could serve as a coordinating authority 
for training efforts by its coalition partners in Iraq, many  
of which are currently conducted as bilateral initiatives. 

The Alliance and its partners have assisted Baghdad  
with the drafting of its national security programme,  
helped with security-sector reform, strengthened Iraqi 
command and control initiatives, and provided crucial 
assistance in the development of Iraqi logistics support  
and the honing of vital ‘niche’ capabilities by the ISF, such  
as counter-IED and EOD skills. This level of commitment  
will be vital in underpinning all ISF and coalition victories.  
It may not prove an exaggeration to say that only through  
this level of sustained and coordinated effort will anything 
like a lasting peace in Iraq – not to mention the wider  
Middle Eastern region – be achieved. 

Explosive ordnance disposal is one of the skills being transferred to Iraqi forces under a NATO training and support programme

The Al-Abadi government has pledged, 
alongside the Global Coalition, to rid  

Iraq of the military threat from Islamic State
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T he process – known as Inteqal, the Dari and 
Pashtu word for transition – began more 
than seven years ago, when the lead security 
responsibility for the Afghan capital, Kabul, 
was transferred from NATO-led ISAF to Afghan 

forces. Encouraged by the success of this transferral, and 
having been re-elected in the November 2009 presidential 
elections, former President Hamid Karzai expressed his 
desire that the security responsibility for the whole of 
Afghanistan should be transitioned to the Afghan National 
Security Forces (ANSF) by the end of 2014. 

Accordingly, in the summer of 2010, the Joint Afghan-
NATO Inteqal Board (JANIB) was established at the Kabul 
Conference as the mechanism to assess when each province 
of Afghanistan was ready to be handed over to ANSF control. 
A few months later, at the NATO Summit in Lisbon, member 
states agreed the Inteqal process. With this milestone in 
place, plans for the complete transition, and with it the end  
of the NATO military campaign, began.

THE PRINCIPLES OF TRANSITION
Before each of the 34 Afghan provinces was handed over to 
ANSF responsibility, a careful and systematic review was 
undertaken by the JANIB to make sure that everything was 
in place to make the transferral a success. According to 
NATO, Inteqal drew on the JANIB’s recommendations based 

Afghanistan: from Inteqal 
to Resolute Support
Although its military role in Afghanistan has ended, NATO 
maintains a significant presence in the country and continues 
to deliver training and advice. Simon Michell explores the 
transition from NATO’s International Security Assistance  
Force (ISAF) mission to Resolute Support

NATO remains an important presence in Afghanistan, building on 
the trust it has developed with the country’s own security forces in 
order to assist and support efforts to ensure long-term stability

D
EP

AR
TM

EN
T 

O
F 

D
EF

EN
SE

 P
H

O
TO

 B
Y 

CJ
IA

TF
 4

35
 D

PA
O

 M
S.

 C
AT

H
ER

IN
E 

TH
RE

AT



66

SECURING PEACE AND MAINTAINING STABILITY

NATO SUMMIT 2016 STRENGTHENING PEACE AND SECURITY

TOTAL 12,486

RESOLUTE SUPPORT MISSION – TROOP-CONTRIBUTING NATIONS

The number of troops that NATO Members and partner countries have committed to ensure the long-term sustainability of the Afghan National Security Forces

NOTE: The number of troops above refl ects the overall contribution of individual contributing nations. They should be taken as indicative as they change daily, 
in accordance with the deployment procedures of the individual troop-contributing nations (Source: NATO)

6,961
352
8
520
39
23
7
7
40
588
10
115
35
8
82
14
233
1
13
19
827
2
91
4
644
861
47
5
56
214
100
80
55
40
94
9
174
65
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on a thorough assessment of the security, governance and 
development situation on the ground. Each province had its 
own challenges and strengths, but generally speaking the 
principles of transition included the following elements:

 ~ The capability of the ANSF to shoulder additional 
security tasks with less assistance from ISAF;

 ~ the level of security required to allow the population  
to pursue routine daily activities;

 ~ the status of local governance required to ensure that 
security was not undermined as ISAF assistance was 
reduced; and

 ~ the extent to which ISAF force levels and posture had  
to be readjusted as ANSF capabilities increased and 
threat levels diminished.   

Having established the process and methodology, Inteqal 
was then undertaken in five tranches. Handover started in 
March 2011, beginning with the provinces of Bamyan, Kabul 
and Panjshir, alongside the municipalities of Herat, Lashkar 
Gah, Mazar-e-Sharif and Mehtar Lam, representing some  
25% of the population. While this was under way, the  
second tranche began in November 2011. The third and fourth 
tranches commenced in 2012, and the fifth and final tranche 
was launched on 18 June 2013. By 28 December 2014, the 
process was officially concluded. The end of Inteqal meant the 

Mohammad Hanif Atmar, reinforced the acceptance that the 
country was not quite ready to go it alone, conceding that  
“we need your help to build the systems necessary to ensure 
the long-term sustainability of our forces”. 

To help deliver this long-term sustainability, NATO 
troops have a full agenda of eight Essential Functions (EFs) to 
undertake at ministerial, operational and institutional levels 
as part of RSM: 

EF1: Multi-year budgeting 
EF2: Transparency, accountability and oversight 
EF3: Civilian governance of the Afghan security institutions 
EF4: Force generation 
EF5: Sustainment 
EF6: Strategy and policy planning, resourcing and execution 
EF7: Intelligence 
EF8: Strategic communication 

However, RSM is not the only support that NATO and 
its ISAF partners continue to offer Afghanistan. The Afghan 
National Army (ANA) Trust Fund was established during the 
ISAF mission in 2007 to support Afghanistan’s own efforts 
to sustain its military capability. The fund, administered by 
the US, currently stands at more than $1 billion and is set 
to remain available until at least 2017. Its primary purposes 
are to provide a mechanism for ISAF nations to support the 
transportation and installation of equipment donated by 
ISAF nations; to purchase equipment and services for ANA 
engineering projects; and to support in-country and out-of-
country training. Over the years, the scope of the ANA Trust 
Fund has been gradually expanded to include the long-term 
sustainment of the ANA, as well as to promote literacy and 
professional military education.

There is still a long way to go before Afghanistan can 
be confident that it has the necessary infrastructure and 
institutions to combat the influence of the Taliban and others 
who seek to destabilise the country for their own ends, 
but there is hope that a corner has been turned. Campbell 
concluded the ISAF mission celebration ceremony with these 
words: “Together, we have lifted the Afghan people out of the 
darkness of despair and given them hope for the future. We’re 
very proud of our relationship – a relationship built on trust, 
friendship, and shared interests. That trust and a common 
vision for a stable, secure and unified Afghanistan fills me 
with confidence that we’ll continue to be successful. The road 
before us remains challenging, but we will triumph.” 

Resolute Support has seen 
upwards of 13,000 NATO 

troops stationed in Afghanistan

Afghan National Army and Police forces conducted Operation Iron 
Triangle, designed to disrupt networks of Taliban and other enemies

beginning of another NATO mission in Afghanistan, one that 
transitioned NATO from a combat role to one of a training and 
advisory capacity: the Resolute Support Mission (RSM).

NATO RESOLUTE SUPPORT MISSION
“Today marks an end of an era and the beginning of a new 
one. Resolute Support will serve as the bedrock of our 
enduring partnership with Afghanistan,” said US Army 
General John F Campbell, Resolute Support Commander, on 
28 December 2014 at a ceremony to celebrate the successful 
completion of ISAF’s mission in Afghanistan. 

After almost 13 years of hard fighting and painstaking 
reconstruction, NATO-led ISAF had left a legacy upon which 
the next phase of Afghanistan’s journey could begin. That 
legacy includes the creation of a modern, well-equipped and 
professionally trained 350,000-strong security force – the 
ANSF. This new force has already shown its competence 
and willingness to confront the Taliban. In its first solo 
fighting season during 2014, the ANSF prevented the Taliban 
from disrupting the national elections, which enabled the 
inauguration of the Afghan national unity government and the 
first democratic transfer of power in the country’s history.

During the ceremony to celebrate the end of the ISAF 
mission, Campbell was explicit in confirming that NATO was 
not about to disappear into the distance – far from it: Resolute 
Support has seen upwards of 13,000 NATO troops stationed in 
the country to help Afghans achieve the peace for which they 
have waited so long. Afghanistan’s National Security Advisor, 
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The lockdown in Brussels last November 
following the attacks on Paris highlighted the 

disruptive and costly effects of terrorism, 
even when a suspected attack does not occurBE
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Global counter-
terrorism action 
Following attacks in Paris and Brussels, countries are stepping 
up their counter-terrorism operations and changing the way 
in which they respond to threats. Dr Jamie Shea, Deputy 
Assistant for Emerging Security Challenges at NATO, looks  
at how nations are adapting to this ‘new normal’

T he recent terrorist attacks in Brussels in 
March, coming so soon after the even  
deadlier attacks in Paris last November,  
have put terrorism at the top of the  
European and transatlantic agenda. 

These attacks have underscored the vulnerability of open 
societies to the actions of even small groups of individuals, 
with suicide belts, explosives in rucksacks and Kalashnikovs 
being used. Modern societies depend on open borders, ease of 
access to airports and transportation hubs, and the freedom 
of being able to gather in market places, cafés, concert 
halls and football stadiums without fear. Yet this presents a 
multitude of ‘soft targets’ that terrorists can attack, and an 
almost endless security issue in trying to anticipate where 
the next attack is likely to take place, and where the greatest 
effort at protection should be made. 

The lockdown during nearly a week in Brussels last 
November, when no terrorist attack actually took place, 
underscored the massive disruption to normal life and work, 
and the economic losses of cancelled meetings, flights and 
hotel reservations, that these greater security measures 
entail. In short, terrorist attacks produce longer-term 
consequences for our societies that stretch well beyond the 
shock and horror associated with the attacks themselves. 

NATO allies are now facing the reality that the threat  
of terrorism is part of a ‘new normal’ of daily life. Previously, 
terrorism was mainly connected with al-Qaeda, which claimed  
responsibility for the attacks on Charlie Hebdo and a Paris 
supermarket in January 2015, but now we face the threat from 
the so-called Islamic State (IS), and a host of other jihadist 
groups that have appeared across North Africa and the Middle  
East. Some of these, such as al-Shabaab in Somalia, might not 
yet have launched attacks in Europe, but they have attacked 
Western tourists closer to home, for instance in the mass 
killing at the Westgate shopping mall in Nairobi two years ago. 

Europol has estimated that there are currently 400 
potential terrorist suspects organised in a number of cells 
within the European Union (EU). Five thousand EU citizens 
have travelled to Syria to fight in the ranks of IS and other 
jihadist groups, while several hundred have already returned 
and more will follow over the next few years. 

Tracking all of these individuals will be a massive task 
for our intelligence services, which will also need to identify 
the potential jihadists within the group. It takes around 36 
security personnel to follow one terrorist suspect on a  
24/7 basis. According to French newspaper Le Figaro, the 
French intelligence services are currently tracking 8,000 
individuals on their watch list. 

FASTER PATH TO RADICALISATION
What is making it difficult for the intelligence services is that 
many cells are operating independently from IS direction. 
More than one-quarter of the suspects are women and 15% 
are adolescents. Radicalisation is happening more quickly. The 
Belgian intelligence services, for instance, have noted how 
quickly violent criminals suddenly veer into radicalisation and 
jihadism – within a matter of months or even weeks. The UK 
also experienced a case of a 15-year-old schoolboy in Bradford 
who radicalised himself from the internet, without leaving 
his bedroom, and managed to organise, finance and equip a 
jihadist cell in Melbourne, Australia, to carry out an attack on 
a military parade that was thwarted at the last moment. 

These examples show how difficult it is for intelligence 
services to stop today’s potential terrorists, compared with 
the more public and visible characters associated with 
European terrorist groups such as the IRA or the Basque 
separatists in the past. A complicating factor is that today’s 
European jihadists are able to hide within their own support 
communities, who seem to feel more loyalty towards friends, 
contacts or family members than to the state or society. 
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As long as IS continues to occupy a self-proclaimed 
caliphate in Syria, Iraq or, potentially, in other places such 
as Libya, it will be able to attract foreign fighters and train, 
equip and finance them, before infiltrating them back into 
Europe. Destroying the caliphate is, therefore, a prerequisite 
for reducing the terrorist threat. This makes the role of the 
anti-IS coalition in Syria and Iraq vital. Although NATO is  
not formally a member of this coalition, all 28 allies are 
involved on land, at sea or in the air, or with training and 
equipment for local forces. 

Interoperability developed within NATO is very much  
at the core of the coalition’s effectiveness. In Iraq, IS has  
lost 40% of its territory and a fifth of its territory in Syria.  
Its financial resources have been seriously depleted, but  
the more it comes under pressure at home, the more it will 
lash out to show that it is still a force to be reckoned with. 
This means that, even if the NATO allies adopt all the right 
policies to combat terrorism, the situation is likely to get 
worse before it gets better.

A SUPPORTING ROLE
A degree of societal resilience in coping with attacks, 
recovering quickly and denying terrorists the propaganda 
coup of excessive media coverage will be critical to success. 
In this effort, NATO is not on the front line. The analysis 
of the attacks in Paris and Brussels 
pointed more to the EU in terms of the 
need for greater intelligence-sharing, 
tighter rules on the transfer of weapons 
across EU borders, and more effective 
control of the EU’s external Schengen  
borders. This has led to a Counter-
Terrorism Centre being created within 
Europol, and the European Parliament is  
currently considering new legislation on passenger- 
name recognition to better track terrorist suspects  
taking flights within the region. 

Nations are also stepping up recruitment of additional 
intelligence operatives and police. Yet, if NATO is not in 
the lead, it can still play a useful supporting role in three 
particular areas: political consultations and intelligence-
sharing; partnerships and capacity-building; and developing 
capabilities instrumental in the fight against terrorism.

In the first area, NATO is intensifying its consultations 
and intelligence-sharing, so as to improve allies’ situational 
awareness of terrorist trends. A counter-terrorism panel 
has been established within NATO’s civilian and military 
intelligence committees. This has led to a larger number 
of analyses with more up-to-date information and fed by 
a greater number of national intelligence agencies being 
circulated to allies. 

Allies are also sending more of their national experts to 
brief the North Atlantic Council. For example, Italy has been 
engaging extensively on the situation in Libya, and NATO is 
also inviting high-level experts from the other international 
organisations. In the past few weeks, these officials 
have included Gilles de Kerchove, EU Counter-Terrorism 
Coordinator, and Ambassador Raimonda Murmokaitė, Chair of 
the United Nations (UN) Security Council Counter-Terrorism 
Committee. In addition, NATO is fortunate in having a Centre 
of Excellence Defence against Terrorism in Ankara, Turkey, 

that brings together a number of academic and government 
experts to analyse current trends in terrorism and the 
effectiveness of counter-terrorist policies.

The second area is in helping partners to improve 
their capacity to face terrorist threats. NATO has been 
instrumental in setting up a regional training centre in 
Mauritania and including counter-terrorism in individual 
partnership agreements. Jordan and Iraq have stressed the 
need for NATO assistance in dealing with border security 
and countering improvised explosive devices. NATO has 
acquired a good deal of experience in this area, following the 
ISAF mission in Afghanistan. It has expertise in jamming 
technologies, route clearance and network analysis, as well as 
training in safely deactivating roadside bombs and demining. 

Accordingly, NATO is involving partners in more of its 
regular counter-terrorism activities. Partners train with allies 
in Iceland during the annual Northern Challenge exercise; the 
UN sends its personnel to the Counter Improvised Explosives 
Devices Centre of Excellence in Madrid; and Iraqi officers 
are being trained in explosive ordnance disposal in another 
centre of excellence in Trencin, Slovakia. The interoperability 
that NATO is developing with partners is also promoting 
confidence at the political level. This will, hopefully, lead in 
time to more intelligence-sharing on terrorist threats and a 
joint approach to ultimately defeating threats of this kind.

Finally, NATO is playing a key role in elaborating 
the future technologies that can better detect terrorist 
threats. Over the past 10 years, the Alliance’s Defence 
Against Terrorism Programme of Work has achieved many 
breakthroughs in areas such as: the protection of aircraft 
and helicopters against shoulder-fired missiles; the use of 
non-lethal weapons; biometrics information-sharing; port 
and harbour security; and the defence against chemical, 
radiological, biological and nuclear substances through  
better training, information-sharing and analysis of samples, 
as well as better protective clothing and equipment for 
NATO’s CBRN (Chemical, Biological, Radiological and  
Nuclear Defence Battalion) teams. 

INTERNATIONAL COOPERATION
NATO has even developed a technological package to detect 
suicide bombers in public transportation systems, which 
was successfully tested in a European metro station three 
years ago and is known as STANDEX. This programme was 
developed with Russia and is an example of what can be 
achieved when the international community comes together 
to fight the threat of terrorism. 

Counter-terrorism may not be NATO’s principal mandate 
or the topic on which NATO has a leading responsibility, but 
NATO does have useful assets and it has a positive record so 
far. But as the nature of terrorism evolves, it will be essential 
for allies to review their performance regularly and to assess 
imaginatively what more the Alliance can usefully contribute.  

Even if the NATO allies adopt all the right 
policies to combat terrorism, the situation 

is likely to get worse before it gets better
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N ATO’s extensive crisis-management procedures 
and experience enable the Alliance to address 
a wide range of security challenges by 
employing an appropriate mix of political, 
military and non-military tools. 

Many of the Alliance’s most high-profile military crisis-
management operations, such as Baltic Air Policing, Operation 
Ocean Shield and Operation Resolute Support, are often 
viewed by politicians as stand-alone, distinct, absolute efforts 
focused on different crises. Instead, such missions should  
be seen as relative efforts that are part of broader missions  
in a new way of warfare.

The NATO Wales Summit Declaration of September 
2014 reaffirmed the determination of Alliance leaders to 
ensure that NATO can meet three core tasks laid out in 

the 2010 NATO Strategic Concept: collective defence, crisis 
management and cooperative security. The July 2016  
Warsaw Summit will be judged by the extent to which the 
Alliance can maintain momentum towards the ambitious  
goals laid out in the Wales Declaration.

However, the distinctions between collective defence, 
crisis management and cooperative security are becoming 
blurred. Be it Russia to NATO’s east or Islamic State to 
its south, the Alliance is facing new forms of asymmetric 
strategic warfare that merges the security and safety of  
the citizen with that of the state, and the stability of the 
entire international system.

Crisis management
Julian Lindley-French explores NATO’s growing  
commitment to strengthen the resilience of societies

Military crisis-management operations such as the Baltic Air 
Policing mission are a vital part of the Alliance’s forward deterrence 
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The Puma helicopter force was deployed to Kabul in March 2015, 
where Operating Enduring Support is under way. It is training 
Afghan National Security Forces to ensure security and stability
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This new way of warfare goes by many names; ‘non-
linear warfare’ and ‘hybrid warfare’ are the most commonly 
used. However, regardless of title, it is warfare that seeks 
to operate within the many real and virtual seams of open 
democratic societies. Such strategy implies – at least on the 
Russian side – an ability to rapidly escalate from disruption 
and destabilisation to all-out war, possibly even with a 
nuclear component. NATO members are thus faced with a 
conundrum. If critical national infrastructures are unable 
to respond to an attack, whether it is virtual or substantive, 
NATO’s leaders will be unable to project forward deterrence 
and defence, meaning the Alliance could fail in a major crisis.

On the face of it, Baltic Air Policing, Operation Ocean 
Shield and Operation Resolute Support are widely differing 
missions in very different places. That dissonance becomes 
even more apparent if one adds the Euro-Atlantic Disaster 
Response Coordination Centre (EADRCC) to the mix. But  
a closer look reveals the all-important strategic linkages.

Baltic Air Policing and the deployment of a NATO Quick 
Reaction Alert (QRA) force to cover Estonia, Latvia and 
Lithuania is more than the mere policing of NATO skies. Such 
policing is a vital part of Alliance forward deterrence. Indeed, 
the stationing of front line aircraft from major western air 
forces in the Baltic region is a sure-fire message to Moscow 
that the Alliance intends to defend not just its airspace, but 
also its people, against all forms of incursion.

BROAD MISSION TASKS
Operation Ocean Shield off the Horn of Africa may appear 
to be a relatively modest anti-piracy mission, but it plays a 
vital role in maintaining open shipping lanes. Furthermore, 
ensuring the stability of the region is vital in the ongoing  
fight against extremist terrorism and organised crime. 

Similarly, although Operation Enduring Support may 
appear to be a modest follow-on mission to train Afghan 
National Security Forces to carry the full burden of 
Afghanistan’s security and stability, it has a broad  
purpose. Afghanistan remains a dangerous hotbed of  
political extremism that could once again become the  
launch pad for threats against the West.

The EADRCC is a structure designed to coordinate the 
response of NATO and partner countries to natural and 
man-made disasters in the Euro-Atlantic region. Though this 
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mandate may seem narrow, the centre is vital in helping to 
ensure resilience in the face of an attack. Its role includes 
effective consequence management and the communication 
and implementation of robust defence against modern warfare.

Taken together, the three missions and one centre form 
part of NATO’s 360-degree adaptation 
measures that were agreed at the 
Wales Summit – an approach that 
develops a strategy for all kinds of 
crises in all areas. Defence no longer 
just involves the deployment of large 
forces along borders, but rather 
forward engagement with the sources 
of threats or danger. The merging of values with interests 
implicit in such a strategy is vital if the Alliance is to succeed 
in transforming adversaries and enemies into partners.

For security and defence to be credible, the Alliance 
will need to be able to respond to the new way of warfare 
at all levels. The scope of this undertaking is vast. Among 
other things, NATO must work with member nations to 
prevent ‘home-grown terrorism’; counter cyber threats; avert 
catastrophic physical attacks; and ultimately underpin the 
ability of NATO nations to defend themselves and their values.

With this in mind, it is easier to grasp the broad nature 
of NATO’s seemingly modest operations and missions. Baltic 
Air Policing is a forward-deployed tripwire, and thus acts in 

the interests of both collective security and collective defence. 
Ocean Shield is part of an international effort to ensure the 
‘Global Commons’ remain open and able to function, while 
Resolute Support is intrinsic in preventing threats that may 
emerge from ungoverned areas. Lastly, the EADRCC is crucial 
in ensuring Western societies have the resources and ability 
to respond and recover from disastrous events.

The task of this year’s Warsaw Summit will be to see 
such missions and centres in their true strategic light, 
acknowledging their standing in NATO strategy and their 

vital important to reassurance, rapid reinforcement, forward 
deployment, sustained engagement and societal resilience. 
Having done so, it is crucial that each is given the tools to 
carry out their respective jobs and competently fulfil their 
role in NATO’s wider mission. 

Professor Julian Lindley-French is Vice-President of the 
Atlantic Treaty Association and a Senior Fellow of the  
Institute for Statecraft in London. He is also a Distinguished 
Visiting Research Fellow of the National Defense University  
in Washington and Director of Europa Analytica, as well as  
a world-renowned analyst and advisor

The Alliance intends to defend not  
just its airspace, but also its people,  

against all forms of incursion

Exercise Black Eagle, which took place in Poland in 2014, was a key 
demonstration of UK support to NATO reassurance measures.  
Around 1,300 British soldiers honed their skills alongside Polish 
troops during the largest deployment to Eastern Europe in six years
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Air policing is a 

responsibility shared 
collectively by NATO 
member states, and 

interceptors are ready at 
all times to respond to 

any unusual activity

N
AT

O

3.3 Baltic air policing.indd   74 24/06/2016   16:16



75

THREAT ANALYSIS AND OPERATIONS

NATO SUMMIT 2016STRENGTHENING PEACE AND SECURITY

Baltic Air Policing: 
keeping the skies clear 
Regional tensions along the Russian border with the  
Baltic states have raised international concern, and  
NATO has responded with the Baltic Air Policing mission.  
Mike Bryant finds out what this entails

A mong many vital aspects of ensuring the 
security of NATO allies during peacetime  
is the Alliance’s air policing role. Preserving 
the integrity of airspace above its eastern 
allies is a particular concern, and the task  

of monitoring and reacting to any incursions over the  
Baltic states has been the responsibility of the NATO  
Baltic Air Policing (BAP) mission since April 2004. It was  
on 29 March 2004 that Latvia, Lithuania and Estonia 
attained NATO membership.

NATO air policing involves the use of an Air Surveillance 
and Control System (ASACS), as well as Air Command and 
Control and Quick Reaction Alert fighters. It is seen as a 
collective task, a responsibility that is shared among the 
Alliance’s member states. Twenty-four hours a day, 365 days 
a year, BAP interceptors must be ready to respond to any 
unusual activity in the air, whether it be an unidentified 

The NATO Air Policing mission over the Baltic states is 
based at Šiauliai air base in Lithuania, where NATO fighters 
are deployed from member nations on a rotational basis.  
At least 16 NATO nations so far have participated in the  
effort, with their aircraft seeing no shortage of action.  
NATO aircraft have repeatedly intercepted Russian aircraft 
violating allied airspace, which can then be tracked both  
from the air and from the ground.

The most recent rotation of the BAP mission took place 
on 7 January this year, when responsibility for the task 
passed from Hungary and Germany to Spain and Belgium. 
This is the 40th rotation, and Spain has taken the lead on 
the current deployment which, like the others, lasts for four 
months. Spain has based four of its Eurofighter Typhoon 
aircraft at Šiauliai, while four Belgian F-16s are based at  
Ämari air base in Estonia.

DEPLOYED ASSETS
Other aircraft deployed as part of BAP over the 12 years since 
2004 have included British RAF Tornado F3s and Typhoons, 
Polish MiG-29s, German F-4 Phantoms, US F-15 Eagles and 
F-16s from numerous other NATO member air forces.

From 2004 until early 2014, one NATO member deployed 
four fighters for the mission. However, NATO increased its 
fighter aircraft numbers assigned to BAP from April 2014  
in the wake of the Russia-Ukraine crisis. This formed part  
of the range of assurance measures put in place to reassure 
the people of NATO’s central and eastern Europe allies, 
reinforce their defence and deter potential aggression.

As part of the Alliance’s new Readiness Action Plan 
(RAP), which dates back to 2014 and NATO’s Wales Summit, 
all NATO allies are contributing to these measures on 
a rotational basis, and they can be stepped up or down 
depending on the prevailing security situation. Thus, for 
example, the four-month rotation that took over BAP on  
1 May 2014 in the wake of NATO’s Wales Summit and the 
agreement of the RAP saw Poland lead the mission with 

NATO aircraft have repeatedly 
intercepted Russian aircraft 

violating allied airspace

aircraft approaching or actually entering NATO airspace. The 
fighters will approach the threat, seek to identify it, attempt to 
communicate with it and take action as appropriate. SACEUR 
– NATO’s Supreme Allied Commander Europe – is ultimately 
responsible for all NATO air policing, including BAP.

Members of the Alliance without the resources to police 
their own airspace are aided by other NATO states, which 
provide personnel and resources. As well as Albania and 
Slovenia, the Baltic states are assisted in the form of the BAP 
mission in order to preserve the integrity of their sovereign 
airspace. While helping these nations, such assistance also 
represents the collective will and resolve of the Alliance to 
defend all of its members.
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four MiG-29s, supported by four RAF Typhoons – all based 
out of Šiauliai. Also offering support were four Danish F-16s 
operating from Ämari and four French fighters based at 
Malbork in Poland. Since late 2015, two NATO allies have  
each deployed four aircraft to the mission.

Speaking in December 2014, Colonel Audronis Navickas, 
Commander of the Lithuanian Air Force, explained the  
value of these deployments to the region. “For a decade, 
NATO’s BAP mission has been more than security  
assistance to the Baltic states. This collective effort is  
a good example demonstrating Alliance solidarity and 
commitment to provide the same standards of security  
to all its members.”

WELL-REHEARSED COLLABORATION
Between 2008 and 2015, NATO held two-day Baltic Region 
Training Events (BRTEs) three times a year. This training 
support ensured that collaboration among NATO forces – 
including the BAP mission and the defence forces of the three 
Baltic states – and with other relevant partners within the 
region was well practised. As well as improving all round 
interoperability, the exercises were designed to test and train 
the BAP forces deployed at Šiauliai, Ämari and Malbork as 
necessary. The BRTEs typically included a range of aircraft 
assets, including the fighters of the BAP mission plus an 
airborne early warning (AEW) platform, air command and 
control centres and forward air controllers.

NATO forces taking part in BRTEs typically came from 
all three Baltic states, as well as numerous other allies 
and local partners Finland and Sweden. The exercises 
incorporated interceptor and air-to-air training, as well as 
air-to-air refuelling. NATO’s AEW and Control and Reporting 
Centre at Karmelava in Lithuania provided localised control, 
with oversight from the Combined Air Operations Centre at 
Uedem in Germany. Meanwhile, close air support training was 
undertaken at Latvia’s Adazi training range.

The final BRTE was held on 29-30 September last 
year and took in 10 countries and 20 aircraft. BRTE is now 
renamed Ramstein Alloy, though the concept remains the 
same: continued training of BAP assets with regional and 
partner air forces with the aim of promoting the coordination 
and interoperability of NATO and Partnership for Peace allies. 
Ramstein Alloy 1 was held in late April. 

ABOVE: a Typhoon FGR4 flies over Lithuania, which is home to the 
NATO Air Policing mission. RIGHT: the Key to the Baltic airspace  
was handed from Spain to Portugal as a symbol of the mission 
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“When you’re in a hostile environment, miles from a safe landing 
area, the last thing you need is a question mark about reliability. 

I had complete confi dence in the  EJ200 engines,  
 allowing me to focus on the combat task.”

UK RAF Wing Commander in Libya

The EJ200: the engine 
that gets you home.
With cutting-edge technology and 
unrivalled build quality, the EJ200 
has proven time and again to be  
the most reliable engine in its class.  

To fi nd out how our market- 
leading design and maintenance 
concept ensure that you will 
always be able to fulfi l your 
operational requirements, 

visit us at www.eurojet.de
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Anti-piracy: Ocean Shield 
From a high point of more than 300 piracy events in 2010 down 
to a single attack on a merchant vessel in 2014, NATO has 
participated in a remarkable international effort to counter 
illegal acts at sea around the Horn of Africa. Alan Dron reports

I n today’s complex world, it is not often that military 
or naval actions result in almost unalloyed success. 
However, a concerted effort by NATO navies, assisted 
by other nations concerned by the upsurge of 
lawlessness in the western Indian Ocean following  

the collapse of central government in Somalia, has all  
but brought to a halt attacks on merchant ships by  
pirates operating off the Horn of Africa.

Initially a problem confined to a strip of sea off the  
Somali coast, it spread to much of the East African coast 
as pirate mother ships, working with fast skiffs, ranged 
increasingly farther afield. Eventually, maritime traffic from 
the Gulf of Aden to south of Mombasa, Kenya, and several 
hundred miles offshore was at risk.

At the turn of the last decade, the taking of vessels and 
crews for ransom had become a highly lucrative business 

for the pirates. For example, in January 2011 alone, pirates 
mounted 29 attacks, capturing six ships. The total annual 
financial impact of piracy – including ransom payments, 
increased insurance premiums, the cost of stolen goods, 
rerouting ships and the cost of naval intervention – was 
estimated at a minimum of $7 billion.

Following a crackdown by the navies of NATO and other 
countries, there has been only one successful hijacking since 
May 2012. Under Operation Ocean Shield, NATO provided 
naval escorts and deterrent patrols in the area, while 
cooperating with other counter-piracy operations such as the 
European Union’s Operation Atalanta, the US Combined Task 
Force 151 and individual country contributions from as far 
away as Japan, China and New Zealand.

As well as escorting non-naval vessels, the warships 
chased down pirate vessels, taking their crews into custody 
and, on occasion, sinking their craft when evidence of  
piracy was found on board.

NATO’s role has also included the provision of materiel 
and training to the small navies and coastguard services 
in the region, such as in the Seychelles, where pirates have 
been taken for trial after their arrest at sea. The Alliance 
has helped to provide or improve command and control 
capabilities and hasalso provided training opportunities for 
local naval forces. For example, in 2015 an agreement was 
signed between NATO and Djibouti to establish a NATO liaison 
office in the strategically located north-east-African state. 
This office will facilitate greater operational, logistical and  
administrative coordination. 

NATO warships have been patrolling an area of more 
than five million sq km off the Horn of Africa since 2008. Its 
vessels have the agreement of the Somali government to enter 
Somali territorial waters as part of their duties. Over time,  
the operation has changed in response to new tactics 
undertaken by the pirates: for instance, following an 
assessment in March 2012, more-active efforts were taken 
to disrupt the pirates’ logistics and support base. This new 
approach led to NATO warships disabling pirate vessels or 
skiffs and attaching tracking beacons to motherships in order 
that their positions could be monitored.
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NATO’s counter-piracy operations include providing support for 
small navies and security services in the Horn of Africa region,  
such as this training exercise with the Somali coastguard
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The success in virtually eliminating pirate attacks  
over the past four years means that Operation Ocean  
Shield now deploys vessels only intermittently, primarily 
during the inter-monsoon periods in spring and autumn  
when sea conditions are calmer. NATO vessels verify the 
activity of shipping off Somalia, separating out legitimate 
maritime traffic from suspected pirate vessels. Specialist 
teams can board a suspect ship to look for pirates. During 
periods when NATO ships are not in the area, maritime  
patrol aircraft fly sorties, while links to situational  
awareness systems and counter-piracy 
partners remain in place.  

Distinguishing legitimate shipping 
from pirate activity is not always 
easy. Thousands of small fishing boats 
ply their trade off the Yemeni coast, 
for example. They follow two main 
patterns of activity: day fishing by 
small traditional coastal skiffs and fishing  
dhows, accompanied by skiffs at sea for periods of up to 
20 days or longer. These longer fishing expeditions can 
sometimes appear similar to the movements of a pirate 
mothership and its raiding vessels. 

Also, some fishermen have themselves been victims of 
piracy and carry weapons for protection. There have been 
reports of fishermen firing weapons into the air, trying to 

make a merchant vessel change course in order to protect 
their fishing gear. Such actions can easily be misconstrued.

Despite the Alliance’s success over recent years in 
suppressing piracy, the problem is merely in abeyance, rather 
than having been completely solved. “Somalia remains a 
fragile state, and the potential for an attack remains high,” 

Pottengal Mukundan, Director of the International Maritime 
Bureau (IMB), warned in early 2016. The IMB runs a Piracy 
Reporting Centre, but Mukundan says: “It will only take one 
successful hijacking to undo all that has been done.” 

NATO agrees with this evaluation. It assesses that pirates 
continue to possess the intent and capacity to attack ships. In 
light of this analysis, the Alliance will maintain its counter-
piracy efforts until the end of 2016. 

Following a crackdown by the navies of 
NATO and other countries, there has been 

only one successful hijacking since May 2012

Danish Navy vessel HDMS Absalon undertakes sea training 
with Chinese guided-missile frigate Liuzhou in an example of 
international cooperation as part of NATO’s Operation Ocean Shield
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INDUSTRY PERSPECTIVE

INTERVIEW

What is Microsoft’s approach to 
cybersecurity?
Cybersecurity is central to all of 
Microsoft’s products and services 
and we have been investing signifi cant 
resources into cybersecurity capabilities 
for more than two decades. Last year 
alone, the total sum of Microsoft’s 
cybersecurity investment was over 
$1 billion. From our perspective, 
eff ective cybersecurity measures 
require a mix of state-of-the-art 
technologies, mature organisational 
processes and risk-based and outcome-
focused policy  framework. 

How important are partnerships to 
eff ective cybersecurity?
We are strong advocates of eff ective 
public-private partnerships on 
cybersecurity, which can help increase 
transparency, information-sharing and 
software assurance. In this context, 
we have recently enhanced our 
operational cooperation with key 
European cybersecurity stakeholders, 
such as national CERTS (computer 
emergency response teams), CERT-
EU and NATO’s Communications and 
Information Agency (NCIA).

On that note, Microsoft welcomes 
NATO’s cooperation on cybersecurity 

with a range of stakeholders, including 
the European Union (EU), the United 
Nations (UN), the Council of Europe 
and the Organization for Security 
and Co-operation in Europe (OSCE). 
The Alliance’s cooperation with 
other international organizations is 
key to ensure that actions are 
complementary and avoid unnecessary 
duplication of work.

 
How important is Microsoft’s 
relationship with NCIA?
The NATO Communications and 
Information Agency (NCIA) is an 
incredibly important partner to 
Microsoft. NCIA has a critical remit, 
to help ensure the security of NATO’s 
networks and support for many 
of NATO’s most essential online 
functions. The ability to assist NATO 
NCIA in meeting its assurance goals, 
sharing information with NCIA about 
new threats or vulnerabilities, and 
establishing an open channel for 
communication and coordination is key. 
Since signing the Government Security 
Program (GSP) agreement with NCIA 
several months ago, we have already 
seen information exchanges increase, 
which is exciting.

Moreover, Microsoft is an active 
participant in the NATO Industry Cyber 
Partnership (NICP), where NATO works 
with industry in an open and transparent 
manner to reinforce the resilience of 
networks and help prevent, respond to 
and recover from, cyber attacks.

How will Microsoft’s GSP improve 
NATO cybersecurity?
Microsoft’s Government Security 
Program (GSP) will provide NATO 
and the NCIA with greater assurance 

in the products and services it 
relies upon in both mission critical 
and every day operations. Through 
information exchanges, deep technical 
engagements, or source-code reviews 
in Microsoft’s Brussels Transparency 
Center, Microsoft’s GSP is a resource 
for NATO to leverage to continue to 
raise its cybersecurity capabilities and 
defend NATO cybersecurity assets. 

A practical eff ect of this agreement 
will be, for instance, that Microsoft 
will provide NCIA with data about 
hosts that have been infected with 
botnet exploits, and the Agency will 
be able use this data to identify and 
remediate potential vulnerabilities in 
these systems.

How has the GSP evolved over time?
The GSP enables governments to 
increase trust in Microsoft products 
and services by addressing assurance 
needs. Since 2002, Microsoft has used 
the GSP to provide a consistent way to 
engage with governments on security 
issues. Initially, the GSP focused only 
on access to source code. However, 
in 2013, Microsoft relaunched the 
program, providing access to our 
Transparency Centers to enable deeper 
access to investigate the integrity 
of our source code in a controlled 
and secure way, as well as providing 
information-sharing about threats 
and vulnerabilities, and technical 
data about products and services. 
The fi rst Transparency Center was 
opened in 2014 in Redmond, WA, 
followed by our Transparency Center 
for Europe located in Brussels, Belgium, 
which we opened in June 2015. Both 
Centers are accessible to members of 
our GSP program. 

CRISTIN GOODWIN
Assistant General Counsel, 
Trustworthy Computing, Microsoft

JAN NEUTZE
Director, Cybersecurity Policy EMEA, Microsoft
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Enhancing NATO’s  
cyber defences 
Ongoing evolution in the security environment of the  
Euro-Atlantic region means NATO must again adapt  
to a more complex and diverse array of challenges  
and threats, says Sorin Ducaru 

T he security environment is changing, and it is 
increasingly characterised by nation states, 
non-state actors, and criminal and ideologically 
motivated groups exploiting the world’s 
dependence upon cyberspace to do physical 

or reputational harm, wreak damage or obtain illicit 
financial gains. There is growing evidence of cyber attacks 
being employed in a coordinated way alongside traditional 
instruments of military power. 

The 2014 Enhanced NATO Cyber Defence Policy, endorsed 
by heads of state and government at the Wales Summit, links 
cyber defence to NATO’s broader raison d’être: the Alliance’s 
core task of collective defence. A cyber attack reaching the 

threshold of an armed attack could thus lead to the Alliance 
invoking Article V of the Washington Treaty, in which 
the principle of collective defence is enshrined. The 2014 
Enhanced Policy also recognises that international law  
applies to cyberspace.

To implement the Enhanced NATO Cyber Defence Policy, 
NATO is exploring new ways of fostering a positive culture 
of cyber awareness and doing business within NATO, as well 
as with its partners, international organisations such as the 
European Union (EU) and industry. 

There is increasing evidence of cyber attacks being used in  
a coordinated way alongside traditional military threats
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Recognizing and then accepting that all defenses can and will be overcome is vital to forming an effective 
cyber defense posture. Today threats evolve faster than traditional defenses can be mounted. This technology 
gap is exploited daily by those who  seek to gain access to your networks.  Active detection and response 

tasked to seek out adversary presence fills this gap, returning the initiative to you. 
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What advice do military leaders want from 
their Cyber Defense staff?
What they’ve always wanted – your considered 
subjective judgment on what risk to accept or reject; 
an understanding of the cost of both the threat and 
the cure; relayed in terms of their operation. What they 
don’t want is a dashboard. 

What is the biggest challenge to Cyber  
Security today?
There is still this prevailing thinking that technology 
will solve all our problems. The culture has to change. 
Recognizing and then accepting that all defenses can 
and eventually will be overcome is vital to realizing an 
effective cyber defense posture.

What is needed for Cyber Resilience?
Resilience is the ability to adapt to stress or adversity – 
return to original form after some imposed change.  
Achieving military cyber resilience implies granular domain 
awareness and the ability to respond to challenges to  
cyber sovereignty. Freedom of action within cyberspace 
is a pre-condition for all operations and business activities 
undertaken by any organization. Commanders must act 
decisively and win to achieve domain dominance. Without 
being equipped to know what is happening on their 
own network and rapidly respond when defenses fail, 
commanders cede the initiative to the enemy and are unable 
to effectively manage risk to mission success. 

Why is a Counter Advanced Persistent Threat 
Hunt capability mission-critical?
Traditional defensive technologies and techniques address 
99% of cyber threats. Traditional sensors and anti-virus 
software mainly detect what we already know about.  
APTs tailor their actions to specific targets and take the  
time to craft tools that evade detection. APTs are always 
new, actively controlled by humans, and their ability 
to remain hidden out-paces the development of better 
defenses. As a result commanders can’t see, can’t find,  
and can’t act to counter this threat. 

A Hunt capability pairs sophisticated detection and response 
technology with expert operators and analysts tasked to 
actively seek out APT presence within a network. 

With the fidelity of information that a host-based covert 
software agent provides, cyber defenders can detect APTs 
that traditional defensive technologies won’t. Staffs can now 
present decision-quality information so that commanders 
can have domain awareness and make risk decisions based 
on ground-truth and situational understanding. They can 
know with precision where a threat on their network is, and 
can remotely take real-time direct action through the agent 
to render that threat inert. This can happen across the entire 
network with no impact to ongoing operations. Commanders 
gain time and save costs directly by not having to physically 
deploy teams to remote locations to respond to breaches 
while retaining the availability of their assets. No more costly 
downtime or reduction in operational capability.  A counter-
reconnaissance capability is critical to winning the APT fight.

Battling Today’s Most 
Advanced Cyber Threats
by Timothy Paul Coderre,  
CSO at ARC4DIA

Timothy Paul Coderre served 25 years in the 
Canadian military where he spent his last 10 
years directing Defensive Cyber Operations 
within both the US DoD while at US Strategic 
Command and later for the Canadian DND. 
He is now Arc4dia’s Chief Strategy Officer.
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DAVID GOECKELER
INTERVIEW

T he targeted exploitation 
of Internet of Things 
(IoT) devices is a major 
trend in ICT that Cisco’s 
research team has 

observed. Attackers exploit services 
and processes in these devices, and 
use them as a foothold to pivot further 
into an organisation’s network so 
they can fi nd more valuable data. 
According to David Goeckeler, Senior 
Vice President and General Manager 
of Cisco’s Networking and Security 
Business, “Vulnerabilities often exist 
in IoT devices and systems that are 
outside of IT or security’s control 
and operate beyond security 
monitoring eff orts — devices like 
air conditioning systems or building 
door locks are great examples. 
They are also diffi  cult to patch and 
keep secure, which leaves an open 
entryway for attackers.”

This has massive implications 
for the roll-out of IoT infrastructure 
over the coming years as Gartner 
predicts that, by the end of 2016 alone, 
6.4 billion connected ‘things’ will be in 
use. Securing this many objects will be 
a challenge to say the least. “At Cisco, 
we strive to stay on the cutting edge of 
the threat landscape. We’re building a 
defence architecture that has massive 
depth and breadth and is built through 
world-class engineering and software 
development talent. Our committed 
focus is on providing security that 
will be a formidable answer to today’s 
threats,” says Goeckeler. 

It is not just IoT that is at risk, 
as Goeckeler points out: “We also 
recognise our role in helping stop large 
cyber attacks. After discovering a 
large-scale vulnerability in JBoss that 
led to ransomware attacks, for example, 

our research team enacted a disruptive 
interdiction strategy beyond our 
own customer perimeter to notify 
thousands of exploited parties, 
including schools, government 
organisations and aviation companies.

“Cisco is building eff ective security 
and services that are integrated, 
automated, open and simple to use. 
We have an unparalleled network 
presence, and we use it to deliver 
ultimate visibility and responsiveness 
that will detect more threats and help 
remediate them faster.”

 Goeckeler is quick to point out 
that the most eff ective path forward 
for cybersecurity involves active 
cooperation between government 
organisations, security researchers 
and cybersecurity companies. In order 
to make this strategy a reality, Cisco 
signed a partnership agreement with 
NATO’s IT lead, the Communications 
and Information Agency (NCIA) in 
February 2016. 

“This partnership with NATO is a 
tremendous fi rst step in that direction. 
Cyber attacks are a global problem, 

and it is going to take a global eff ort 
to stop them. Every day, the threats 
that Cisco routinely engages with 
cross international boundaries. 
Active participation from an 
international agency like NATO is 
absolutely critical to make any 
progress against an international 
threat base,” says Goeckeler. 

Cisco is actively progressing this 
partnership strategy and is open to 
dialogue with any organisation that 
can eff ect change, as it believes that 
two-way dialogue and collaboration 
will act as the foundation for protecting 
national and international businesses, 
critical infrastructure, national security 
and vulnerable economic endpoints. 

A recent study from Cisco found 
that a large majority of businesses 
see security threats as a major 
roadblock to innovation. Partnerships 
between global organisations, 
government, law enforcement and the 
companies making the technology that 
runs the internet will form the coalition 
that will return confi dence to global 
business and its progress. 

Senior Vice President and General Manager, 
Networking and Security Business Group, Cisco

NATO32j - Cisco.indd   86 28/06/2016   20:51



87

THREAT ANALYSIS AND OPERATIONS

NATO SUMMIT 2016STRENGTHENING PEACE AND SECURITY

As NATO Secretary General Jens Stoltenberg recently 
stated, NATO is founded on the idea that we can achieve 
more when we work together. For years, NATO and EU 
representatives have held high-level staff-to-staff talks to 
advance mutual cyber defence objectives. The EU has also 
observed the annual NATO Cyber Coalition exercise. 

In order to take this cooperation to a new level, NATO 
and the EU agreed on a technical arrangement in February  
that provides a framework for NCIRC and CERT-EU, the 
respective computer emergency response teams that  
the two organisations rely on to exchange information 
and share best practices on how to better prevent and 
mitigate cyber attacks. Looking ahead, NATO and the EU 
should aim to continue their work 
in improving information-sharing, 
fostering synergies when it comes to 
training and education and focusing 
on the complementary development of 
capabilities in order to boost resilience 
and avoid duplication of effort. The 
political will to further deepen relations 
and to enhance shared security seems palpable.

STABLE GLOBAL CYBERSPACE
NATO also acknowledges and observes the work of other 
international organisations, in particular those developing 
and promoting confidence-building measures and norms  
of responsible state behaviour that foster a more predictable  
and stable global cyberspace. Such organisations include  
the United Nations and the Group of Governmental  
Experts (UN GGE) and the Organization for Security and  
Co-operation in Europe (OSCE). 

Moreover, NATO observes the evolving academic 
interpretation of existing international law as applied to 
cyberspace, including the Tallinn Manual Process – an 

academic study on how international law applies to cyber 
conflicts and warfare. Ultimately, the Alliance stands to benefit  
from a norms-based, predictable and secure global cyberspace.

When it comes to industry, NATO recognises that it is a 
key player in cyberspace and sees cooperation with industry 
as a priority objective to be delivered through a NATO-
Industry Cyber Partnership (NICP), which was launched at 
the Wales Summit. The main goal of the initiative is to engage 
with interested partners from industry and academia in an 

open and inclusive manner in order to reinforce the resilience 
of networks and to foster the development of technologies to 
help prevent, respond to and recover from cyber attacks. 

The Alliance’s collaboration with the private sector 
includes the development of the Malware Information Sharing 
Platform (MISP), extensive direct interaction with industry 
and smart defence project workshops. Moreover, a total of 65 
industry representatives participated in the flagship NATO 
Cyber Coalition 2015 exercise, which drilled procedures and 
rapid coordination at both operational and strategic level 
through lifelike scenarios so that the Alliance as a whole is 
prepared, should a crisis emerge. NATO has also formalised 
its cooperation with seven allied industry partners through 
industry partnership agreements since 2014.

NATO is collaborating with the private sector to better prevent, 
respond to and recover from cyber attacks by developing tools  
and resources such as the Malware Information Sharing Platform

Ultimately, the Alliance stands to  
benefit from a norms-based,  

predictable and secure global cyberspace
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Taking into account that cyber defence encompasses 
people and processes as much as it does technology, NATO 
also wants to focus on the human factor when securing 
its systems and networks. The annual Crisis Management 
Exercise rehearses Alliance and partner consultation and 
decision-making procedures – including cyber defence – at  
the strategic political-military level against the backdrop of  
a fictitious crisis. Similarly, the NATO-accredited Cooperative 
Cyber Defence Centre of Excellence, situated in Tallinn, 
Estonia, holds an annual Locked Shields exercise for 
practitioners from allied as well as partner nations.

THE HUMAN FACTOR
At the operational level, further training events are being held 
annually at the cyber range in Tartu, Estonia, in which up to 
600 cyber defenders are engaged. The participants consist of 
experts from across the Alliance as well as NATO’s partner 
nations, the EU, and even industry and academia. 

While NATO has delivered on the mandate given by 
heads of state and government during the Wales Summit 
to further develop and consolidate cyber defences, the 

as on strengthening partnerships with partner nations, 
international organisations, industry and academia.

At this year’s summit, allies will pledge to improve 
their national cyber defence capabilities through a variety of 
concrete actions, including resourcing cyber defence, fostering 
training and a culture of cyber awareness and enhancing 
cyber defence capabilities from static to deployed networks. 

Currently, NATO is deliberating on potentially 
recognising cyberspace as an operational domain, like air, 
land and sea. This represents a consequential follow-on to 
the decision at the Wales Summit that cyber defence is part 
of NATO’s core task of collective defence. Such a recognition 
would mean that for the purposes of planning and operations, 
cyberspace would be placed on the same footing as other 
environmental domains.

However, the recognition of cyberspace as a domain would  
not change NATO’s mission or mandate, which is defensive. As 
part of efforts to strengthen collective defence in all areas as 
a response to the evolving threat landscape, it would enable 
the Alliance to better prepare and assure the protection and 
success of missions and operations. Since cyberspace is used 

threat landscape does not stand still. It is worth noting two 
illustrative developments.

Firstly, the past two years have seen the employment  
of cyber means as part of so-called ‘hybrid’ conflicts. Various 
types of cyber attack, including the disclosure of sensitive 
information and attacks against critical infrastructure,  
were observed in the prelude to the conflict in Crimea  
and Eastern Ukraine. 

Secondly, continued rapid technological evolution, 
including the ‘Internet of Things’ and artificial intelligence, 
will likely drive far-reaching changes in how the military 
relies upon technology with its attendant implications in 
terms of complexity and uncertainty.

These examples illustrate that, despite the impressive 
progress NATO has made since the Wales Summit, more 
has to be done in the context of the rapidly growing cyber 
threat. To this end, the upcoming Warsaw Summit will see 
heads of state and government place emphasis on increasing 
resilience to further develop skills and capacities, as well 

NATO’s Secretary General and Estonia’s Minister of Defence speak 
to press at NATO’s Cooperative Cyber Defence Centre of Excellence

more frequently in crises, conflicts and military operations,  
a ‘mission assurance’ focus has become more urgent. 

The Alliance promotes and welcomes efforts to foster a 
more transparent and stable cyberspace for the international 
community, through the development of norms of responsible 
state behaviour and confidence-building measures in 
cyberspace. As in all areas of action, NATO will exercise 
restraint and act in accordance with international law,  
with the central aim of strengthening the cyber defences 
of allies and contributing to a more secure, stable and 
predictable cyberspace. 

Ambassador Sorin Ducaru is Assistant Secretary General 
for Emerging Security Challenges. He is responsible for 
providing support to the North Atlantic Council and advising 
the Secretary General on the evolution of emerging security 
challenges, their potential impact on NATO’s security and  
the development of relevant policies and action plans. Ducaru 
also directs the Emerging Security Challenges Division of the 
NATO International Staff and coordinates NATO’s Science for 
Peace and Security Programme
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MICHAEL XIE
INTERVIEW

“O ver the past 
15 years since 
we created the 
company, the 
cyber threat 

has evolved at an unbelievable pace. 
Hackers have developed all kinds of 
ingenious methods to infi ltrate IT 
networks,” says Michael Xie, founder, 
President and Chief Technology 
Offi  cer (CTO) of Fortinet. The threat is 
everywhere across public and private 
organisations – banks, retailers, 
hospitals, even governments - no 
one is immune. What’s more, Xie 
has noticed a worrying trend. “The 
attacks appear to be becoming much 
more sophisticated in terms of the 
hack method and synchronisation 
between hackers located in diff erent 
parts of the world.” 

According to Xie, one of the 
biggest problems is awareness, “A lot 
of very big organisations don’t even 
realise they have been hacked. In fact, 
intruders may have been stealing their 
critical IP [intellectual property] for 
years without them knowing.” 

This is not because organisations 
are complacent. Almost everyone is 
aware of the security threats posed 
by hackers, but the challenge is 
dealing with the complexity of the 
networks and computer systems 
involved. Another issue is the age of the 
equipment itself. Most organisations’ 
IT infrastructure is built up over the 
years. Some of it is very old and some 
of it is brand new. This, says Xie, can 
often mean that, when a company 
suff ers a breach, “it is not easy for the 
available staff  to be able to fi gure out 
what technology exists within their 
system, where the data is stored and 
why it might be vulnerable”. 

FORTINET’S SECURITY FABRIC
Fortinet’s answer to this complexity 
is to reinvent the concept of the 
fi rewall, which most organisations 
have traditionally used as a perimeter 
defence system. As companies and 
public entities grow, they tend 
to introduce additional layers of 
complexity and segments into their 
network. This has a knock-on eff ect on 
the complexity of the fi rewall, which 
starts to lose its ability to act in unison 
with all of its scattered components. So 
Fortinet deploys its FortiGate fi rewall 
inside the perimeter as a security fabric 
that stretches right across the network, 
from end to end to the cloud and 
through to mobile devices. According to 
Xie, this makes the security much more 
effi  cient and reduces redundancy. 

However, it is not just the fi rewall 
itself, as Xie points out: “We have built 
in other security solutions to protect 

everything – mail servers, web servers, 
the wireless infrastructure.” 

This synchronised system is also 
continually updated with the latest 
threats via the FortiGuard service, 
which serves as an information feeder 
to make sure the rapidly changing 
threat information is fed into each 
component of the security fabric. One 
of the ways Fortinet gathers this threat 
information is through its collaboration 
with other industry players and 
organisations. Its recent signing of 
an agreement to join the NATO Cyber 
Industry Partnership is a case in point.  

“If I have 20,000 real-time 
compromised botnet IP addresses and 
new cyber attack methodologies, and 
NATO has another 20,000, maybe 10,000 
of them overlap, but each of us will 
defi nitely have unique data. Sharing 
this information makes both parties 
much more eff ective,” concludes Xie. 

Fortinet’s founder, President and CTO speaks to 
Simon Michell about the evolving cyber threats 
faced by the private and public sectors 

Fortinet’s Michael Xie (left) and the NATO Communications and Information Agency, Major 
General (Retd) Koen Gijsbers, sign a NATO Partnership Agreement on 29 February 2016

NATO323 - Fortinet.indd   89 24/06/2016   14:27



Part of the problem is that it is exceedingly difficult to 
isolate assets in cyberspace. Collateral damage to the 
ICT ecosystem stemming from attacks against potential 
government and/or military targets can be difficult 
to foresee.¹ There are acute challenges in maintaining 
proportionality and precision in the deployment of 
offensive and defensive measures,² and errors can result in 
significant risks to ICT users, considerable re-engineering 
costs across industry sectors, and other negative 
consequences. Paradoxically, governments and their 
proxies look to the global ICT industry to prevent, detect, 
respond to, and recover from nation-state attacks. 

Microsoft is not alone in recognizing the need for an 
industry role in cybersecurity norms, nor would industry 
engagement in norms be unique. In its most recent 
report, the United Nations Group of Governmental 
Experts expressly noted that the private sector and 
civil society should contribute to the development of 
cybersecurity norms.³

Cybersecurity norms are not just for governments. 
Technology users in enterprises and at the consumer 
level have expectations of the ICT industry as well. In this 
regard, it is important to recognize that industry is not 
monolithic; not every provider of IT services can be bound 
by the same rules. Global ICT providers, who make global, 
mass market products, in order protect their customers 
and be successful in the global marketplace, must focus 
exclusively on protecting users. They cannot participate in 
offensive activities and help one customer attack another. 
By contrast, there are companies that work for a single 
government and may be involved in providing IT support 
for military operations, even helping to build cyber 

weapons. Rules will have to take account of the reality 
that for some ICT suppliers taking sides in a geopolitical 
conflict would undermine trust in their product or service, 
with serious economic repercussions.

Thus, like governments, the global ICT providers must 
agree to norms that enhance trust in ICT systems. Most 
notably, companies must be clear that they will neither 
permit back doors in products nor withhold patches, 
either of which would leave technology users exposed. 
They will also address attacks – whatever their source – 
to protect customers.  These norms – like government 
defensive norms – are meant to increase confidence in the 
global ICT supply chain, as well as send a clear message 
to governments that global ICT providers will not help 
exploit ICT users, only help protect them.

While there is a strong complementary structure for 
nation-state norms and industry norms, they vary in  
two important instances: nation-states possess the ability 
to create mass effects through offensive cyber activities; 
and the global ICT industry has the ability to patch  
all customers, even during conflicts between and  
among governments.

Cybersecurity norms are particularly important to Microsoft, and the wider industry, because they 
will impact our customers, products, and services. In fact, it is commercial mass market information 
and communication technology (ICT), and the underlying infrastructure used to develop and 
operate it, that is often the battlefield for cyber conflicts and conduit for other attacks launched by 
governments and their proxies. Additionally, these ICT systems may be themselves targeted with 
serious implications for all ICT users. Similarly, as NATO member states consider the growing impact of 
cyber threats to NATO’s collective security, international norms for cybersecurity figure prominently as a 
means to limit these threats.

Controlling  
cybersecurity offense:
the need for effective norms in cyberspace

The impact of cybersecurity norms 
depends on whether they are 
implemented faithfully and whether 
violators are held accountable.

1 https://homeland.house.gov/wp-content/uploads/2016/01/Testimony-Goodwin.pdf
2 While proportionality is well-understood in the context of offensive actions (e.g., harm to the civilian population must not outweigh the military objective), even 
defensive measures may disproportionately affect other interests. For example, the monitoring of networks may affect the privacy rights of IT users. 
3 UN Group of Governmental Experts (UNGGE) Report, United Nations A/70/174, July 22, 2015: “While States must lead in addressing these challenges, effective 
cooperation would benefit from the appropriate participation of the private sector and civil society.”

The development of cybersecurity norms will require 
new forms of cooperation and possibly even new 
mechanisms or organizations. Attribution of attacks 
is one particular technology and policy area that can 
benefit from increased public and private cooperation. 
How such mechanisms or organizations should be 
developed, chartered and supported will need  
much investigation and debate from a broad range  
of stakeholders. 

The steps from articulation to implementation are many. 
We will have set backs and break-throughs followed by 
failures and discoveries. Governments and ICT global 
platform providers must find a meaningful process to 
build technological innovations that ensure national 
sovereignty and legal frameworks that enable increased 
innovation in security and resilience. The challenge is 
immense and the significance immutable. Public private 
partnerships will be the anvil on which we forge the 
cybersecurity norms to protect the foundations of the 
21st century in cyberspace.

© 2016 Microsoft. All rights reserved.

Microsoft’s Proposed Cybersecurity 
Norms for Nation-states

Microsoft’s Proposed Cybersecurity 
Norms for the Global ICT Industry

States should not target ICT companies to insert 
vulnerabilities (backdoors) or take actions that 
would otherwise undermine public trust in products 
and services.

Global ICT companies should not permit or enable 
nation-states to adversely impact the security of 
commercial, mass-market ICT products and service

States should have a clear principle-based policy 
for handling product and service vulnerabilities that 
reflects a strong mandate to report them to vendors 
rather than to stockpile, buy, sell, or exploit them.

Global ICT companies should adhere to coordinated 
disclosure practices for handling of ICT product and 
service vulnerabilities.

States should commit to nonproliferation activities 
related to cyber weapons.

Global ICT companies should not traffic in cyber 
vulnerabilities for offensive purposes, nor should ICT 
companies embrace business models that involve 
proliferation of cyber vulnerabilities for offensive 
purposes.

States should exercise restraint in developing cyber 
weapons and should ensure that any which are 
developed are limited, precise, and not reusable.

Global ICT companies should collaborate to 
proactively defend against nation-state attacks and 
remediate the impact of such attacks

States should limit their engagement in cyber 
offensive operations to avoid creating a mass event

No corresponding norm for the global ICT industry.

States should assist private sector efforts to detect, 
contain, respond to, and recover from events in 
cyberspace.

Global ICT companies should assist public sector 
efforts to identify, prevent, detect, respond to, and 
recover from events in cyberspace.

No corresponding norm for nation-states. Global ICT companies should issue patches to 
protect ICT users, regardless of the attacker and 
their motives.

The development of cybersecurity norms will require new forms of cooperation and possibly 
even  new mechanisms or organizations to effectively deal with the new challenges of today 
and tomorrow. Significantly improved public private partnership – on a global scale – will be 
essential. Governments and ICT global platform providers must find a meaningful process to build 
technological innovations that ensure national sovereignty and legal frameworks that enable 
increased innovation in security and resilience.
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Microsoft is not alone in recognizing the need for an 
industry role in cybersecurity norms, nor would industry 
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report, the United Nations Group of Governmental 
Experts expressly noted that the private sector and 
civil society should contribute to the development of 
cybersecurity norms.³

Cybersecurity norms are not just for governments. 
Technology users in enterprises and at the consumer 
level have expectations of the ICT industry as well. In this 
regard, it is important to recognize that industry is not 
monolithic; not every provider of IT services can be bound 
by the same rules. Global ICT providers, who make global, 
mass market products, in order protect their customers 
and be successful in the global marketplace, must focus 
exclusively on protecting users. They cannot participate in 
offensive activities and help one customer attack another. 
By contrast, there are companies that work for a single 
government and may be involved in providing IT support 
for military operations, even helping to build cyber 

weapons. Rules will have to take account of the reality 
that for some ICT suppliers taking sides in a geopolitical 
conflict would undermine trust in their product or service, 
with serious economic repercussions.

Thus, like governments, the global ICT providers must 
agree to norms that enhance trust in ICT systems. Most 
notably, companies must be clear that they will neither 
permit back doors in products nor withhold patches, 
either of which would leave technology users exposed. 
They will also address attacks – whatever their source – 
to protect customers.  These norms – like government 
defensive norms – are meant to increase confidence in the 
global ICT supply chain, as well as send a clear message 
to governments that global ICT providers will not help 
exploit ICT users, only help protect them.

While there is a strong complementary structure for 
nation-state norms and industry norms, they vary in  
two important instances: nation-states possess the ability 
to create mass effects through offensive cyber activities; 
and the global ICT industry has the ability to patch  
all customers, even during conflicts between and  
among governments.

Cybersecurity norms are particularly important to Microsoft, and the wider industry, because they 
will impact our customers, products, and services. In fact, it is commercial mass market information 
and communication technology (ICT), and the underlying infrastructure used to develop and 
operate it, that is often the battlefield for cyber conflicts and conduit for other attacks launched by 
governments and their proxies. Additionally, these ICT systems may be themselves targeted with 
serious implications for all ICT users. Similarly, as NATO member states consider the growing impact of 
cyber threats to NATO’s collective security, international norms for cybersecurity figure prominently as a 
means to limit these threats.

Controlling  
cybersecurity offense:
the need for effective norms in cyberspace

The impact of cybersecurity norms 
depends on whether they are 
implemented faithfully and whether 
violators are held accountable.

1 https://homeland.house.gov/wp-content/uploads/2016/01/Testimony-Goodwin.pdf
2 While proportionality is well-understood in the context of offensive actions (e.g., harm to the civilian population must not outweigh the military objective), even 
defensive measures may disproportionately affect other interests. For example, the monitoring of networks may affect the privacy rights of IT users. 
3 UN Group of Governmental Experts (UNGGE) Report, United Nations A/70/174, July 22, 2015: “While States must lead in addressing these challenges, effective 
cooperation would benefit from the appropriate participation of the private sector and civil society.”

The development of cybersecurity norms will require 
new forms of cooperation and possibly even new 
mechanisms or organizations. Attribution of attacks 
is one particular technology and policy area that can 
benefit from increased public and private cooperation. 
How such mechanisms or organizations should be 
developed, chartered and supported will need  
much investigation and debate from a broad range  
of stakeholders. 

The steps from articulation to implementation are many. 
We will have set backs and break-throughs followed by 
failures and discoveries. Governments and ICT global 
platform providers must find a meaningful process to 
build technological innovations that ensure national 
sovereignty and legal frameworks that enable increased 
innovation in security and resilience. The challenge is 
immense and the significance immutable. Public private 
partnerships will be the anvil on which we forge the 
cybersecurity norms to protect the foundations of the 
21st century in cyberspace.

© 2016 Microsoft. All rights reserved.

Microsoft’s Proposed Cybersecurity 
Norms for Nation-states

Microsoft’s Proposed Cybersecurity 
Norms for the Global ICT Industry

States should not target ICT companies to insert 
vulnerabilities (backdoors) or take actions that 
would otherwise undermine public trust in products 
and services.

Global ICT companies should not permit or enable 
nation-states to adversely impact the security of 
commercial, mass-market ICT products and service

States should have a clear principle-based policy 
for handling product and service vulnerabilities that 
reflects a strong mandate to report them to vendors 
rather than to stockpile, buy, sell, or exploit them.

Global ICT companies should adhere to coordinated 
disclosure practices for handling of ICT product and 
service vulnerabilities.

States should commit to nonproliferation activities 
related to cyber weapons.

Global ICT companies should not traffic in cyber 
vulnerabilities for offensive purposes, nor should ICT 
companies embrace business models that involve 
proliferation of cyber vulnerabilities for offensive 
purposes.

States should exercise restraint in developing cyber 
weapons and should ensure that any which are 
developed are limited, precise, and not reusable.

Global ICT companies should collaborate to 
proactively defend against nation-state attacks and 
remediate the impact of such attacks

States should limit their engagement in cyber 
offensive operations to avoid creating a mass event

No corresponding norm for the global ICT industry.

States should assist private sector efforts to detect, 
contain, respond to, and recover from events in 
cyberspace.

Global ICT companies should assist public sector 
efforts to identify, prevent, detect, respond to, and 
recover from events in cyberspace.

No corresponding norm for nation-states. Global ICT companies should issue patches to 
protect ICT users, regardless of the attacker and 
their motives.

The development of cybersecurity norms will require new forms of cooperation and possibly 
even  new mechanisms or organizations to effectively deal with the new challenges of today 
and tomorrow. Significantly improved public private partnership – on a global scale – will be 
essential. Governments and ICT global platform providers must find a meaningful process to build 
technological innovations that ensure national sovereignty and legal frameworks that enable 
increased innovation in security and resilience.
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NATO’s cybersecurity 
collective defence
Cyber intrusions represent an ever-increasing threat to  
the NATO Alliance. Simon Michell highlights the way in  
which NATO has established a series of activities, policies  
and agreements to counter them

N ATO has always kept abreast of the dangers 
of cyber attacks on its ICT (information and 
communications technology) networks and 
those of its member states, and over the years 
a consistent and collective response has been 

carefully and progressively rolled out. This is a shared and 
coordinated responsibility. 

NATO is responsible for protecting its own networks 
and the member states are responsible for their domestic 
cybersecurity. However, because NATO relies on the ICT 
networks of members to guarantee its mission success,  

and because critical national infrastructure is inherently 
tied into this mix due to the significance of its cyber 
vulnerabilities, NATO supports them in this task.

The Prague Summit in 2002 was the first NATO summit 
to put cyber on the agenda. Since then, the momentum has 
steadily gathered pace. NATO agreed its first cyber policy 
at the 2008 Summit in Bucharest. A few months later, the 
Bucharest Summit NATO established the Cooperative Cyber 
Defence Centre of Excellence (CCD COE) in Tallinn, Estonia, 
granting it full NATO accreditation. Its vision is ‘To be the 
main source of cooperative cyber defence by accumulating, 
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LUIS ALVAREZ
INTERVIEW

What experience does BT have 
working with military organisations?
BT has a long heritage of working 
with the military and, in particular, 
the United Kingdom’s Ministry of 
Defence and its NATO allies. We have 
been delivering the UK’s main military 
communications network, the Defence 
Fixed Telecommunication Service 
(DFTS), since 1997, we deliver services 
to the Defence ministries of Spain and 
Italy and we are long-standing trusted 
partners of the US Department of 
Defense. We have also been working 
with NATO for more than 12 years and 
provide it with an impressive global 
wide area network linking 60 sites in all 
28 Member States. This makes BT a key 
partner in NATO’s Connected Forces 
and Smart Defence initiatives.

How is BT able to help defence 
organisations with their data security?
As the threat landscape has been 
growing in the past fi ve to 10 years, 
security has become a very important 
focus for BT. We have seen a 1,000% 
increase in the number of attacks in 
recent months. For a sense of scale, 
when BT provided the communications 
network for the London Olympic 
Games, we repelled 11,000 malicious 
attempts on the system every second – 
and that’s nearly four years ago.

What makes us diff erent from 
other IT security providers is our 
experience protecting not only BT, but 
critical UK national infrastructure 
and securing our clients at home and 
abroad. For example, the UK’s Ministry 
of Defence ICT infrastructure faces 
constant threats from organised 
criminals, foreign intelligence 
services and disaff ected staff . With 
diff erent ICT systems in place, the 
MoD wanted to integrate its system 

security information sources to create 
a centralised security capacity and 
expand its situational awareness.

So we designed and deployed an off -
the-shelf cyber-defence solution called 
Assure Cyber. It has a powerful big 
data platform and by using a ‘super 
correlation’ engine, our analysts are 
able to proactively identify and assess 
unusual or suspicious activity and 
respond quickly. It makes the MoD better 
at spotting potential vulnerabilities, 
and that means would-be attackers 
have less chance to exploit them. 

What are some of the highlights of 
BT’s cyber security activities?
More than 50% of our top customers 
have purchased a security solution 
from us and all of our major deals now 
include a security solution as part 
of the contract. Prestigious security 
customers include the Ministry of 
Defence, Nationwide, the City of Milan, 
Unilever, NAG and many others.

We have helped to secure large-
scale events like the last NATO Summit 
in Wales as well as the 2014 Nuclear 
Security Summit in the Netherlands. 

A recent innovation in the cyber 
security fi eld is our Assure Analytics 
service, giving a more understandable 
perspective of what is happening, 
where data is fl owing to and from, 
where cyber-attacks are coming from 
and the number of those events. 

How do you think cyber security will 
evolve in the coming years?
Cyber defence will become more 
analytical and predictive. Within a few 
years, we will have real-time response 
to cyber-attacks and, therefore, the 
time it takes to respond to cyber-
attacks will reduce dramatically. 

I am extremely confi dent for the 
future in terms of BT’s cyber security 
capabilities. After all, we have one of 
the largest security organisations in the 
world with 11 global security operations 
centres; every month we block two 
million viruses and prevent fi ve million 
suspicious (and 250,000 defi nite) attacks 
on our infrastructure, and we manage 
and monitor over 40,000 security 
devices for more than 1,000 companies 
and organisations across 180 countries. 
It gives us a unique perspective. 

The CEO of BT’s Global Services 
division discusses the company’s 
cyber security capabilities

BT Global Services has 14 security operations centres around the world, giving it a unique 
perspective into the growing challenges of cyber security
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NATO SUMMITS 
EVOLVING THE 
ALLIANCE’S 
CYBER POLICY

2002 2003 2004 2005 2006 2007 2008

PRAGUE: First summit to put 
cyber defence on the Alliance’s 
political agenda

RIGA: Allied leaders reiterate 
the need to protect NATO 
communications systems

BUCHAREST: NATO 
adopts its fi rst formal 

policy on cyber defence

KEY DATES 
FOR NATO 
CYBER POLICY

JUNE: Cyber attacks on Estonia force NATO 
Defence Ministers to boost cyber defences

MAY: NATO establishes the CCD COE in Estonia

NOV: The CCD COE holds the fi rst Cyber Coalition exercise  

NOTABLE CYBER 
ATTACKS ON 
NATIONAL 
AGENCIES

2006 2007 2008 2009 2010

NASA is forced to block emails 
with attachments, fearing an 

imminent cyber attack

Estonia is hit by large-scale 
DDOS attacks following a 

spat with Russia

US Secretary of State’s 
private email account is hacked 

by unknown foreign intruders

China accuses the 
US and Taiwan of 
planting spyware on 
its IT systems

Georgian computers 
are hacked during 

confl ict with Russia

US Democratic 
and Republican 
Party databases 
are downloaded by 
unknown intruder

Israeli internet 
infrastructure is 

attacked during the 
Gaza confl ict

The so-called 
Iranian Cyber 
Army attacks 
China’s Baidu 
search engine

Stuxnet malware 
is discovered in an 

Iranian nuclear plant

creating and disseminating knowledge and related matters 
within NATO, NATO nations and partners’. Ironically, Estonia 
had fi rst suggested such an institution when it became a 
member in 2004, about three years prior to suff ering what 
is considered to be the fi rst concerted and organised cyber 
attack on a national government.

At the 2010 Lisbon Summit, NATO adopted a New 
Strategic Concept entitled Active Engagement, Modern 
Defence. In its Security Environment chapter on threats 
facing the Alliance, it underlined the need to protect ICT 
systems, pointing out that cyber attacks are becoming “more 
frequent, more organised and costlier”. Signifi cantly, it stated 
that they can reach a threshold that threatens national and 
Euro-Atlantic prosperity, security and stability. 

One year after the massive cyber attack on Estonia, NATO 
established the Cooperative Cyber Defence Centre of Excellence 
in Tallinn, Estonia, granting it full NATO accreditation
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Moreover, NATO was willing to point the fi nger of 
suspicion, noting that “Foreign militaries and intelligence 
services, organised criminals, terrorist and/or extremist 
groups can each be the source of such attacks”. The result 
was that NATO’s principal political decision-making body, the 
North Atlantic Council (NAC), was tasked with developing an 
in-depth cyber defence policy and action plan. This second 
cyber defence policy was approved a year later in 2011. 

The next step was to integrate cyber defence into 
NATO’s Defence Planning Process. This was done in April 
2012, a month before the Chicago Summit. When that ended, 
the offi  cial declaration stated: “Building on NATO’s existing 
capabilities, the critical elements of the NATO Computer 
Incident Response Capability (NCIRC) Full Operational 
Capability (FOC), including protection of most sites and users, 
will be in place by the end of 2012.” It then went on to confi rm 
that “We have committed to provide the resources and 
complete the necessary reforms to bring all NATO bodies under 

2009 2010 2011 2012 2013 2014 2015 2016

LISBON: The NAC is tasked 
with developing an in-depth 
cyber defence policy and 
action plan

CHICAGO: NATO agrees to bring 
all communications networks 
under centralised protection  

WALES: An enhanced 
cyber policy and action 
plan is endorsed

JUNE: NATO Defence Ministers approve 
the second cyber defence policy

APRIL: Cyber defence is integrated into 
the NATO Defence Planning Process

APRIL: The Defence Policy and 
Planning Committee (Cyber Defence) is 
renamed the Cyber Defence Committee

MAY: NATO Computer Incident 
Response Capability (NCIRC) 

achieves full operational capability

JUNE: Defence Ministers endorse 
a new Cyber Defence Policy

SEPT: NATO launches the NATO 
Industry Cyber Partnership (NICP)

SEPT: NATO includes cyber defence as 
a core part of collective defence

APRIL: The Alliance hosts 
the fi rst NATO Cyber 
Defence Smart Defence 
Projects Conference

FEB: NATO and the EU 
conclude a Technical 

Arrangement on 
cyber defence

MARCH: 
The NCIA signs 
partnership deals 
with Cisco 
and Fortinet

2011 2012 2013 2014 2015 2016

Canadian agencies are attacked, 
forcing the Finance Ministry to 
disconnect from internet

Russian cybersecurity fi rm 
Kaspersky discovers Red 

October global cyber attack

US Deputy of Defense reveals 
24,000 DoD fi les were stolen from 
a defence contractor’s system

South Korean fi nancial 
institutions and YTN 

broadcaster are infected

The US Postal Service 
admits loss of data on 
2.9 million customers

The US Offi  ce of Personnel 
Management confi rms 
theft of data on 4 million 
government employees

Australia’s Prime Minister 
reveals a cyber attack on 

Bureau of Meteorology

Source: NATO Review Magazine, ABC, BBC, CNN

centralised cyber protection, to ensure that enhanced cyber 
defence capabilities protect our collective investment in NATO”.       

Moving two years forward to the 2014 Wales Summit, 
NATO endorsed an Enhanced Cyber Defence Policy and raised 
the stakes in the face of the relentless rise in the number 
of cyber attacks around the world. “The policy reaffi  rms 
the principles of the indivisibility of allied security and of 
prevention, detection, resilience, recovery and defence.” This 
eff ectively meant that a cyber attack on a nation could trigger 
Article 5 of NATO’s founding treaty, which states that an 
attack on one NATO member is an attack on them all. 

ENHANCING CYBER DEFENCE
According to Ian West, NATO’s Chief of Cyber Security within 
the NATO Communications and Information Agency (NCIA), 
“the NCIRC is responsible for the cyber defence of all NATO 
sites, whether they are those of static HQs or HQs deployed 
for operations or exercises”. The problem with cyber defence, 
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MARK MCLAUGHLIN
INTERVIEW

What military/security organisations 
does Palo Alto Networks support?
Palo Alto Networks is committed 
to partnering with responsible 
governments and militaries around 
the world to collectively enhance the 
global cybersecurity ecosystem. We 
are proud to have a large presence 
in major military organisations 
around the world. 

Our presence extends far beyond 
technology to include leadership 
in fostering public-private sector 
dialogues, supporting cybersecurity 
information-sharing initiatives and 
helping executive multinational 
cybersecurity exercises.

 
What is your relationship with NATO?
Palo Alto Networks has a robust and 
multidimensional partnership with 
NATO, both as an organisation and 
with individual Member States. We 
participate in a range of initiatives, 
from strategic policy-oriented 
cybersecurity discussions at the 
executive level to more technical 
information-sharing initiatives, such as 
the recently launched NATO Malware 
Information Sharing Platform (MISP). 

Furthermore, Palo Alto Networks 
has supported multiple multilateral 
military communication readiness 
exercises, including Exercise Combined 
Endeavor – an annual activity that 
features armed forces from more than 
40 NATO Member States, Partnership 
for Peace nations and other strategic 
security partners.

What is Palo Alto Networks 
core competency?
Our core competency is disruptive 
technical innovation in a very fast-
moving security landscape. This is 

important because our mission at Palo 
Alto Networks is to protect our way of 
life in the digital age. 

In order to close the gap and 
make successful cyber breaches a 
thing of the past – or at least 
dramatically reduce the volume we 
are seeing today – organisations 
need a prevention-minded security 
platform with built-in automation 
and leverage that can operate at scale 
in today’s modern diversifi ed and 
distributed computing environments. 
We have just such a platform. 

mobile networks. They can do this 
while maintaining complete visibility 
and control, to protect their most 
valued data assets and critical 
control systems.

In addition, our Unit 42 threat 
intelligence team has become a 
trusted source for technical cyber 
threat information for government 
and military entities around the globe. 
Furthermore, we commonly lend our 
cybersecurity expertise to military-
centric cybersecurity forums, serving 
as the exclusive sponsor for the last 

Palo Alto Networks’ Chairman, 
President and CEO discusses the 
company’s cybersecurity services

What range of cybersecurity 
solutions does Palo Alto 
Networks off er?
The Palo Alto Networks Next-
Generation Security Platform enables 
automated protection against 
cyberattacks wherever data travels 
or resides – endpoints, datacentres, 
SaaS (software as a service) 
applications or the cloud. With our 
platform, Palo Alto Networks aims to 
redefi ne cybersecurity with a breach 
prevention mind set. 

Real-time detection and protection 
is what enterprises need to prevent 
successful attacks against their 
systems. Only built-in automation and 
ecosystem leverage enable high rates 
of prevention. With our platform, 
organisations can confi dently pursue 
a digital-fi rst strategy as they 
implement key technology initiatives 
within the cloud and increasingly 

two years of the Joint Cybersecurity 
Summit at West Point. 

What makes Palo Alto Networks 
diff erent in terms of its 
cybersecurity off erings?
Organisations all over the world 
rely on Palo Alto Networks to detect 
and prevent advanced cyber attacks 
while safely enabling applications. We 
are delivering that approach with a 
true, next-generation platform that 
integrates and automates breach 
prevention capabilities. It is extensible 
and fl exible enough to address the 
ever-changing security landscape 
and provides consistent security 
in both physical, virtual and cloud 
environments. Another absolutely 
key aspect is that it leverages the 
ecosystem eff ect of our expanding 
customer base so that our customers 
do not have to fi ght this battle alone. 
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however, is that it is such a huge and all-encompassing task. 
NATO cyber expert Alex Vandurme, who helped to set up the 
NCIRC, says: “Our greatest challenge is a bit like defending 
a skyscraper. We have to close each door and window, while 
hackers only need to find one open to get in.” And it is true 
that hackers are always trying to intrude on NATO networks. 
The Alliance has to deal with an eye-watering 200,000 cyber 
events every day. Although not all of these are serious, 
on average at least 10 of them turn out to be sophisticated 
attacks requiring remedial action. 

Some of these attacks require high levels of cyber 
expertise that are not always available 
where the cyber intrusion has been 
detected. Therefore, the NCIRC keeps 
a special six-man team of cyber 
technicians, known as the Rapid 
Reaction Team, on alert. It is their job 
to go out at short notice to deal with 
an attack that affects the operational 
capability of a NATO system. They can also be deployed to 
assist a member state in the event of a significant cyber 
attack, should the affected nation request help.

STRATEGIC CAPABILITIES
The Rapid Reaction Team is a relatively modest resource,  
but one that constitutes a strategic core capability that, 
according to Suleyman Anil, Head of the Cyber Defence 
Section of the Emerging Security Challenges Division at  
NATO HQ in Brussels, would be reinforced, as required,  
by experts from the member states. These experts, who  
are typically drawn from national Computer Emergency  

Response Teams (CERTS), are not the only ones to be  
involved in this type of reinforcement effort. In February 
2016, the Alliance signed the NATO-EU Technical 
Arrangement on Cyber Defence between the NCIRC and the 
EU Computer Emergency Response Team (CERT-EU). 

Increasingly, a number of industry players are also being 
brought into the fold to share information and expertise 
through the NATO Industry Cyber Partnership (NICP), 
which was endorsed at the 2014 Wales Summit. The NICP 
acts as a hub for a mixture of large and small commercial 
organisations. Household names such as Cisco are involved, 

as are less-well-known organisations such as Fortinet, which 
signed a partnership agreement with NATO in March 2016 –  
a month after Cisco signed its own agreement. 

Cyber defence has now become an integral and 
integrated everyday NATO task. According to Jamie Shea, 
Deputy Assistant Secretary General for Emerging Security 
Challenges at NATO: “the number of cyber attacks is rising 
every day, whether they be against NATO systems or against 
the vital systems of our member nations. NATO must be able 
to offer cyber defence assistance to its members to help them 
guard against these attacks, to detect them, and – once they 
have happened – to react swiftly to limit the damage.” 

Head of the CERT-EU Freddy Dezeure and Chief of NATO Cyber Security Ian West sign the Technical Arrangement on Cyber Defence
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The Alliance has to deal with 200,000 
cyber events every day. On average,  

10 of them turn out to be sophisticated attacks
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PIERRE ROBERGE
INTERVIEW

A rc4dia Cyber Defense is 
a company founded out 
of the frustrations its 
Chairman experienced 
as a cyber specialist 

in the Canadian national security 
community. As far back as 2003, 
Pierre Roberge was astonished by 
the lack of awareness that existed 
within government and private 
organisations when it came to the 
cyber hackers who were stealing 
massive amounts of precious 
information and intellectual property 
on a daily basis. He was equally 
dismayed by the lack of suffi  ciently 
robust tools to defend against them. 

“This is what propelled the 
formation of Arc4dia,” he explains, 
“I was – and still am, apart from a few 
exceptions – completely unimpressed 
with the solutions being off ered and 
what they profess to perform against 
sophisticated threats: malicious, but 
skilful, actors that require a response far 
more robust than automated technology 
scanning systems and cross-referencing 
a database of known threats.” 

Consequently, Roberge set about 
hand-picking cyber experts from teams 

across government and industry with 
similar experience to his in order to 
create a viable cyber security solution.

In 2010, Arc4dia Cyber Defense 
was formed. In Roberge’s words: 
“We made it our mission to develop a 
world-class platform and accompanying 
service that would defend against the 
sort of Advanced Persistent Threats 
[APTs] we had been observing, as well 
as future threats. In many ways, we 
built the technology we always wanted 
while working in government, but were 
never able to fi nd.”

The result of their eff orts is a 
proprietary cyber defence platform, 
known as SNOW. Roberge is keen to 
point out that this is not a passive 
system like a fi rewall or cryptography. 
This is an active system that can go 
out to seek and destroy. Roberge likens 
it to an air-defence system comprising 
radar and missile systems as well as 
its own air-defence fi ghter aircraft. 

“We are constantly active, 
searching, detecting and taking 
action,” he says. “We use SNOW 
agents as our airplanes and our 
radars. They can take the necessary 
action to neutralise the threats.”

There is a new term for this type 
of cyber defence. It is called ‘hunting 
malware’. It is the next step, and 
Arc4dia is in the vanguard of this new 
concept. “When a government uses 
our system in a protected environment, 
we can either participate in the hunting 
or they can do it on their own. Arc4dia 
will train their hunting teams up to the 
required levels to do it by themselves.”

The company is gaining an 
enviable reputation for its cyber 
defence capabilities. For the past few 
years, and in support of the Canadian 
Government, it has been supporting the 
Ukrainians by helping them to build 
up their cyber defence capabilities. 
More recently, it has been invited to 
participate in exercises run by the 
NATO Cooperative Cyber Defence 
Centre of Excellence (NATO CCD COE) 
in Tallinn, Estonia, as well as other elite 
cyber exercises in the United States.

In what has become an unrelenting 
game of cat and mouse, Roberge’s 
team is constantly enhancing the 
SNOW platform in order to stay 
ahead of the incessant entry of new 
threats that are continually morphing 
to avoid detection. 

Arc4dia Cyber Defense’s Chairman 
talks to Simon Michell about the 
cybersecurity challenges facing 
Alliance members
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N ATO’s Connected Forces Initiative (CFI) 
aims to enhance interconnectedness and 
interoperability, both among allied forces 
and with NATO partners. It is viewed as a 
fundamental tool in the realisation of NATO 

Forces 2020, which is described as “a coherent set of 
deployable, interoperable and sustainable forces equipped, 
trained, exercised, commanded and able to operate  
together and with partners in any environment”. As such, 
CFI is key to ensuring not only that NATO forces are  
capable of undertaking any mission that is required of  
them today, but also that they will also be capable of 
tackling any future challenges as they arise.

CFI brings together a comprehensive education, training,  
exercise and evaluation programme with the latest technology  
in order to ensure that allied forces will be able to cooperate 
effectively at all times. It is also a means to deliver the various 
training and exercise elements of NATO’s Readiness Action 
Plan (RAP). It seeks to build on progress made within NATO in 
terms of interoperability based on multinational deployments 
in locations as far afield as Afghanistan, Libya, the Horn of 
Africa and the Balkans.

While interoperability does not necessarily mean that 
NATO forces all have common equipment, it is vital that 
the equipment can interact, connect and communicate. 
Interoperability in the context of CFI will involve technical 
(including hardware, equipment, armaments and systems) 
and procedural (including doctrine and training) dimensions.

 
COMPONENTS AND COMMITMENTS
CFI dates back to 2012 and the Alliance’s newly created 
Chicago Defence Package, which established the NATO Forces 
2020 strategy – the vision of modern, tightly connected 
forces able to operate seamlessly in any theatre and in any 
environment. The Chicago Defence Package incorporated a 
range of measures, both old and new, and introducing the CFI.

Two years later, the Alliance’s 2014 Wales Summit saw 
NATO leaders give a firm commitment to the new RAP, 
regarded as vital in light of the evolving threats faced by 
NATO at the time. Leaders also committed to six key CFI 
component strategies. The first CFI commitment concerns 
an updated Education, Training, Exercise and Evaluation 
(ETEE) policy. Encapsulated within a long-term document that 
reflects policy guidance from above, ETEE offers direction 
and guidance to all strategic commands throughout NATO 
in relation to education, training, exercises and evaluation 
of individuals, units, formations and headquarters. It also 
addresses the need to link national and NATO exercises.

ENSURING EFFECTIVENESS
The second concept to form part of the CFI package, endorsed 
in September 2014 at the Wales Summit, concerns a broader 
NATO training concept covering the 2015-20 period and is 

Connecting forces in an 
interoperable NATO
Interoperability and rapid reaction are key to dealing with  
the current security challenges facing NATO. Mike Bryant 
explains how the Connected Forces Initiative is generating, 
supporting and exercising those capabilities

Soldiers in the Portuguese Naval Special Forces (Destacamento  
de Acções Especiais) move as a buddy team while clearing a ship  
in Lisbon during Exercise Trident Juncture
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Portuguese, British and US marines storm the beach in  
Troia, Portugal, during Exercise Trident Juncture
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designed to ensure that the Alliance maintains and further 
improves its readiness, interoperability and operational 
effectiveness. Key to this is the use of modern education  
and training methodologies, such as e-learning, but this 
aspect of the package also addresses three of the vehicles 
used by NATO as part of its CFI initiative: bolstering the  
NATO Response Force (NRF), reinforcing Special Operations 
Forces (SOF) and improving linkages between the NATO 
command structure, the NATO force structure and – where 
appropriate – national headquarters.

The third part of the plan relates to the commitment 
to hold a flagship exercise for CFI in 2015. Exercise Trident 
Juncture involved no fewer than 36,000 personnel from  

more than 30 allied and partner nations, and displayed the 
Alliance’s capabilities in modern, joined-up warfare.

Other major NATO exercises for 2016 and beyond have 
been given approval as part of an operationalisation of ETEE 
policy. Aiming, at its most basic level, to allow forces to 
communicate and work effectively with each  
other, CFI seeks to make the best possible use of education,  
training and exercises to improve interoperability.

The Wales Summit also saw NATO leaders agree to 
exploit changing technologies, wherever possible, as a 
component of CFI. The delivery of a Federated Mission 
Networking framework – to allow rapid interconnection 

within the Alliance and with external partners in support 
of training, exercises and operations, as well as day-to-day 
collaboration – forms the centrepiece of this effort.

Finally, it was decided in Wales to declare the newly 
formed Special Operations Component Command fully 
operational. This is responsible for command and control 
over NATO SOF within the NRF. Lying beneath the 
operational command of the Supreme Allied Commander 
Europe (SACEUR), it provides a vehicle for greater SOF 
interconnectedness as well as command and control.

Created in 2002, the NRF is a 
highly capable, rapid-reaction joint 
multinational force. As well as having  
a vital operational role, the NRF is  
also a tool for promoting cooperation in 
education and training, exercises and 
the improved use of technology. On 21 
February 2013, NATO defence ministers 

agreed that the NRF would lie at the core of CFI and the 
maintenance of NATO’s readiness and combat effectiveness.

As one of the measures contained in the new RAP of 2014, 
NATO leaders agreed to create a new spearhead force within 
the NRF. Known as the Very High Readiness Joint Task Force 
(VJTF), it not only allows the Alliance to respond to a crisis 
of any sort anywhere in the world, but it is also regarded as a 
driving engine for NATO’s military transformation. The VJTF, 
which consists of a multinational land brigade of around 5,000 
troops with air, maritime and SOF units available, participated 
in its first deployment exercise in Poland in June 2015, and 
then took part in Trident Juncture later in the year. 

The Connected Forces Initiative seeks to  
make the best use of education, training 

and exercises to improve interoperability

4.1 Connected Force Initiative-v2.indd   101 24/06/2016   16:41



102

COLLECTIVE DEFENCE

NATO SUMMIT 2016 STRENGTHENING PEACE AND SECURITY

M
IC

H
AŁ

 Z
IE

LI
Ń

SK
I /

 N
AT

O

4.3 Putting plans into action.indd   102 24/06/2016   16:46



103

COLLECTIVE DEFENCE

NATO SUMMIT 2016STRENGTHENING PEACE AND SECURITY

T he ability to get to a trouble spot swiftly with 
sufficient strength and firepower to quell a 
situation – or, preferably, prevent that situation 
from even occurring through a deterrent show 
of force – is vital. That is why NATO decided to 

establish the NATO Response Force (NRF). 
The NRF is a high-readiness, technologically advanced 

multinational force composed of land, air, maritime and 
special forces components that NATO can deploy quickly to  
wherever it is needed. It was declared operational in 2003.  
However, in 2015, in response to the unsettled international 
situation on Europe’s borders, the NRF was tripled in size to 
40,000 troops. NATO members had previously decided in 2014 
to enhance the NRF by creating a spearhead force within it: 
the Very High Readiness Joint Task Force (VJTF). 

Like the NRF, VJTF units are based in their home 
countries, but are able to deploy to wherever they are needed 
for crisis response. Some VJTF units will be able to move 
within 48 hours, while the rest can move within seven days.

Operational command of the NRF alternates between 
NATO’s two Joint Force Commands in Brunssum, Netherlands 
and Naples, Italy. Joint Force Command (JFC) Brunssum is the 
lead headquarters for the NRF during 2016. During this year, it 
is supported by the following command and control elements:

 ~ Land: Spanish NATO Rapid Deployable Corps (NRDC)
 ~ Maritime: United Kingdom Maritime Force (UKMARFOR)
 ~ Air: Italian Joint Force Air Component Command (JFAC)
 ~ Special Operations: United States Special Operations 

Command Europe
 ~ Logistics: Joint Logistics Support Group (JLSG) from  

JFC Brunssum
 ~ Multinational: Chemical Biological Radiological Nuclear 

(CBRN) Battalion, led by Poland 

Air, land, maritime, special forces and logistics troops 
from across the Alliance have been placed on a high level of 
readiness to support NRF 2016 if required. For reasons of  
operational security, details of the exact composition, 
locations and readiness of these forces are not publicly 
available. The VJTF comprises a multinational brigade made 
up of approximately 5,000 troops with up to five manoeuvre 
battalions, supported by air, maritime and special forces. 
Once fully operational, the VJTF will be supplemented by  
two additional brigades as a rapid reinforcement capability  
in case of a major crisis.  

The swift arrival of this small but capable force is 
intended to send a message to any potential aggressor that 
any violation of the sovereignty of one NATO nation will  
result in a response from all 28 members of the Alliance.

Putting plans 
into action
Instability on NATO’s borders over the past couple of years  
has highlighted a need to establish a force of sufficient  
strength to intervene quickly and effectively during a crisis. 
Alan Dron investigates how the NATO Response Force is 
stepping up to that challenge 

(Above and left) Spanish artillery from Galicia VII battalion train  
on home soil at San Gregorio during Exercise Trident Juncture
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The VJTF concept was developed and tested in 2015, with 
the land component of the ‘traditional’ NRF 2015 acting as an 
interim VJTF. A series of exercises, trials and evaluations  
took place, including Exercise Noble Jump in April and June 
2015, which refined NATO’s ability to deploy troops at short 
notice in response to an evolving crisis. Also, last autumn, 
Exercise Trident Juncture was held – NATO’s most ambitious 
exercise in more than a decade – to demonstrate that high-
readiness forces could be deployed within a matter of days. 
The development and enhancement 
process of the VJTF concept will 
continue throughout 2016, with at  
least another three major exercises.

A significant issue in deploying 
swiftly and with sufficient force to 
confront a threat is the ability to move 
items of heavy equipment, such as 
armoured vehicles and artillery pieces, to where it is needed. 
This requires heavy airlift capability. While improvements 
are being made, with several European air forces beginning 
to receive the Airbus A400M heavy transport aircraft, the 
Alliance’s standard tactical transport remains the Lockheed 
Martin C-130 Hercules. Although it is a stalwart performer, 
the C-130 has limitations in terms of the size of its cargo 
compartment. This means that US Air Force units flying  
the Boeing C-17 strategic airlifter will be required to assist  
in moving large items of equipment. Partly to get around  

this difficulty, the US has started to pre-position heavy 
equipment at several central European and Baltic locations,  
to be used by incoming personnel.

Once equipment starts to arrive, there is also the 
question of host-nation support. To this end, studies are 
under way to determine whether sufficient infrastructure 
exists to enable this rapid reinforcement. Furthermore, 
intelligence capabilities, to gain a clearer idea of warning 
signals, also need to be enhanced. 

With this in mind, rapid deployment of the VJTF will be 
facilitated by small command and control nodes called NATO 
Force Integration Units (NFIUs). Each is around 40 personnel 
strong, and they have been established in Bulgaria, Estonia, 
Latvia, Lithuania, Poland and Romania. Two further NFIUs 
will be established in Slovakia and Hungary in 2016 and 2017 
respectively. NFIUs work in conjunction with host nations 
to identify logistical networks, transportation nodes and 
supporting infrastructure in order to ensure that VJTF units 
can deploy as quickly as possible. 

The strength and readiness of the NRF Spearhead Force was tested during Exercise Noble Jump in April and June 2015

Exercise Noble Jump refined NATO’s 
ability to deploy troops at short notice  

in response to an evolving crisis
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Tried and tested
The Trident Juncture exercise in 2015 gave visibility to a new 
concept of readiness in any part of the world, and paved the 
way for this year’s Trident Jet exercise, says Artur Jorge Girao 

S ince the end of the Cold War years, NATO 
has adapted to new realities. In 1995, the 
Alliance entered a new phase that led military 
interventions first in Europe and, soon after, 
began operations in distant theatres, most 

notably in Afghanistan and the Indian Ocean.
In recent years, the Alliance has acted in Libya, ended 

the mission in Afghanistan, and is back in Europe. Attention 
has turned to the East and Mediterranean region as NATO 
acts upon the principles of collective defence.

This position stems from the NATO Wales Summit that 
took place in September 2014, which approved the Readiness 
Action Plan with two types of measures:

 ~ Assurance measures: increasing the military presence  
in Alliance countries to ensure the increased capacity  
of dissuasion.

 ~ Adaptation measures: introducing changes that increase 
the military capability of the Alliance.
It is in this environment that the Alliance decided to 

develop the Trident Juncture exercise involving the countries 
of Southern Europe – Trident Juncture 2015 took place 
primarily in Spain, Italy and Portugal – giving visibility to 
this new concept of readiness in any part of the globe, with 
a special focus on Europe. This was the biggest exercise that 
NATO has accomplished in the past 13 years. It marks the 
return of the Alliance’s attention to Europe and was their 
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response to the new aggressive policy of the present Russian 
leadership towards Europe. In the official doctrine of the 
exercise, NATO aimed to demonstrate the preparation and the 
interoperability of allied capabilities for collective defence and 
crisis management. It also sought to give a joint response to 
threats future and present, which include so-called Islamic 
State and Russian President Vladimir Putin’s neo-imperialism. 

Of this new approach, during the exercise’s opening 
ceremony NATO Deputy Secretary General Alexander 
Vershbow said: “In this new world, NATO’s allies and partners 
must be able to move quickly and act decisively.”

In figures, the live military training element of the 
exercise, which opened on 19 October 2015, included more  
than 230 units, 140 aircraft and 60 ships. More than 
12 international organisations, aid agencies and non-
governmental organisations – such as the European Union and 
African Union – participated in the exercise, demonstrating 
NATO’s commitment and contribution to a comprehensive 
approach. Non-NATO participants included Austria, Australia, 
Bosnia and Herzegovina, Finland, the Former Yugoslav 
Republic of Macedonia, Georgia, Sweden and Ukraine.

A COMPREHENSIVE APPROACH
NATO is adapting to a new reality and is looking at various 
ways to improve its situational awareness in and around  
the Mediterranean, with plans to increase its drone presence 
in southern Italy. The focus on maritime quick strike 
capabilities comes as allies examine how to enhance their 
presence around the Mediterranean, where Russia has a 
growing naval presence. Meanwhile, allies will also continue 
to look for ways to increase their presence in the Baltics 
and Eastern Europe, where NATO has sought to enhance its 
presence as a means for reassurance and sending a deterrent 
signal to Russia.

It is not difficult to understand that NATO’s main goal is 
to be able to defend any ally against any threat and, most of 
all, advertise this intention to all potential threats.

achieved, and so the following exercise, Trident Jet 2016, 
will continue to pursue this goal, showing that NATO stands 
strong and capable to defend its allies, operating within 
multiple national forces and with modern equipment.

Trident Jet 2016 will serve as the main event to a 
series of traditional exercises and comprehensive planning 
processes that are already undertaken by NATO’s central 
command. The aim of Trident Jet is to prepare and certify the 
Air Component Command in Ramstein while serving within 
a joint operational-level headquarters. The unique event will 
involve around 70 key personnel directly supported by other 
NATO organisations and commands. 

Artur Jorge Girao is Vice President of the Atlantic Treaty 
Association, Member of the Atlantic Association of Portugal 
and founder of YATA Portugal. He currently works in the 
Portuguese Immigration and Borders Service, developing 
functions as Head of Unit at the Central Directorate for 
Management and Administration. He serves as a lecturer  
and moderator at conferences on political, security and 
defence issues

NATO aimed to demonstrate 
the preparation and 

the interoperability of allied 
capabilities for collective defence 

Trident Juncture 2015 gave visibility to a new concept of readiness 
in any part of the world, and marked the return of NATO’s attention 
to Europe in response to increasing aggression from Russia

Looking to the present international context, it is easy 
to understand that the geopolitical situation is considerably 
more unstable with multiple threats and humanitarian 
questions mixed with the security of states and civil society. 
Therefore, the approach to new challenges must be taken at 
a different level. For many international analysts, this is the 
return of the ‘Cold War period’, but with new mechanisms, 
new technologies and new challenges.

BROAD OBJECTIVES
Another objective of Trident Juncture 2015 was the evaluation 
and certification of the Joint Forces Command Brunssum 
for 2016, in order to improve the interoperability and 
connectedness of the nations involved while operating with 
technologically advanced forces and means. This goal was 
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DEFENCE CAPABILITIES

On the front line of 
NATO planning

A fter serving for 32 years 
in the US Navy, Admiral 
Mike Lyden accepted a 
new challenge: running 
NATO’s Support and 

Procurement Agency (NSPA) in 
Capellen, Luxembourg. This is a 
big task, as NSPA is one of two 
agencies that came out of the 
reforms agreed at the NATO 
Lisbon Summit in 2010. 

“We started as the NATO Support 
Agency and then, in 2015, we added 
the procurement role so that we 
could undertake major systems 
acquisitions on behalf of NATO,” 
says Lyden. This gave NSPA three 
key roles: procurement, logistics and 
services across a huge capability 
portfolio, which includes everything 
from strategic transportation and 
storage and fuel management to 
strategic airlift, logistics and systems 
acquisition, as well as supporting 
NATO operations and exercises. 

NSPA has never been so busy. 
“People assume that with the drawing 
down of the Resolute Support Mission 
in Afghanistan, NSPA’s business will 
decrease. Nothing could be further 
from the truth,” says Lyden. “In terms 
of turnover, we have gone up from 
$500 million to $3.4 billion over the 
last decade. We have experienced 
a jump of 40% in growth in the past 
four years alone.” 

INCREASED SUPPORT
NSPA has taken on the fuel services 
task for NATO in Afghanistan, as well 
as supporting the four main military 
hubs. Added to that, the Agency is 
expanding its role in Kosovo and 
ramping up support to NATO’s more 
recent activities in the Baltics and on 
the eastern European border. NSPA is 
also supporting several activities in 
Mali and North Africa.

“Since 2013, we are the Contract 
Integrator for SHAPE (Supreme 

Headquarters Allied Powers Europe) 
and now have key planning and 
liaison personnel in Mons, Belgium; 
Brunssum, the Netherlands; Naples, 
Italy; and Izmir, Turkey,” says Lyden. 
“As such, we are a key enabler in the 
planning and preparation process for 
NATO’s Readiness Action Plan, which 
is the most signifi cant reinforcement 
of the Alliance’s collective defence 
since the Cold War.” 

Within its procurement role, NSPA 
is also leading the multinational Multi-
Role Tanker Transport Fleet (MMF) 
project. For this, NSPA is partnering 
with the European Organisation for 
Joint Armament Cooperation (OCCAR) 
to purchase the A330 refuelling fl eet as 
part of the MMF project.

The Agency also serves as the 
life-cycle management agent for 
NATO’s Alliance Ground Surveillance 
programme, which is procuring the 
RQ-4 Global Hawk derivative unmanned 
aerial vehicle. On top of all that, Lyden 
says: “we do a considerable amount 
of other work for OCCAR – not many 
people know this, but we handle 
a lot of the electronic ordering of 
spares support on behalf of OCCAR 
programmes. This amounts to several 
hundred million euros each year.”

Lyden does not anticipate things 
getting any quieter. In fact, he 
expects turnover to exceed €4 billion 
($4.5 billion) by the end of 2016. He 
also points out that the Agency cannot 
aff ord to slow down. “We have to stay 
at the front edge of NATO planning, 
whether that be for operations or 
capability development or partnership 
capacity-building. We must always 
be there with the right capability 
whenever the customer needs it.”

Head of the NATO Support and Procurement Agency 
Admiral Mike Lyden (United States Navy, Retd) 
outlines the Agency’s roles and priorities

NATO’s Support and Procurement Agency will assist the Alliance Ground Surveillance 
programme once the Global Hawk unmanned aerial vehicles are procured
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M any modern defence systems have become 
so costly and complex that buying or 
supporting them would exhaust the  
defence budgets of most European states. 
Yet NATO’s 2011 intervention in Libya 

revealed grave shortcomings in the Alliance’s ability to 
intervene effectively without help from such systems 
operated by the United States.

The solution, enshrined in the Smart Defence initiative 
agreed at the NATO Chicago Summit in 2012, has been to 
accelerate and intensify moves towards joint procurements 
by NATO members. Some of these moves are now beginning 
to pay both capability and economic dividends. Yet as threats 
from Russia and the Middle East evolve, the need for still 
closer cooperation in developing, purchasing, operating and 
supporting defence equipment looks set to intensify. 

Getting together to buy costly equipment is nothing 
new for NATO members. Back in 1978, 16 members of the 
Alliance agreed the joint purchase and operation of a fleet 
of 18 Airborne Early Warning and Control System (AWACS) 
aircraft. Although the Boeing E-3A planes are mainly based 
at the NATO Air Base at Geilenkirchen in Germany, they are 
operated by integrated crews from 15 of the 16 contributing 
nations: Belgium, the Czech Republic, Denmark, Germany, 
Greece, Hungary, Italy, Luxembourg, the Netherlands, Norway, 
Poland, Portugal, Romania, Spain, Turkey and the US.

In addition to the German facilities, the force maintains 
forward operating bases at Konya in Turkey, Aktion in  
Greece and Trapani in Italy, and a forward operating  
location at Ørland in Norway. Through the course of the 
programme, including upgrades, NATO estimates that  
partner nations have collectively invested more than  
$6.8 billion in these shared systems.

Only two European members, France and the UK, which 
have relatively large economies and defence budgets, maintain 
independent AWACS capabilities. The programme’s success is 
reflected in this year’s decision by the Conference of National 
Armaments Directors to set directions for a NATO project 
group looking at the potential follow on to AWACS capability.

But AWACS is merely the most obvious collaboration 
of this kind. In April 2015, following NATO’s sobering 2014 
summit, existing programmes were brought together 
under the direction of a newly formed NATO Support and 
Procurement Agency. Headquartered in Luxembourg, the 
agency’s 1,200 staff now oversee several other important 
common logistics programmes.

One is the NATO Airlift Management programme, which 
operates three Boeing C-17A transport aircraft from a base 
at Pápa in Hungary. The agency is also responsible for the 
Central European Pipeline System, which has built and 
operates a cross-border fuel pipeline and storage system to 
ensure NATO has fuel available where needed in Europe.

JOINT PROCUREMENT
The creation of a single agency reflects the growing role of 
combined procurement. In February 2015, the US, keen to 
encourage its NATO partners to contribute more to their 
collective defence, launched a two-year pilot project to 
simplify collaborative procurements from US suppliers. 
Historically, US arms sales were to individual countries 
due to concerns about technology transfer. However, the 
new approach will allow a NATO entity or country to act as 
lead purchaser, provided others in the consortium agree to 
stipulations about the use and security of the equipment.

This approach will especially simplify initiatives by 
smaller Alliance nations to acquire state-of-the-art capabilities 

Intelligent  
customer
Ross Tieman explains how pooling constrained budgets can 
make expensive equipment easier to purchase and maintain

Ministers of Defence Peter Christensen (Denmark), Steven Vandeput 
(Belgium) and Jeanine Hennis-Plasschaert (the Netherlands) sign a 
letter of intent to jointly procure smart munitions in October 2015
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through collaboration. Reconnaissance and surveillance 
are areas where the value of ‘better together’ is now widely 
accepted. For eastern European states and smaller nations 
seeking to modernise and enhance many capabilities while 
constrained by more modest national budgets, collective 
programmes are especially appealing.

One of the best examples of such a programme is  
the Alliance Ground Surveillance (AGS) system, which  
is designed to give commanders a comprehensive view  
of what is happening on the ground. Under this programme, 
fifteen allies – Bulgaria, the Czech Republic, Denmark, 
Estonia, Germany, Italy, Latvia, Lithuania, Luxembourg, 
Norway, Poland, Romania, Slovakia, Slovenia and the US –  
are acquiring five Northrop Grumman Global Hawk  
remotely piloted aircraft and associated equipment.  
The system will be operated by NATO and available for  
all 28 members, beginning next year. 

The importance of information in the 21st century 
also makes collaboration essential in the realm of cyber 
defence, now recognised as a core NATO role. This goes 
beyond protecting the Alliance’s own communications and 
information systems. 

NATO approved its first cyber defence policy in 2008, 
following cyber attacks against Estonia. The Alliance now 
works with member countries and leading digital technology 
companies, such as Cisco and Symantec, to develop 
knowledge and to help in making networks in member 
countries more resilient, as well as providing training in 
countering and recovering from cyber attacks, with research 
and training facilities across Europe.

ANGLO-FRENCH COLLABORATION
Collaboration in defence procurement has a long history in 
Europe. Increasingly, even the continent’s two most capable 
defence champions, France and the UK, are collaborating not 
just in developing and building systems, but in operating and 
supporting them too.

Back in 2010, France and the UK signed the Lancaster 
House defence treaty, enabling them to share facilities and 
costs for nuclear weapons maintenance, aircraft carrier 
operations and the joint development of unmanned air 
surveillance and combat systems and missiles, for example. 
At the same time, both nations increasingly contract out 
services such as helicopter pilot and engineer training to 
international contractors.

Now, a new initiative under the NATO flag takes this 
logic further. In February 2016, eight NATO allies, led by 
Denmark, signed a memorandum of understanding to jointly 
procure and manage inventories of smart munitions. This 
will enable them to overcome problems that emerged in 
the 2011 Libyan bombing campaign, when some European 
countries ran short of laser-guided bombs. As NATO members 
increasingly operate in this way, the frontiers of collaborative 
procurement are continuing to retreat. 

The Tornado GR4 is deployed during joint NATO operations. An all-weather attack aircraft, the Tornado is capable of delivering  
a wide variety of weapons and can self-designate targets for delivering laser- and global positioning system-guided bombs
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Simultaneously, NATO has established a permanent Joint 
Intelligence, Surveillance and Reconnaissance system that 
will combine and process information from AWACS aircraft, 
AGS and national information assets of all kinds. Initial 
operating capability was declared in February this year. As 
the system develops, it will provide commanders with the 
tools necessary to share information from diverse sources, 
build a comprehensive picture of what is happening and weigh 
how best to respond. This development builds upon networks 
developed for and used in Afghanistan, and is an example of 
how lessons from overseas interventions are being applied to 
enhance NATO’s collective defence and intervention capability.
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S ince 2012, the NATO Support and Procurement 
Agency (NSPA) has taken over the functions  
of several agencies formerly responsible for 
equipment procurement, maintenance and 
supply, fuel transport and airlift management. 

NSPA also executes contracts for sealift and outsized  
airlift for groups of NATO nations.

The agency’s business has increased from around  
€500 million ($564 million) per annum in 2004 to more than 
€3 billion ($3.4 billion) in 2016, and the vast majority of this 
is the responsibility of NSPA’s Logistic Operations business 
unit. Furthermore, business will only increase in the future, 
mainly in the domain of systems procurement and life-cycle 

management. In this context, the unit will take responsibility 
for the NATO Alliance Ground Surveillance (AGS) programme 
as it reaches operational capability in January 2018, and the 
Multi-Role Tanker Transport programme, which will see 
aircraft delivered from 2020. 

The Logistic Operations capabilities are represented 
in the five Agency capability areas. Systems procurement 
and life-cycle management currently supports more than 90 
weapon systems. In support to operations and exercises the 

The logistics tail
Jim Winchester reveals the extent to which the NATO  
Support and Procurement Agency supports the Alliance  
across an impressive range of activities

The NATO Support and Procurement Agency supports NATO’s 
procurement of the Airbus multi-role tanker transport aircraft, 
which will begin deliveries in 2020
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unit is also responsible for support to NATO and other nations 
in Afghanistan and supports a variety of exercises, with 
recent examples including Trident Juncture in 2015. 

Fuel management includes support in various operational 
theatres, as well as for NATO ships in more than 600 ports 
worldwide. Logistics services and project management 
includes the management of politically important Trust Fund 
projects in NATO’s partner nations, as well as the growing 
area of electronic procurement, with an eProcurement  
system that Rudolf Maus, NSPA’s Director of Logistics 
Operations, describes as “like Amazon, a kind of catalogue  
for commonly recurring items where member nations can 
select and order electronically”. 

STRATEGIC TRANSPORT SOLUTIONS
The final business capability area is strategic transport 
and storage, which entails having air, land and sea support 
solutions in place to assist the customer nations and NATO 
with routine and emergency capabilities. 

The main criterion is assured access. NSPA has freight 
forwarders available around the world for transporting  
parts and ‘normal’ items, but also manages contracted 
strategic airlift, known as SALIS (Strategic Airlift, Interim 
Solution), and sea charter for a group of nations that require 
assured access for outsized loads.

NPSA contracted SALIS, initiated in 2004 to meet the need 
for outsized cargo airlift at a time when NATO involvement 

in the Afghanistan conflict was increasing. A consortium of 
Antonov Airlines and Volga-Dnepr Airlines was formed as 
Ruslan SALIS to provide An-124 airlifters for a minimum of 
2,000 flying hours annually in 2006, rising to 2,450 by 2014. 
The current contract finishes at the end of 2016 and  
NSPA has been tasked to look into a follow-on solution. 

NSPA also manages assured access to three roll-on-roll-
off ships, providing NATO members with strategic sealift 
capacity. The ships can be available on request within defined 
timelines and operated worldwide. This contract is similar to, 
but separate from, the Danish-German ARK project, which 
involves the timed charter of five ships available to those 
nations and NATO. Both arrangements are part of NATO’s 
Sealift Capability Package, which has been in place since 2003.

Also under NSPA, but managed separately to logistics 
operations, are the Central European Pipeline System (CEPS) 
and the NATO Airlift Management (NAM) programme. CEPS is 
a network of 5,300 km of fuel pipelines that crosses Belgium, 
France, Germany, Luxembourg and the Netherlands. It can 
trace its origins back to PLUTO, the Pipeline Under the Ocean 
that was used to support the Normandy campaign in 1944.

Annually, CEPS transports 12 million cubic metres of 
fuel for its customers – mainly jet fuel used by aircraft and, 
with additives, by many military vehicles, as well as diesel 

The NATO Central European Pipeline System helped supply  
aviation fuel during Operation Unified Protector over Libya
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for vehicles, heating gasoil, gasoline and naphtha, which has 
a variety of uses. CEPS also stores on average more than one 
million cubic metres of jet fuel. Under the banking system 
for jet fuel, this fuel is ‘banked’ at depots so that the end user 
does not receive the same molecules that they have delivered 
to the system, whereas they would in the case of the other 
products that flow on a point-to-point routing.

FULFILLING REQUIREMENTS
Since the 1960s, commercial supply has covered some 
of the costs of the system, although there is a military 
priority clause in all contracts under which CEPS supplies 
its commercial clients, such as the civilian airports at 
Amsterdam (Schiphol), Brussels, Frankfurt, Luxembourg 
and Zurich. The current balance of supply is about 90% civil 
to 10% military, and it would take a 
very significant increase in military 
demand to seriously affect civilian 
supply, according to Guy Clément, CEPS 
Programme Manager. The only impact 
on civilian use to date was when supply 
was reduced to Frankfurt Airport in 
1999 during Operation Allied Force. 

“CEPS is a military capability to fulfil the Alliance’s 
military requirements,” says Clément. “We are not a 
commercial entity. Half our operational and maintenance 
costs are covered by commercial revenues, and one-sixth by 
military revenues, such as from deliveries to the US base at 
Ramstein. The six member countries pay the rest.”

Expanding CEPS to connect to more airports in the 
existing member countries is a possibility for the future. 
There are no plans to expand the system eastwards, but  
to support any potential Eastern European operation CEPS 
also has two rail loading points, able to dispatch four trains 
with a total capacity of 6,000 cubic metres of fuel each day. 
CEPS supports out-of-area operations by supplying fuel to 
key air bases – for example, Geilenkirchen for the AWACS 

and Istres, where French and US aerial refuelling tankers 
operated for Operation Unified Protector over Libya in 2011. 

Now in its seventh year, the Strategic Airlift Capability 
(SAC) is supported by the NAM Programme office. The three 
Boeing C-17s operated by the multinational Heavy Airlift Wing 
(HAW) and based at Pápa, Hungary, are owned by the 12 SAC 
member nations, including non-NATO Sweden and Finland. 
Each has bought into a certain number of flight hours per year. 

“The 2009 MoU [Memorandum of Understanding] was 
built around the requirement of the existing group of nations. 
They all contribute to their share of flight hours for the 
lifetime of the programme, which was, and still is, 30 years. 

Probably at some point they will have a discussion about an 
extension,” explains Wiek Noldus, NAM Programme Manager.

To support the expected life of the programme to 
2038, a C-17-size hangar is opening at Pápa in November, 
allowing scheduled maintenance to take place without using 
up flight hours on transits to the US. Boeing performs all 
the maintenance, to which Noldus attributes the HAW’s 
“exceptionally good” 94% average mission capable rate.

“SAC is open for all NATO nations to join. We still have 
spare capacity and could adapt to further nations joining 
relatively quickly, with additional funding and manning,”  
says Noldus. “We can do what we have to do with the three 
planes we have, but in general I would say there is room for 
adding a plane if the nations so wish to do that.” 

Now in its seventh year, the Strategic 
Airlift Capability is supported by the  

NATO Airlift Management Programme Office

NATO’s Support and Procurement Agency executes the contract  
for the Strategic Airlift capability, using Antonov An-124 aircraft
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Managing NATO’s IT and 
communications systems

INTERVIEW

M ajor General (Retd) 
Koen Gijsbers is the 
fi rst head of NATO’s 
new Communications 
and Information 

Agency (NCI Agency), having taken 
over the position in July 2012. His 
job is to run all of NATO’s IT and 
communications systems – operating 
and defending the Alliance’s networks 
24/7. This is a critical NATO function 
that Gijsbers does not take lightly. 

“It is a daunting mission. If we 
don’t perform, NATO can’t work,” says 
Gijsbers. To make it work, much of the 
burden is shared. “About 80% of our 
work is done through contracts with 
industry from NATO’s soon-to-be 29 
member states. This makes the NCI 
Agency a signifi cant procurement 
hub for NATO, with some of the 
contracts worth considerable amounts 
of money. In the coming years, we 
are looking at some €3 billion worth 
of contracts, including a very large 
contract for the upgrade of NATO’s 
satellite communications.”

The NCI Agency has another task. 
It is responsible, again in partnership 
with industry, for developing and 
acquiring C4ISR (command, control, 
communications, computers, 
intelligence, surveillance and 
reconnaissance) capabilities to support 
NATO’s missions and operations.  
Consequently, the Agency manages 
NATO’s Air Command and Control 
System (ACCS) programme, which, at 
more than €2 billion, is NATO’s largest 
defence investment funded by the 
combined membership. In addition, 
the Agency provides the network and 
connectivity for NATO’s permanent 
JISR (Joint Intelligence, Surveillance 
and Reconnaissance) system.

These IT, ISR and communications 
networks are fundamental to NATO’s 
military capability as they enable NATO 
to rapidly connect the forces of all the 
nations, both allies and partners, into 
a cohesive force that can, according 
to Gijsbers, “fi ght off  the same map – 
sharing a common operational picture. 

“A key element is to give the 
designated NATO Commander visibility, 
situational awareness and the ability 
to exercise command and control. 
This includes connecting forces, but 
also assets, for example sensors and 
‘shooters’ in a missile defence battle.”

DEFENDING CYBER NETWORKS
NATO networks come under relentless 
cyber attack, and the Agency has 
to be on continuous alert against 
unwanted intrusions on the networks. 
Again, this is a 24/7 eff ort. Beyond its 
own infrastructure, the Agency can 
provide support to nations (either ally 
or partner) under attack by deploying 
rapid-reaction teams. The Agency is also 
involved in daily threat intelligence-
sharing with both NATO members and 
their associated industry. It doesn’t 
end there, though. “In addition to day-
to-day defence we are involved in the 
development of new cyber capabilities, 
including experimentation through 
partnership with Allied Command 
Transformation,” says Gijsbers.  

Since NATO’s Wales Summit, a 
key priority has been the NATO 
Industry Cyber Partnership (NICP), 
which engages industry early in 
order to speed up innovation and 
cyber capability development. This 
includes partnering with innovative 
and dynamic small and medium-
sized enterprises. “These young, 
small companies are frequently 

drivers of IT innovation. Cyber 
threats move at the speed of light 
and NATO needs to move as fast as 
that,” says Gijsbers. “Partnership 
with industry, including start-ups, 
innovative companies, is the way to 
do that. So the NATO Industry Cyber 
Partnership is a key priority for us.” 

But this is not the only priority. 
Effi  ciency, eff ectiveness and cost 
savings are vital to the continued 
success of the Agency and NATO. 
Gijsbers and his team are always 
looking for ways to embed these key 
elements. A good recent example is 
leveraging cloud technology. “We’ve 

been able to connect NATO’s six new 
headquarters in Eastern Europe in 
record time and with a much reduced 
logistic tail using the cloud.” 

Resilience and modernisation 
are also key. Gijsbers concludes by 
revealing: “This year, we formally 
launched the largest modernisation 
of NATO’s networks to date – NATO’s 
IT modernisation programme.” This 
is a massive undertaking. It is not 
just about modernising equipment – 
it also covers improved cyber 
defence, resilience and disaster 
recovery. It will underpin NATO 
capability for the decades to come. 

The Agency can 
provide support 

to nations (either ally 
or partner) under 
attack by deploying 
rapid-reaction teams

The head of the NATO Communications and Information 
Agency, Major General (Retd) Koen Gijsbers, talks 
about the Alliance’s information priorities
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MEETING NATO’S UNIQUE
SECURITY REQUIREMENTS

Since 1949, NATO has had the responsibility to safeguard 
the freedom and security of its members through political 
and military means. In today’s world, their field of service 
has been extended to the cyberbattlefield, defending not 
only against physical incursions, but directed attacks 
against their digital infrastructure. Which is why Fortinet is 
proud to be a part of the NATO Cyber Industry Partnership 
(NCIP), providing critical intelligence services to protect 
NATO digital resources, and enable their mission to 
promote and defend democratic values across the globe.

Of course, most organizations are dealing with the 
rise in cybercrime, and its increasingly sophisticated and 
targeted attacks. But few have to deal with the challenges an 
organization like NATO faces. NATO’s cyberenemies are often 
highly motivated cyberterrorists or hacktivists with political 
and military agendas driving their behaviour. And they often 
represent well organized, and well funded, coalitions and nation 
states. Which means they have the resources, motivation, and 
time to build sophisticated and evasive cyberattacks.

Like the rest of the world, NATO’s network is evolving 
and growing, encompassing traditional, virtual, and cloud 
resources, and increasing numbers of both IoT and personal 
smart devices. Complicating matters further, NATO’s  
network infrastructure spans 28 member countries, each  
with different laws and policies about privacy, encryption,  
and data management. In civilian terms, it is the ultimate 
distributed enterprise. 

In this environment, security can no longer afford to 
simply be a collection of disparate, siloed devices deployed at 
discrete places across the network. It leaves security devices 
and network segments isolated, security teams overburdened 
with disconnected management consoles, and limited visibility 
and control across the network. Far too often, security teams 
still have to hand-correlate log files and management data to 
identify problems and manually respond to threats. Which is 
why most attacks that breach traditional perimeter security 
remain undetected for months. 

If we are serious about developing dynamic and intelligent 
networks for the digital world, we must rethink security. 
Devices distributed across the network need to recognize and 
collaborate with each other to increase visibility, and adapt 
and respond collectively to threats. They need to intelligently 
segment the network in a way that is transparent to users and 
transactions while securing critical resources and containing 
the spread of malware. 

Fortinet believes that the proper response to increasingly 
complicated networked environments is simplicity. Fortinet 
solutions are designed to secure evolving network environment 
in three ways:

  Collaborative Intelligence – Fortinet solutions share  
local and global threat intelligence, allowing for fuller  
visibility across the threat landscape, and coordinated 
response between devices. FortiGuard Labs proactively 
scans global network traffic, analyzing over 50 billion 
connections per day to discover the latest threat trends,  
and shares them directly with Fortinet security devices.  
And our new FortiSIEM solution provides deep analysis 
across local networks to discover even the most 
sophisticated attacks.

  Internal Segmentation – Networks need to be intelligently 
segmented into functional security zones. Fortinet enables 
end-to end-segmentation from IoT to the cloud, and across 
physical and virtual environments, providing deep inspection 
of traffic moving laterally across the distributed network, 
limiting and containing the spread of malware, and identifying 
and quarantining infected devices.

  Universal Policy – Fortinet provides centralized management 
and orchestration tools that can determine trust levels 
between network segments, collect real-time threat 
information, establish and maintain a unified security policy, 
and distribute new policy as requirements change or threats 
are discovered or anticipated.

THE FORTINET SECURITY FABRIC
Fortinet recently introduced the Fortinet Security Fabric 
architecture that integrates security technologies – including 
those from other vendors – into a single collaborative solution 
that can be orchestrated through a centralized management 
interface. It enables dynamic sharing of local and global  
threat intelligence, the identification of advanced threats – 
including sophisticated multi-vector attacks, and a coordinated 
response that can isolate and stop threats anywhere across  
the distributed network.

The Fortinet Security Fabric provides the scalability, 
actionable intelligence, and open API strategy organizations 
like NATO need to secure their evolving digital environments. 
It enables the flexibility, performance, collaboration, and 
manageability today’s threat landscape demands, and delivers 
it across geographically dispersed physical, virtual, and  
cloud environments.

This integrated and collaborative approach not only 
secures the most advanced and distributed network 
environments, but also provides a dynamic and adaptable 
security foundation on which any organization’s digital 
presence can evolve in order to confidently face the threats  
that tomorrow will bring.
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T he NATO Air Command and Control System 
(ACCS) is approaching activation after a long 
gestation. Although still a couple of years away 
from full operational capability, it is already 
bringing enhancements to NATO’s airspace 

management and control in terms of deployability and 
theatre ballistic missile defence.

The ACCS was identifi ed as one of the top 10 
NATO priorities at the 2010 Lisbon Summit, along 
with cyberwarfare, helicopters, transport aircraft, 
IED countermeasures and ballistic missile defence. 

SUPPORTING PEACETIME OPERATIONS
The ACCS will support air operations in peacetime – be they 
crisis situations or confl ict – enhancing airspace management, 
surveillance and air traffi  c control. A work in progress for 
25 years, the ACCS, which is the responsibility of the NATO 
Communications and Information Agency, replaces a 
multitude of national and NATO systems, the latter 
collectively known as NATO Air Defence Ground Environment. 

When it is fully operational, the NATO ACCS will connect 
more than 20 air control centres across Europe, covering 

Command of the air
Jim Winchester reviews the progress being made on NATO’s 
grand vision to implement an integrated air and missile defence 
system, which defends deployed forces and civilian populations
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10 million square kilometres of airspace. It will also be 
the foundation for NATO extended air defence, including 
theatre ballistic missile defence. With limited functional 
and operational integration, the constraints of the existing 
air command and control structure aff ects NATO’s ability 
to secure the skies. The ACCS will integrate about 300 
sensor sites, 40 diff erent radar types and at least 15 diff erent 
operational sites in 13 countries.

All users within the system will have access to all 
information that their level of security clearance allows. 
The system covers two functional areas: the planning and 
tasking of air operations and mission execution. The latter 
is performed by centres using the composite acronym ARS. 
This is derived from the Air Control Centre (ACC), the 
Recognised Air Picture Production Centre (RPC) and 
the Sensor Fusion Post (SFP). Some locations 
are designated CARS, where 
the two ACCS functions 
are on the same site as 
a national Combined Air 
Operations Centre (CAOC). 
The ARS creates the joint 
environment picture and 
status reports that are fed 
back to the CAOC.

Conceived as far back as the 1980s, 
the ACCS can trace its formal beginning to 
7 January 1991, when the NATO ACCS Management 
Agency (NACMA) was created in Brussels with a 
staff  of 38 people. In 1994, construction of the fi rst of 
a series of Levels of Capability (LOC) was authorised, 
although this staged development has subsequently 
been replaced by a spiral path. 

The fi rst core software development contract for 
LOC 1 was signed in 1999. The winning bidder was Air 
Command System International, a consortium of Thales 
and Raytheon, now known as ThalesRaytheonSystems. 
By 2005, following several reorganisations, NACMA had 
grown to 114 staff , and on 1 July 2012 it was integrated with 
the NCI Agency. Further consolidation and rationalisation 
occurred in the next two years, including the integration 
of procurement and maintenance activities.

The Deployable Air Command and Control Centre received a 
thorough testing during Exercise Ramstein Dust 1 in March 2015 
at the Gioia del Colle Air Base in Italy
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NATO’s Integrated  
Air and Missile Defence 

System includes 
airborne air defence 

platforms, such  
as these Spanish Air 

Force Typhoons,  
along with ground and 

sea-based systems

5.6 Command of the air.indd   119 24/06/2016   17:42



Committed To Provide 
Outstanding 

Defence Solutions

www.ayesas.com

Ayesas_DPS_Edited_KA-v2.indd   2 24/06/2016   13:47



Committed To Provide 
Outstanding 

Defence Solutions

www.ayesas.com

AYESAS is a joint venture of Zorlu Group of Turkey (60%) and L-3 
Communications of the USA (40%), located in Ankara, Turkey. As an 
internationally competitive Engineering and Manufacturing Service 
provider, AYESAS offers best valued C4I solutions in air defense and 
naval systems, advanced electronics assemblies for naval and airborne 
systems and safety critical avionics & embedded software.

Since 1990, AYESAS has been a major sensor and systems integration 
solutions supplier to the Turkish Armed Forces, as well as an Air 
Defense and Naval C4I, Maritime Surveillance and Situational 
Awareness solutions provider, advanced electronics and electro-
mechanical assembly supplier for major global aerospace and defense 
companies. Moreover, AYESAS has been successfully supporting 
NCI Agency through various programs as a main or subcontractor. 
AYESAS is recognized globally for its ability to offer great flexibility, 
cost efficiency, accuracy and innovation power along the sensor and 
systems integration solutions.  

AYESAS recently upgraded the Air Defense Ground Environment/ 
NATO Early Warning Air Defence voice and data communication 
system in Turkey for NSPA. AYESAS, certified as a ‘gold supplier’ of 
Boeing, has also been awarded with an order to supply wiring 
harnesses for the cockpit modernisation effort of NATO AWACS E3-A 
fleets by Boeing. It is also known as Communications, Navigation, 
Surveillance/Air Traffic Management (CNS/ATM) Diminishing 
Manufacturing Sources Replacement of Avionics for Global Operations 
and Navigation (DRAGON). The deliveries have already been started in 
early 2016 and will be completed by 2017

AYESAS is also the local sites subcontractor for ACCS LOC1 Sites 
Replication for ARS Eskisehir/Turkey since 2009 and extends her 
portfolio with her experience and capabilities through the NCI 
Agencies critical needs. 

Morever, Aydin Yazilim ve Elektronik San. A.S. (AYESAS) was awarded  
in 2016 as main contractor to provide Air Traffic Management 
Gateways (ATMGW) for 11 ACCS (Air Command Control System)  
LOC1 Static Sites by NATO Communications and Information (NCI) 
Agency. Within the scope of this project; ACCS LOC1 Static Sites 
are interfaced with Air Traffic Control Centers to get information 
data supporting different important operational functions and the 
operational needs of ACCS Sites to transmit and receive flight plan 
messages from external ATM centers; under the contract, AYESAS is 
responsible for the procurement, installation and integration of an 
Air Traffic Management Gateway (software and hardware) at eleven 
(11) ACCS LOC1 static sites. AYESAS is also responsible for providing 
training and warranty services.

Furthermore, AYESAS is interested in supporting the NCI Agency 
for future procurement programs, including Functional Services 
projects, Maritime, Air and Land C2IS projects, ACCS related GW and 
enhancement projects and other programs in her area of interest.

AYESAS is proud to serve NATO with her capabilities and be a part of 
NATO community.

Proud to serve NATO with 
outstanding C4I solutions 
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Following factory testing in 2008, actual installation 
began at four validation sites: Glons in Belgium; Lyon Mont 
Verdun in France; Uedem in Germany; and Poggio Renatico in 
Italy. The latter was the first site to be declared operational 
and now supports Italy’s Quick Reaction Alert. All validation 

sites are expected to be operational by the middle of this  
year. Validation is being followed by a replication phase,  
under which there will be 13 sites established in 11 countries 
at locations in the Czech Republic, Denmark, France, 
Germany, Greece, Hungary, Norway, Poland, Portugal, Spain 

and Turkey. Later expansion will include sites in Albania, 
Bulgaria, Croatia, Estonia, Iceland, Latvia, Lithuania,  
Slovakia, Slovenia and Romania, with some of them using  
the simpler PC-based ACCS software-based entity. The  
ACCS adds deployability with combined joint task forces and 

the NATO Response Force. 
Thales UK has developed a Deployable ARS 

(DARS) and a deployable air operations centre, 
which are currently based at Poggio Renatico. 
Together with a deployable sensor section they 
form a Deployable Air Command and Control 
Centre (DACCC). This consists of operations 
and communication shelters, satellite terminals, 
radios, vehicles, containers and deployable support 

packages. DARS is scalable depending on the mission needs 
and was declared operational in 2014. 

The DACCC prepares the components for operational 
roles, conducts initial functional Joint Force Air Component 
(JFAC) training for personnel within AIRCOM (Air Command) 

NATO is expanding the ACCS to 
provide theatre ballistic missile 

defence command and control capabilities
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and enables forward deployment of the JFAC. The DACCC 
software ensures standardised training and procedures 
between ACCS entities.

To test deployability, the DARS goes on the road twice 
annually on Exercise Ramstein Dust. The first of these 
exercises involved nearly 150 military and civilian personnel, 
and was held a relatively short distance away at Rivolto in 
Italy in March 2014. The next, in April 2015, moved DARS  
750 km to the Italian Gioia del Colle Air Base, and in October 
2015 it moved 2,500 km to Lielvārde Air Base in Latvia. 

The most recent Exercise Ramstein Dust took place  
from 30 May to 12 June 2016 in Slovakia, with another to be 
confirmed for later in the year.

Although DARS currently lacks organic sensors, these  
are on the horizon. Czech company ERA will deliver two 
passive ESM sensors in 2017 and Spain’s Indra is supplying 
LTR-25 long-range 3D radars in 2018.

NATO is expanding the ACCS to provide theatre ballistic 
missile defence command and control capabilities. When 

complete, it will become one of the major pillars of the NATO 
Integrated Air and Missile Defence System, safeguarding and 
protecting Alliance territory, populations and forces against 
air and missile threat and attack. 

TOWARDS FULL OPERATIONAL CAPABILITY
The first ACCS site at Poggio Renatico was declared 
operational in June 2015. On the 17th of that month it 
controlled its first real-life scramble when two Spanish  
Air Force Typhoons were launched from Torrejón Air Base  
on an air policing mission. 

With the commissioning of the last of the validation  
sites this summer, the ACCS will have taken another giant 
step towards a single, integrated air command and control 
system to manage NATO air operations in and out of the  
Euro-Atlantic area. 

The NATO ACCS will be the foundation for NATO extended air 
defence, including theatre ballistic missile defence
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N ATO’s Joint Intelligence, Surveillance and 
Reconnaissance (JISR) declared an initial 
operating capability (IOC) in February 
2016. The system provides information and 
intelligence to commanders and politicians, 

helping them make informed, timely and accurate decisions. 
While surveillance and reconnaissance answers the 
questions ‘what?’, ‘when?’ and ‘where?’, the combined 
elements from various intelligence sources and disciplines 
provide the answers to ‘how?’ and ‘why?’. 

The formation of JISR represents a significant 
achievement, enabling better connectivity between NATO and 
the capabilities of its allies. JISR brings together data and  
information gathered through elements such as NATO’s 
Alliance Ground Surveillance (AGS) system and the NATO 
Boeing E-3A Sentry AWACS (Airborne Warning and Control 
System) aircraft, as well as a wide variety of national ISR 
assets from the space, air, land and maritime domains.  

The system includes data gathered via visual observation 
from ground observers and electronic observation from 
satellites, unmanned aerial vehicles (UAVs), ground sensors 
and maritime vessels, which is analysed to turn the acquired 
information into intelligence. 

ESTABLISHING GROUND SURVEILLANCE
Following NATO’s Chicago Summit in May 2012, the AGS, 
described as a game-changer in the context of JISR, was 
contracted by a consortium that now comprises 15 nations: 
Bulgaria, Czech Republic, Denmark, Estonia, Germany, Italy, 
Latvia, Lithuania, Luxembourg, Norway, Poland, Romania, 
Slovakia, Slovenia and the United States. The programme 
comprises five UAVs and their associated command and 
control base stations, which the 15-nation group will operate 
and maintain on behalf of all 28 NATO members.

The UAV, known as NATO Hawk, is based on the 
Northrop Grumman RQ-4 Global Hawk Block 40 – equipped 
with the AN/ZPY-2 ground moving-target indication/synthetic 
aperture radar (GMTI/SAR) as its prime sensor – which flew 
in December 2015. The radar, developed by Raytheon, uses 
an active electronically scanning array radar and, while no 
figures are available for ranges, in addition to the GMTI/SAR 
modes it is capable of autonomous search, tracking airborne 
targets, cued searches, concurrent moving-target indication 
and ground high-range resolution.  

All five of the Alliance’s AGS NATO Hawk UAVs and  
their ground components are due to be delivered to Sigonella 
air base in Sicily by the end of 2016. Following a system 
performance review in 2017, the AGS is scheduled to be handed  
over to NATO, with a planned IOC towards the end of that year.

The other airborne element of JISR – which is NATO-
owned and operated – is the Airborne Early Warning and 
Control (AEW&C) force, based on a fleet of Boeing E-3A  
Sentry NATO AWACS airborne radar and battlespace 

Decision  
advantage
Knowing what is on the other side of the hill has always been 
important to the military. Today, this type of information is 
gathered through intelligence, surveillance and reconnaissance 
operations. Michael J Gething reports on NATO’s own system 
that assists with this crucial task

Five NATO Hawk UAVs, based on the Northrop Grumman RQ-4 
Global Hawk Block 40, are due for delivery by the end of 2016
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A US Air Force  
KC-135 Stratotanker 
refuels a NATO E-3 
Sentry aircraft G
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management aircraft. The Alliance originally acquired 18 
Sentries from 1982 (becoming fully operational as a fleet in 
1988), although one aircraft was lost in a crash and another 
has since been reduced for spare parts, as the Boeing 707 
airliner on which it is based is no longer in production. The 
16-aircraft fleet is headquartered at the NATO air base in 
Geilenkirchen, Germany, but can be deployed to several 
forward operating bases for operations.

The Sentry’s prime sensor is the 
Northrop Grumman AN/APY-2 radar, 
which has a range of up to 400km 
against a low-level target and  
520km for a mid-altitude target.  
A mid-term upgrade was carried 
out in the late 1990s, covering the 
Radar System Improvement Program 
enhancement, more communications bandwidth,  
extra operator consoles and the addition of Large Aircraft 
InfraRed Countermeasures (LAIRCM). 

ENHANCED CAPABILITIES
The aircraft were due to be retired in 2025, but the 2015 NATO 
Summit in Wales extended this to 2035. The fleet has already  
begun a Follow-on Upgrade Programme, which should be  
completed by 2018. This will maintain the aircraft’s capabilities  
by introducing modern technology, including a glass cockpit 
and increased internet protocol communications bandwidth, 
and an enhanced IFF (Identification, Friend or Foe) system 
with Mode 5/Enhanced Mode S. Plans to further expand its 
airborne network capability include extending the Link-16 
data exchange network and wideband communications to allow  
integration with the AGS, plus SATCOM and secure VHF links. 

In addition to the NATO-owned-and-operated AGS and 
AEW&C fleets, the Alliance takes input from a variety of 
national ISR platforms. For example, both France and the UK 
have their own national Sentry fleets, which feed into NATO. 
Although neither country forms part of the AGS consortium, 
an agreement is in place to make the RAF’s Sentinel system 
and the future French Heron TP UAV available as national 
contributions in kind, partly replacing financial contributions 

from those two allies. In addition, NATO can take data from 
the UK RAF’s Shadow ISR aircraft and EO/IR (electro-optic/
infrared) imagery from its Reaper and Watchkeeper UAVs 
as appropriate. Similarly, other data or imagery from the 
platforms of Alliance members can be integrated within JISR.

JISR cannot deliver everything at once, but it is 
addressing and correcting deficiencies. Outdated doctrine  
has been rewritten. A previously inadequate database has 
been improved following the MAJIIC (Multi-intelligence, 
All-source, Joint ISR Interoperability Coalition) project, 
while sub-optimal networks have been replaced by a JISR 
Architecture. Also, ISR Analyst training courses have been 
established. This development strategy is one of the spiral 
increments – typically lasting two to four years – intended to 
improve coherence among Alliance multi-ISR activities in an 
effort to deliver decision advantage. 

NATO Joint ISR comprises a number of NATO-owned assets, including the E-3A AWACS fleet
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JISR cannot deliver everything at once, but  
it is addressing and correcting deficiencies.  

Outdated doctrine has been rewritten
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ANDREW TYLER
INTERVIEW

“N ever before in 
history has there 
been a more 
complex threat 
environment 

with which the world’s nations 
have to contend,” says Andrew 
Tyler, Northrop Grumman’s Chief 
Executive, Europe. In order to address 
this complexity, NATO is building 
the Alliance Ground Surveillance 
(AGS) programme to deliver a 
highly advanced system of systems 
capability that will provide a truly 
transatlantic solution for Alliance 
collective defence, crisis management 
and cooperative security. 

Like other NATO programmes, 
collaboration is key. “We are a team of 
15 nations working closely with NATO 
to create the fi rst fully NATO-owned 
and -operated capability that will 
benefi t all 28 Alliance nations,” explains 
Tyler. “Success has been driven by 
the commitment of all the partners – 
both government and industry – to 
work across cultures, time zones and 
languages. We have all rallied around 
the goal of providing the Alliance with 
this critical capability.”

This truly is a team eff ort, as 
Tyler explains: “We depend on our 
Airbus and Leonardo partners, who 
have delivered the wholly European 
developed mobile and transportable 
ground stations, and on Kongsberg, 
our Norwegian partner, who has 
delivered the completed and verifi ed 
AGS System Master Archival/
Retrieval Facility (SMARF) software 
to Northrop Grumman a full two 
months ahead of schedule.”

The AGS capability will enable 
the Alliance to perform persistent 
intelligence, surveillance and 

reconnaissance (ISR) missions over 
wide areas, utilising the NATO AGS 
High-Altitude, Long-Endurance (HALE) 
aircraft, along with mobile and 
transportable ground stations. Using 
advanced radar sensors, these systems 
will continuously detect and track 
moving objects throughout observed 
areas and will provide radar imagery 
of areas of interest and stationary 
objects. They will provide commanders 
with near-real time data, and support 
a range of missions, including 
protection of ground troops and 

its fi xed and deployable ground 
segments and wide area surveillance 
capacity. The AGS Core will be able 
to look at what is happening on 
the ground and provide situational 
awareness before, during and after 
NATO operations. 

“The importance of ensuring allied 
forces are fully interconnected across 
systems, combined with the focus 
on improving training and expertise 
among personnel, leading to better 
procedures for information handling 
and sharing, cannot be underestimated 
in today’s world,” Tyler points out. 

“Northrop Grumman is involved 
in a range of future game-changing 
defence and security programmes. 
As we look forward, the defence and 
security landscape is characterised 
by interconnectivity, interoperability, 
networked environments, pervasive 
ISR and the widespread use of 
unmanned systems. Northrop 
Grumman is among the leading defence 
and security suppliers in Europe, 
bringing global, industry-leading 
expertise to unmanned, cyber, C4ISR 
and logistics to create and deliver 
modern security solutions.” 

The key for the future is having the 
ability to be ‘eyes on’ through access to 
high-grade intelligence, comprehensive 
surveillance capabilities and the ability 
to convert data to information rapidly 
and seamlessly, and then disseminate it 
to armed forces, national agencies and 
other international partners. 

According to Tyler, Northrop 
Grumman is “well placed to meet the 
evolving capability requirements of our 
customers and we are committed to 
enhancing further our strong European 
relationships to serve our customers 
for the long-term.” 

Northrop Grumman’s Chief Executive Europe 
highlights the company’s involvement in NATO’s 
Alliance Ground Surveillance (AGS) programme 
and future defence and security initiatives  

civilian populations, border control, 
maritime safety, crisis management 
and humanitarian assistance. 

AGS is part of a wider NATO 
information-gathering capability, 
the Joint Intelligence Surveillance 
Reconnaissance (JISR) initiative, which 
will provide ISR across the full range 
of NATO missions. AGS will provide a 
major JISR collection capacity through 

High-altitude, long-endurance aircraft 
will continuously track moving objects
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NATO's aim is to merge missile 
defence assets provided 
by individual allies into a 
coherent, fully integrated air 
and missile defence system
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NATO’s air and missile 
defence shield
With more nations able to build sophisticated missile systems 
against NATO members, developing a robust defence shield is 
a priority. David Hayhurst explains how this effort is being 
integrated with NATO’s other collective defence initiatives

B y recent estimates, more than 30 countries either 
have or are seeking advanced ballistic missile 
technologies, capable of delivering massive, 
widespread damage using either conventional 
warheads or weapons of mass destruction. 

At the heart of NATO’s response to this threat is 
the NATO Integrated Air and Missile Defence System 
(NATINAMDS), tasked with detecting, tracking, identifying 
and monitoring potential hostile airborne objects and,  
if deemed necessary, neutralising them through either 
surface-based or airborne weapons systems. 

The Alliance’s declared long-term goal is to merge missile 
defence assets provided by individual allies into a coherent, 
fully integrated air and missile defence system, providing full 
coverage and protection for all NATO populations, territories 
and forces against the threats posed by potentially hostile 
powers, particularly with regard to missile strike capacities.

The 2010 NATO Lisbon Summit saw member governments 
resolve in principle to begin integrating NATO and US 
ballistic missile defence (BMD) programmes that had largely 
been developed independently of each other, as well as to 
expand NATO’s existing theatre missile defence capabilities. 
With air and missile defence being among the Alliance’s 
largest common-funded investments, NATO also declared 
the development of a new Air Command and Control System 
(ACCS) as one of its top 10 priorities. 

Under the ACCS, all NATO air operations – including air 
policing – will be provided with a unified system employing 
a single consistent and secure database for the first time 
in the Alliance’s history. With the NATO Communications 
and Information Agency responsible for procurement and 
delivery, the ACCS is being developed as the world’s first 
– and by far the largest – fully integrated command and 
control (C2) system for planning, tasking and executing air 
operations. As the ACCS gradually replaces ageing air C2 

systems throughout the Alliance, the far greater degree 
of resource and capability-sharing among member states 
this requires will enable NATO to manage all types of air 
operations in a far more unified manner, whether over  
NATO European territory or deployed out of area. 

FLEXIBILITY FOR FUTURE CHALLENGES
As one of the main pillars of NATINAMDS, the ACCS is being 
designed for optimum flexibility in adapting to the operational 
challenges of the future, including advancements in air C2, 
and improved and expanded BMD capabilities. Once fully 
deployed towards the end of this decade, the ACCS will cover 
more than 10 million square kilometres (3.8 million square 
miles) of airspace. The network will interconnect more than 
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The crew of a Lithuanian C-27 aircraft take part in the first Ramstein 
Alloy exercise in Estonia, which simulated real-world scenarios
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20 military aircraft control centres, thereby providing a wide 
spectrum of new and modern tools to all NATO air operators 
and greatly increasing the effectiveness of operations. 

While integrating missile defence C2 capabilities, 
the ACCS will also be interoperable with Alliance Ground 
Surveillance (AGS) and Joint Intelligence, Surveillance  
and Reconnaissance (JISR). It will provide common  
training opportunities, standard operating procedures  
and more centralised maintenance for all NATO members, 
thereby lowering system support costs while boosting 

Once fully deployed towards the end  
of this decade, the Air Command and 

Control System will cover more than  
10 million square kilometres of airspace

manning flexibility. State-of-the-art tool support and  
capacity enhancement will also improve information and 
situational awareness-sharing capacities to distributed  
sites, including multiple external agencies such as civilian  
air traffic control authorities. 

At the NATO Chicago Summit in 2012, the Alliance 
declared an Interim BMD Capability as an initial, limited step 
towards initial operating capability (IOC), once more sensors 
and weapons systems belonging to a variety of allies have 
been made available to the overall network. Full operational 
capability is scheduled for near the end of the current decade.

Other critical developments are occurring throughout  
the NATO Alliance, and ACCS-related capabilities have been  
gathering operational momentum elsewhere in Europe.  
In December 2015, the United States Navy inaugurated the  
first land-based element of its Aegis BMD system on the 
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The Aegis ballistic missile defence system is used by the US  
military to counter missile-based threats, and the system is 
expected to meet NATO operational specifications this year

continent at its facility in Deveselu, Romania. As the first 
Aegis Ashore installation, the facility will form a central 
component of the US military’s provision of BMD capability  
as part of Phase II of the European Phased Adaptive  
Approach to countering present and emerging missile- 
based threats, primarily from the Middle East. It is  

expected to meet NATO IOC specifications 
by the third quarter of 2016. 

In June last year, France declared 
itself fully integrated within NATINAMDS, 
meaning its military assets are fully eligible 
for NATO air policing duties over SACEUR’s  
(the Supreme Allied Commander Europe’s) 
entire area of responsibility. 

In May 2015, ThalesRaytheonSystems, 
the prime global contractor for the ACCS, 

concluded a contract worth €92.5 million (£73 million) with 
NATO for a significant upgrade to the Alliance’s current 
missile defence C2 capability. The upgrade programme 
involves transatlantic industrial coordination across eight 
countries and among 15 industry partners, with delivery 
expected by 2018. A three-stage roll-out will culminate in  
an integrated single software baseline that is able to  
support both air and missile defence systems. It will do so  
by linking national sensors and interceptors with NATO’s  
Air Command in Ramstein, Germany.

Gradually, as NATO continues to put elements of a 
groundbreaking air and missile defence system into service 
across Europe, the continent will become safer and more 
secure – not just for the military personnel and their facilities, 
but also for all the civilians who live there. 
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STEPHEN DUMONT
INTERVIEW

“I was a pilot in the US 
Military before I entered 
this industry, so I have 
been in some pretty 
dangerous places, but 

when I look at the world today I don’t 
think I’ve seen a more dangerous 
environment in my lifetime,” says 
Stephen duMont, Chief Executive 
Offi  cer of ThalesRaytheonSystems 
(TRS) LLC. This vivid summation of 
the evolving threats facing NATO is 
based on the variety and severity of 
numerous hostile scenarios that 
NATO currently faces – not least 
the threat presented to NATO’s 
sovereignty and security by hostile 
aircraft and rogue states possessing 
a ballistic missile capability. 

However, over the past 15 years 
or so NATO has been implementing 
a layered defence system that will 
eventually be able to defend against air 
and missile threats to both deployed 
forces and the citizens of NATO’s 
member nations. DuMont is a senior 
executive in the transatlantic joint 
venture (JV) that is delivering this 
system. Using an iterative deployment 

concept, NATO fi rst tasked TRS with 
developing and installing the Air 
Command and Control System (ACCS) 
at sites across NATO’s member nations. 
Next, NATO asked TRS to enhance 
ACCS by adding the Theatre Missile 
Defence (TMD) layer to provide the 
Command and Control needed to 
defend against ballistic missiles.

DuMont, who has been overseeing 
the progress of both programmes, 
is happy to report that “since the 
completion of the developmental 
test program in late 2014, TRS has 
been working very closely with 
NATO and the nations to bring ACCS 
into operational support of NATO’s 
important mission. We now have three 
sites in operation, including a real-
time mission execution site in Italy, 
a mission planning and tasking site 
in Germany, and a deployable system 
that has been increasingly used in 
support of NATO exercises on its 
eastern border. We are continuing to 
progressively fi eld additional sites and 
expand ACCS’ capability to NATO, with 
a total of 15 sites currently installed 
and more than 30 planned for the 

project.” TMD is also progressing on 
schedule, with the NATO Secretary 
General having recently declared 
Initial Operational Capability (IOC) of 
BMD following certifi cation during the 
Steadfast Alliance 2016 Exercise.

But it is not just the recent 
progress of the programme that 
duMont is excited about. He is also 
very proud about the way the system 
is being designed and built. The 
TRS JV is split 50/50 between two of 
the world’s most advanced defence 
technology companies – Raytheon 
in the United States and Thales in 
Europe. In addition, some 40 US and 
European companies act as its main 
subcontractor base. This is very 
important to duMont, not just in 
terms of the skills and know-how this 
approach provides from across the 
Alliance, but also in terms of the way 
it does business with NATO itself. “I feel 
strongly that this JV is a model of how 
industry should work with NATO,” 
he says. “We in industry hold an 
important role in aligning with the 
Alliance’s values and mission.”

The next stage of this integrated 
air and missile defence command 
and control system is what is termed 
territorial ballistic missile defence 
(Territorial BMD) where this complex 
defence umbrella will be expanded 
to defend European NATO members’ 
civilian populations from the ever-
growing ballistic missile threat. DuMont 
contends that TRS is particularly well 
placed to integrate this capability. 
“Through the knowledge and skills that 
exist within our JV and multi-national 
industry team, we have the capability 
today to transition to full territorial 
BMD, at a time when NATO clearly needs 
this critical defensive capability.” 

The CEO of ThalesRaytheonSystems 
describes how TRS is delivering an 
integrated air and missile defence 
command and control system 

ThalesRaytheonSystems celebrates putting ACCS into operation
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Knowledge and technology at 
the heart of NATO’s strength

INTERVIEW

“If we want NATO to remain 
the strongest alliance in the 
world, then we must have 
access to the very best 
knowledge and the most 

advanced technology,” says Major 
General Albert Husniaux. This 
opinion is not off ered lightly. It is, 
after all, Husniaux’s job to help in 
providing that access. 

On 1 July 2012, Husniaux was 
appointed the fi rst Chief Scientist and 
chair of NATO’s Science and Technology 
Organization (STO). This role puts 
him at the apex of a network of more 
than 5,000 scientists from across 
the 28 member nations. According to 
Husniaux, STO makes sure that they 
are “more aware of what is happening 
in the scientifi c world so that they can 
fi ne-tune their science and technology 
[S&T] programmes to get the very best 
value from their investment”. However, 
Husniaux does not run a vast network 
of laboratories. Instead, he provides 
Alliance nations with a framework 
and venue around which they can 
collaborate together. 

“Scientists are natural 
collaborators. They like to discuss 

things and learn from others,” says 
Husniaux. This works well, not just for 
STO, but for the Alliance as a whole. 
It provides an added, perhaps even 
fi rst, layer of cement that helps to 
strengthen alliance bonds. “The unique 
value we have in STO is that we can 
bring together military and scientifi c 
communities – people from diff erent 
nations with diff erent mindsets and 

diverse approaches. We are fortunate 
that, unlike any other organisation, 
we can assemble representatives from 
government, academia and industry 
under a common scientifi c umbrella.”

Like other NATO organisations 
and agencies, STO’s remit is growing. 
Over the past fi ve years, the work 
programme has almost doubled to an 
incredible 250 activities a year. The 

vast community of Europe and North 
America’s leading military brains is 
in search of the next game-changing 
innovation, the next disruptive 
technology – the next GPS. 

Although STO has its own 
priorities and objectives, they naturally 
support NATO’s 10 science and 
technology priorities, which cover 
a diverse set of themes, including 
precision engagement, communications 
and autonomy. The latter two are 
particularly noteworthy and also 
serve to highlight the incredible NATO 
asset that is the Centre for Maritime 
Research and Experimentation (CMRE). 

This world-class institution, based 
at La Spezia on the Mediterranean 
Sea, exemplifi es STO’s mantra of 
‘identify, assess and implement’. 
Current work includes developing 
autonomous underwater platforms and 
communication systems that have the 
potential for changing the way naval 
forces and those forces in the air, land, 
sea, space and cyber arenas will look 
like in the future. 

Closer to the present, STO has 
also paved the way for much-needed 
improvements in dealing with blast 
injuries caused by improvised explosive 
devices. This complex and essential 
activity underlined another of STO’s 
unique characteristics: the ability 
to tackle a challenge across the full 
spectrum of scientifi c disciplines. 
These included the hard sciences 
of physics and chemistry needed to 
understand and model explosions, and 
the softer science of psychology that 
was required to identify, assess and 
implement the best ways of treating the 
IED casualties, and then integrate them 
back into society as fully functioning 
and valued citizens. 

Over the past 
fi ve years, the 

work programme 
has almost doubled

Major General Albert Husniaux (Retd), head 
of NATO’s Science and Technology Organization (STO), 
describes how the Alliance is staying at the leading 
edge of the technology curve 

Some of NATO’s most important scientifi c research is taking place in the maritime fi eld
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I n 2008, NATO started building a new continent in the 
mid Atlantic, measuring four million square kilometres 
and with climates and ecosystems ranging from arctic 
to tropical jungle. Four years later, the land mass was 
ready: terrain had been sculpted; vegetation laid out; 

rivers and wetlands developed; and urban centres located. 
Missionland was open for business.

Missionland (MSG-71 in NATO nomenclature) was not 
some vast, secret NATO construction project, but a detailed 
synthetic environment; a complex data set representing  
the landscape, climate and human infrastructure of a  
virtual landmass. Of course, such a continent needs 
governance, provided in this case by the Missionland  
Data Authority (MLDA), which acts as part deity, part  
local planning officer and part estate agent. In addition  
to persistently enriching Missionland with new features,  

the MLDA helps users to exploit the Missionland data set  
for use in their own active simulations.

But why was Missionland created in the first place? 
Essentially, NATO needs a cost-efficient way for member  
air forces (NATO AWACS – Airborne Warning and Control 
System – in particular) to exercise together, and since 2001  
it has been exploring the potential for Mission Training 
through Distributed Simulation (MTDS) as a Replacement for  
expensive live-flying training.

MTDS involves linking up simulation systems anywhere 
into one coherent space-time virtual environment: one user is 
in a Typhoon simulator at Grosseto airbase in Italy; another 

Synthetic training 
Christopher Aaron reports on NATO’s programme to integrate 
new capabilities and bring together coalition assets into a 
distributed simulation system for aircrew mission training

NATO required a cost-efficient method for member air forces 
to exercise together, and simulators have already been linked to 
Canadian, Dutch and German air forces
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NATO & Multinational MTDS architecture as envisaged by initial study group

NATO MTDS Network

Nation A
MTDS Network

Nation B
MTDS Network

(Mission Operation Centre)

(Mission Operation Centre)

NAEW

FACAir C2

NATO MOC

source: NATO NIAG report SG 162 2012

National MOC

(Forward Air Control)

(NATO Airborne Early Warning)

(Command and Control)
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is in an F-22 simulator at Tyndall AFB in Florida; but they are 
flying wing tip to wing tip in a virtual ‘somewhere’ in which 
they can see one another from the cockpit windows, and both 
users can see the same terrain below. Missionland provides 
the flexible, detailed, reusable ‘somewhere’, getting around 
various issues of data ownership, security and political 
sensitivity that is inherent in the use of real-world data.

Of course, Missionland is just a small part of the effort to 
assemble a persistent NATO MTDS capability. In 2011, industry 
representatives were asked to provide recommendations 
for how MTDS could be taken forward. NIAG Study Group 
162 produced a report that set out the objectives for NATO 
MSG-128: namely, the “incremental Implementation of NATO 
Mission Training through Distributed Simulation Operations”.

The report concluded that NATO needed to create two 
additional capabilities: a NATO Mission Operations Centre and 
a supporting network infrastructure that could link together 
national networked simulation assets.

Furthermore, the report identified procedural issues 
for investigation, including the “procedures and agreements 
required for operating secure distributed networks, legal 

export restrictions can be relaxed. A dedicated network 
communication infrastructure could be procured at a future 
date when detailed capacity and functional requirements 
become clearer. This is an aspect of incremental acquisition.

SYSTEM INTERACTION
One area of great importance is the interaction of distributed 
simulation systems with command and control (C2) systems. 

Broadly, military commanders want the ability to blend 
Live, Virtual and Constructive (LVC) exercises. For example, 
a real Eurofighter flying over France (live) wants to be able 
to detect the virtual presence of an F-22 simulator in Florida 
(virtual), while both evade computer-generated ground-based 
air defences (constructive); and all the C2 elements – live, 
virtual and constructive – need to interact. 

The Coalition Battle Management Language has an 
important role as the protocol that will integrate C2 across 
the LVC environment. According to the MSG-85 final report, 
a Battle Management Language is an unambiguous language 
used to command and control forces and systems conducting 
military operations, and which digitizes C2 information, such 

NATO’s MSG-128 task group celebrate its successful meeting at 
Nieuw Milligen air base in the Netherlands earlier this year

issues between national facilities, testing, validation, 
certification and accreditation before use, management 
requirements during network operation, maintenance and 
servicing requirements”. The security and protection of 
classified information on the distributed networks was  
an area of particular concern.

MEETING TRAINING REQUIREMENTS
In broad terms, MSG-128’s approach is to encourage member 
nations to adopt MTDS systems for their national training 
requirements, and urge them to use the standards that  
MSG-128 recommends. As member nations procure and 
upgrade MTDS systems, NATO will be available to help 
integrate those systems into NATO MTDS using established 
network infrastructure and protocols. This is one sense in 
which the implementation will be incremental.

It also aims to use existing infrastructure, standards 
and protocols as far as possible. For example, it envisages 
the initial use of the Combined Federated Battle Laboratory 
Network for network communications, and the use of 
some US Combat Air Forces Distributed Mission Operation 
specifications as a baseline for its own standards, if US 

as orders, reports and requests, to be understandable for 
military personnel, simulated forces and future robotic forces.

In July 2015, MSG-128 coordinated an exercise in which 
two Dutch F-16 simulators (which belonged to the Netherlands 
Aerospace Centre) from the Royal Netherlands Air Force 
Volkel Air Base were linked to Canadian F-18 simulators in 
Trenton, the German Eurofighter simulator in Manching, 
the NATO AWACS mission simulator in Geilenkirchen, 
and the German Simulation Control Centre in Cologne. In 
June this year, a further exercise was held, linking more 
international participants into the semi-persistent NATO 
MTDS environment. 

The Royal Netherlands Air Force aims to have 50% of 
all its training carried out in simulators by 2024, and the 
technologies and procedures being developed by MSG-128  
will play a crucial role in reaching this goal. NATO MTDS 
therefore both contributes to and builds on national 
capabilities and objectives, making it a ‘smart’ project in  
line with NATO’s procurement aims. 
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The annual 
Dynamic Mongoose 

training exercise helps 
NATO refine its  
anti-submarine  

warfare capabilitiesN
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Anti-submarine warfare 
and maritime capability
NATO maintains a highly advanced anti-submarine capability 
as well as a world-class maritime research facility. Ian Goold 
showcases both and explains how NATO is evolving its 
submarine-hunting tactics

C ape Wrath, the United Kingdom’s most north-
westerly mainland point, came under fire 
in April as Royal Navy Type 23 frigate, HMS 
Iron Duke, unleashed her 4.5in gun. She was 
operating under Standing NATO Maritime 

Group 1 (SNMG1) and the shoot concluded Exercise Joint 
Warrior 161. Employing more than 30 vessels permanently 
available to NATO and 3,150 personnel from 15 nations, the 
force trained participants in a range of disciplines including 
anti-submarine warfare (ASW).

This is not the only exercise where NATO naval forces 
are able to practice ASW; another regular NATO exercise, 
the annual Dynamic Mongoose, is dedicated to it. Last year’s 
exercise involved 10 Allied nations plus Sweden operating 
off Norway, where underwater topography offers plenty of 
places for submarines to hide in. Operating under SNMG2, a 
multi-threat environment was represented by 13 surface ships 

security requirements. An executive body of the Science 
and Technology Organization, its engineering capability 
permits rapid exploitation of concept prototypes for trials and 
military experiments. The centre’s main work is developing 
a cost-effective, interoperable, discreet and easily deployable 
underwater monitoring system to provide security for NATO 
and Alliance member states. Principal interests include the 
defence of maritime forces and installations, secure networks, 
mine-countermeasure systems, non-lethal port and harbour 
protection, ASW, modelling and simulation and marine-
mammal risk mitigation.

EFFECTIVE COOPERATION
Critical results and understanding developed through CMRE 
work are incorporated in the operational concepts of NATO 
and the nations. With an experienced ocean-engineering 
capability, it operates two research vessels that explore 
and exploit science and technology solutions at sea. NRV 
Alliance is a global-class open-ocean vessel that is acoustically 
extremely quiet – characteristics that enhance research 
work in core areas of NATO interest. It can operate in all 
strategically important waters, from the Mediterranean to  
the North Atlantic polar margins. The smaller Coastal 
Research Vessel Leonardo is designed for littoral work. 
CMRE also has a fleet of autonomous underwater and surface 
vehicles and an inventory of seagoing sensors.

NATO sees CMRE as a leading example of how countries 
can work together more effectively and efficiently by 
prioritising national needs. This is in addition to the benefits 
of focusing on research and technology challenges through 
NATO’s collected scientists, engineers and specialised 
laboratories in collaboration with scientific and non-
scientific partners. Through CMRE’s science and technology 
framework, NATO realises the benefits of ownership by 
enforcing Alliance values, while reducing risks and costs  
and aligning national interests and ambitions. The  
resulting intellectual capital, which belongs to the nations, 

NATO sees CMRE as a leading 
example of how countries can 

work together more effectively 

and four submarines from Germany, Norway, Sweden and 
the United States, which were supported by helicopters and 
maritime-patrol aircraft. 

Also participating in the exercise were the Norwegian 
research ship, H.U. Sverdrup II, and NATO’s NRV Alliance, 
a research vessel operated by NATO’s Centre for Maritime 
Research and Experimentation (CMRE). Using the ship,  
CMRE demonstrated autonomous ASW security networks.  
Its inclusion in the training reflected NATO’s recognition  
of the importance of future capabilities.

Based in La Spezia in Italy, CMRE organises and 
conducts unique specialised maritime scientific research 
and technology development to serve NATO defence and 
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has enormous value in creating operational advantage and 
equipping the future force. 

Sonar research, particularly multi-static sonar, has 
always been a major part of hunting submarines, but military 
ASW strategies are being transformed from reliance on large 
ships detecting and tracking enemy submarines to using 
distributed networks of intercommunicating mobile and fixed 
sensors. The emphasis now is on inexpensive and stealthy 
fixed (buoy) and mobile autonomous underwater vehicle 
(AUV) sensor networks that remove people from the action. 

EVOLVING ASW CAPABILITIES
As more foreign submarines are detected in territorial 
waters, CMRE has established a Cooperative ASW 
Programme to consider towed sonar arrays close to shore, 
underwater network communication and operator support. 
Its researchers are studying AUVs that not only tow arrays 
in coastal waters, but also process information internally and 
adjust their behaviour when necessary. 

CMRE is also very active in the development of buoyancy 
gliders, which are very energy-efficient AUVs that use wings 
for propulsion and adjust buoyancy so that they can dive 
or rise. These offer long endurance, a valuable commodity 
when characterising and forecasting the ocean underwater 
environment. Hybrid gliders, on the other hand, can be 
switched to faster (but less efficient) motion using propellers. 
ASW tactical-decision aids have continuously exploited  
glider data – including temperature, salinity and optical 
information – to optimise operational planning and asset 
management, according to CMRE. 

Next-generation AUVs use multiple sensors with 
on-board processing capabilities and a very high level of 
autonomy and environmental adaptation – features needing 
high computing power and large data acquisition and storage. 
Future developments require ever-larger storage and 
very high re-configurability. Quick data-transfer concepts 
developed by CMRE for AUVs include the MUSCLE (mine-
hunting UUV for shallow water covert littoral expeditions) 
unmanned underwater vehicle, part of CMRE’s Collaborative 
Autonomous MCM project. MUSCLE provides excellent images 
of the seafloor and has a high level of autonomy and advanced 
decision-making capabilities.

EXPERIMENTAL WORK
Beyond ASW capabilities, and with lawlessness at sea in 
mind, recent CMRE experimental work has also covered the 
application of low-cost acoustic, electronic-support measures, 
and electro-optical/infra-red technologies. This would enable 
better understanding of the location, movement and identity 
of vessels that could be involved in illegal immigration, piracy 
and the trafficking of weapons of mass destruction. 

ABOVE: The NATO Research Vessel Alliance carries out work  
to demonstrate the advantages of mapping the seabed 
RIGHT: NATO’s CMRE operates two research vessels: the  
NRV Alliance and the CRV Leonardo
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Standing tall
NATO has at its disposal Standing Naval Forces that carry  
out a programme of scheduled exercises, manoeuvres and  
port visits. They can be rapidly deployed in times of crisis  
or tension, as Christina Mackenzie explains

T he Standing Naval Forces (SNF) are a central 
tool of NATO’s Alliance Maritime Strategy 
adopted in January 2011, which set the 
framework for the maritime power of member 
states to be used to help resolve critical 

security challenges. The maritime forces must be able to 
be deployed rapidly to control sea lines of communication, 
preserve freedom of navigation and conduct effective mine 
counter-measure activities. They can, therefore, be used 
to enforce arms embargoes, conduct maritime interdiction 
operations, contribute to the Alliance’s counter-terrorism 

efforts and provide immediate humanitarian assistance in 
the aftermath of a natural disaster. And, where cooperative 
security is concerned, the Alliance’s navies’ engagement 
with partners helps to build regional security and stability, 
contributes to conflict prevention and facilitates dialogue. 

The SNF contains four groups: the Standing NATO 
Maritime Groups, SNMG1 and SNMG2, and the Standing NATO 
Mine Countermeasures Groups of SNMCMG1 and SNMCMG2. 
All four are integrated into the NATO Response Force.

The vessels assigned on a rotating basis between allied 
navies to these four groups are permanently available to 
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NATO to perform the tasks outlined above. Their composition 
varies and they are usually composed of between two and six 
ships from a number of NATO member countries. They fall 
under the authority of Allied Maritime Command (MARCOM), 
based at Northwood in the United Kingdom, following 
MARCOM’s December 2012 inauguration as the operational 
hub for all Alliance maritime operations.

OPERATIONS AND COMPOSITION 
As an example of the composition and deployment of the 
naval groups, SNMG1 operates in the northern Atlantic and 
North Sea, and at the time of writing is currently under 
the command of Rear Admiral José 
Enrique Delgado of the Spanish Navy. 
Its flagship is the Spanish frigate ESPS 
Álvaro de Bazán (F-101), launched in 
October 2000 and handed over to the 
Spanish Navy in September 2002.  
The vessel has a range of 4,500 nm  
at 18 knots and a top speed of 28 knots, 
and is 146.7m long, 18.6m wide and 
displaces 5,853 tons when full. She embarks a crew of 36,  
a security team of 11 and is equipped with missiles, guns  
and torpedoes. The other two ships in the SNMG1 are  
HMS Iron Duke, a Type 23 frigate from the UK’s Royal Navy, 
and HDMS Peter Willemoes of the Royal Danish Navy.

SNMG2 operates in the Mediterranean and Black seas 
under the current command of Rear Admiral Jörg Klein of the 
German Navy. The flagship FGS Bonn combat support ship  
(a replenishment oiler in military parlance) was commissioned 
on 13 September 2013, the newest of the three Type 702 
Berlin-class vessels that are the largest of the German Navy. 
Measuring 173.7m long and 24.26m wide, and displacing 20,240 
tons, she has a speed of 20 knots and is armed with four 

27mm guns, Stinger surface-to-air missiles and two Sea King 
or NH90 helicopters. She has accommodation for upwards of 
230 people, as well as hospital capacity for 43 patients. Other 
ships in the SNMG2 are the Halifax-class HMCS Fredericton 
of the Royal Canadian Navy; TCG Gökova G-class frigate of 

The vessels assigned on a rotating  
basis between allied navies to the four 

groups are permanently available to NATO

SNMG1 (Standing NATO Maritime Group) vessels cruise in 
formation in the Baltic Sea as they operate under the authority of 
Allied Maritime Command, which is based at Northwood in the UK
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the Turkish Navy; HS Salamis MEKO 200-class frigate of the 
Greek Navy; the Royal Fleet Auxiliary RFA Mounts Bay landing 
ship dock, currently under maintenance; the FS Commandant 
Bouan French Navy patrol ship; and HNLMS Van Amstel 
multipurpose frigate of the Royal Netherlands Navy.

As their name suggests, SNMCMG1 and SNMCMG2 are 
multinational forces that primarily engage in search and 
explosive ordnance disposal operations, although they are 
also able to fulfil a wide range of roles, from humanitarian 
tasks to operations. They can deploy at short notice and 
are often the first assets to enter an operational theatre. 
SNMCMG2 also conducts historical ordnance disposal 
operations to minimise the threat from mines dating back 
to the Second World War. The SNMCMGs have been active 
for more than 40 years under various designations, but both 
received their current names in 2006. 

SNMCMG1 operates under Commander Martin Schwarz 
of the German Navy. Its flagship is the German Navy’s Type 
404 Elbe-class tender or replenishment ship FGS Donau, built 
to support fast attack craft, submarines and minesweeper/
hunters. She carries fuel, fresh water, food, ammunition and 
other materiel. She also manages waste disposal for the ships 
she supports at sea and can carry out minor repairs. She is 
supported by minehunters HMS Ramsey from the UK, one of 
the newest Sandown-class vessels; Germany’s Frankenthal-
class FGS Dillingen; Belgium’s Tripartite-class BNS Primula; 

HNLMS Vlaardingen from the Netherlands; and minesweeper 
HNoMS Otra, the Royal Norwegian Navy’s Alta-class vessel.

SNMCMG2 is under the command of Captain Ramazan 
Kesgin of the Turkish Navy. Its flagship is the 98.2m-long  
TCG Cezayirli Gazi Hasan Pasa training ship, supported by 
the Engin-class TCG Edremit and, until the end of March 
when it concluded its two-month deployment with the group, 
the Spanish Navy minesweeper ESPS Tambre. 

Vessels assigned to the Standing Naval Forces participate  
in visits, operations and exercises that enhance cooperation  
and understanding among NATO members
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largest tanker on the market, it’s no wonder the A330 MRTT 
is the tanker of choice for seven major air forces worldwide. 
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